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New Password Strategy HIKVISION

Why the Password strategy has changed?

« In the past we didn’t force on installers and users changing the default
passwords, there is a chance that an installer finishes an installation without
setting up a strong enough password.

» Default usernames and passwords are widely know.
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Password Strategy HIKVISION

» No more default Passwords -> device activation

» Complex Passwords that include upper- and lower-case letters, numbers and special characters are
recommended.

» Lockout rules

()

N " 4 7
"g ) ¥Sworg,
J w ’npur at(e T —— 3
= WY

1

First Choice for Security Professionals m




Activation HIKVISION

» Activation of the device can be carried out locally or via the browser.
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DVR/NVR Local Activation Interface IE Activation Interface
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What if a Password is forgotten? HIKVISION
+ For devices with a reset button the Password can be reset by pressing the reset button.

+ For devices without a reset button the Password can be reset by the following secure
method:

o Send the device information/Devicekey.xml /OR Code exported from the device within the LAN
to Hikvision.
o Hikvision will provide users with security code/Encrypt.xml / key to reset the password.

—)  HIKVISION
4o T€Chnical Support

Set New —
Password XML

Password
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Activation

» SADP Activation
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HIKVISION

SADP Activation Interface

Forgot Password
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New Password Resetting Strategy HIKVISION

»  With this strategy, customers will be able to reset device passwords by themselves.
o The user can export the GUID file in advance and reset the password by importing the GUID file when needed.
= The user can set validation questions and reset the password by answering the pre-set questions when needed.
»  Local GUI, SADF, iVMS-4200, and Web client support new password resstting strategy.

»  MNew password resetting strategy is available for —E/-K/-1 series NVR from ¥3.4.90, and Turbo 3.0
DVR (DS-HG/HQ/HUHI-F series) from V3.4.80

GUID file
Set Validation Question

GUID file
Answer Validation Question k
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Network Introduction

Network is a collection of computers, servers, mainframes, network devices, peripherals, or other
devices connected to one another to allow the sharing of data.

In video surveillance area, the network includes core switch, Ethernet cable, fiber, IP cameras,

servers, etc.

152.168.18

19216812

First Choice for Security Professionals

N 95192.168.1.5
192.168.13¢ ‘ s
9 %metermiex_,,»»"'"- it

[Pty 0 355
—— 92168111 I
192.168.11 ~— Loca! Area Network
e

19216816
TTT———_90 meter ruie &
2.168.1.7 192.168.19

HIKVISION

192.168.1.4

wrer ap

S0 meter rule

-
mricch 152.168.1.10

Private IPv4 Address HIKVISION

e Private IP address cannot be used on public network.

e Onthe public network, IP address is unique. While in different private
networks, the private IP address can be the same. It is an effective way to save
IP address.

10.0.0.0/8— 10.255.255.255/8
172.16.0.0/12— 172.31.255.255/12
192.168.0.0/16— 192.168.255.255/16
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152 168.0.5

Itgz A6E.0.2

Itgz. 168.0.3
ltz_is&o.d

192.168.0.2 — 192.168.0.49 = Ethernet Only
192 168.0.50 — 192 168.0.100 = Wireless Only

Each address is ‘leased’ for a set time to avoid IP exhaustion, what does that mean?
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192.168.0.1

HIKVISION
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0030451130C1 19216602
O0CO4FT2B2EC 10216803 (P
00055BF7CE5C44 19216802
0DO65BFTDCTI 10216505
00105A772A3C 192168050

DHCP log
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Subnet Mask HIKVISION

o Subnet mask is used to distinguish the network address and host address.
o Subnet mask consists of a succession of “1” and a succession of “0" .

o “1” corresponds to network address and subnet address.

o “0" corresponds to host address.

“1" and “0" cannot show up cross.

Example:
+ 128.1.1.1/255.255.0.0
« 128.1.1.1/16

+ 192.168.3.2/255.255.224.0
+ 192.168.3.2/19
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Why IPv6? HIKVISION
Explosive growth of Internet users, devices, apps creates demand for more IP
addresses.

IPv4 uses 32-bit addresses and can support 4.3 billion devices connected directly to
the Internet.

The replacement protocol IPv6 uses 128-bit addresses and provides such a vast
number of addresses that it can only be expressed mathematically: 3.4 x 10 to the
38th power.
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TCP vs UDP HIKVISION

e TCP(Transmission Control Protocol): Ensures complete delivery of streaming data
and better video quality, yet the real-time transmission will be affected.

o UDP(User Datagram Protocol): Provides real-time audio and video streams.

X

TCP

* Connection oriented * Connectionless
* Provide reliable transmission  Provide unreliable transmission
* FTP, HTTP * SNMP
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Common Port Number HIKVISION

« 20 File Transfer Protocol [Default Data]
« 21 File Transfer Protocol [Control]

« 25  Simple Mail Transfer Protocol

« B0  World Wide Web HTTP

o 443 HTTPS

+ BOOO Server(for software access)

= 35354 RTSP

Port number range: 0—65535
0—254 Public
255—1023 For company
1024 and above Random
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Port Forwarding HIKVISION

The control client and VMS server are belong to different local network which was connected by
Internet. Now, the control client wants to access the VMS server, let us check the communication
process and find out the problem.

Local Network A \\ // Local Network B -\\.

Control Client VMS Server

WAN A

IP: 1592.168.1.100

J

IP: 172.168.10.10 NAT Router A | NAT Router B

The local IP of VMS server is 192.168.1.100, as we know, this IP address is private IP which
can’t be used for communicating on internal Network. So the control client needs to access the VMS

First Choice for Secirity Professionals

Server by it's public IP. In this network, the public IP of the VMS server is NAT router’s WAN IP.

Port Forwarding HIKVISION

Local Network B

™ /

/ Local Network A

Control Client WMS Server

WAN A
—

IP:172.168.10.10 NAT Router A NAT Router B IP:152.168.1.100

/

To pass through the NAT, normally we need to do port forwarding on the router, router has many port forwarding
functions, such as Virtual server, UPNP, DMZ.

The port forwarding is adding a static NAT rule on the router, Once the external accass data matched the NAT rule,
the data will be transferred to the specific host.

For example, We can use virtual server function to add this NAT rule on NAT router B.

80 80 192.168.1.100

Port Forwarding

Local Network A

Control Client

IP:172.168.10.10 NAT Router A

~

WAN A
—

HIKVISION

Control client

The control client will send a request to MAT router’s WAN directly

Local Network B

VMS Server

NAT Router B

Firsk Choice for Security Professionals

MAT Router

b

HCSA 1B

IP:152.168.1.100

/

Thisrulesmeaanial-tatathat send to WAN IP(B):port(81) will be forwarded to 192.168.1.100:80 m

Port Forwarding

Local Network A

Control Client

IP:172.168.10.10 NAT Router A

~

WAN A
—

HIKVISION

Control client

The control client will send a request to WAN IP B & port 80

Firsk Choice for Security Professionals

Local Network B

VMS Server

NAT Router B IP: 192.1658.1.100

MAT Router

y s —

/

192 168.1.100

Router B received the request
and check the NAT rule, there

is a rule matched, the data will
be forwarded to VMS server




Port Forwarding

UPNP can open the specific ports automatically by UPNP protocol, but it can only support

HIKVISION

monolayer NAT. You can see this function on hardware device, such as NVR and IPC.

W Enable UPnP™
Port Mapping Mode Automatic
Peet Typs External Port
HTTP ]
RTSP 554
Server Pon 8000
HTTPS 443

b
Extemal IP Address
0.0.00
0.0.00
0.0.00

0.0.0.0

Insernz! Port Status
30 NotVaid
554 Not Vaid
3000 Not vaid
443 NotVaid
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HIKVISION

Common Transmission Media

7

Twisted pair cable

Coaxial Cable

First Choice for Security Professionals

HIKVISION

-

Fiber cable
= o))

Wireless

How does the PC obtain an IP address

NIC can access available IP address from DHCP
server, and DHCP server is usually the router or
switch with IP allocation function.

Select obtain an IP address automatically in NIC
properties.

Configure IP address manually

You can configure IP address manually, and please
make sure that the IP address is available, and the
subnet mask and gateway is correct.

Firsk Choice for Security Professionals
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Domain Name & Domain Name System

HIKVISION

A domain name is an identification string that defines a realm of administrative autonomy within the
Internet (such as hikvision.com). Domain names are used in various networking contexts and for
addressing purposes. In general, a domain name represents an IP address on Internet.

When you access to www.hikvision.com, the domain will be transformed into an IP address by the DNS
server first, then your computer will access to the website via the IP address.

Send name resolution request

Go back to the IP of the
domain name

Access to the Internet by IP address

First Choice for Security Professionals

Hikvision
website

=

DNS Configuration

Metwork Connection Detailz I
Metwork Cornection Detals:

Froperty Walue =
Conneclior-specific DMN...  hikvison .com
Descrption 2x2 11bgn Wireless LAN M 2 Adapter
Phyeical Addreas C&-FF-28-5F-97-5F
DHCP Enabled Yes
IPwad Address 1025453
IPwad Subnet Mask 285.255.255.0
Leass Obtained Trureday, June 22, 2017 2:08.20 FM |=
Leass Eepires Thursday, June 22, 2017 5.08:18 FM

IPvd Defackt Gatewsy
1Py DHCE Tt

10.254.254
101 87

IPw4 DM3 Servars

10.1.7.33
10.1.7.77

IPwd WWIMNE Servers

MetElQS over Topip En..
Linkdocal 1PvE Addrese

101777

10:1.7.88 B

fea
fedl:acd 7604 371 4602416 1=

+

i Bl

Cloa= |

HIKVISION

DNS can be obtained by DHCP
from the router automatically or
it can be set manually as static IP
address configuration

Commonly used DNS server
8.8.8.8 (overseas)

Obtain from ISP(Internet Service
Provider)
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HIKVISION

Network Design-Small System

Single Switch
= POE could be used.
= Transmission distance smaller
than 100M
= Easy toinstall
= No redundancy

Switch

HIKVISION

First Choice for Security Professionals

|
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NVR with POE




Network Design-Flexible System Scale HIKVISION

Access Switch
s Two layer structure =
s "
POE could be used. I | |

System upgraded
Easy to install
redundancy is available Q ‘ - ;}

Access Switch

i!—!w
First Choice for Security Professionals - m

H Core Switch
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HIKVISION

=

Stream URL Calculation HIKVISION

® Common video parameters of IPC

Common resolution ratio: 3840*2160(4K/8MP), 1920*1080(1080P/2MP), 1280*720(720P),
704*576({4CIF/D1), 352*288(CIF)
: the frequency at which consecutive images called frames appear on a display. The higher the frame rate is,
the smoother the image is; when the rate is below 15, human eyes can feel that the image is not constant. Bit stream will be
decreased by lower frame rate, but the video quality will be influenced if the frame rate is too low.

: MPEGA4< H.264< H.264+ < H.265< H.265+ (encoding efficiency)

Video Encoding ~ Rewltow — — FrameBaw | 30fps | 25fps | 20fps | 15fps | 12510ps | 10fps | 1ips
8402160 16364 15384 1X2EE E192 2182 El44 Bl

]mnﬁmm 208§ +088 3072 1=E 2048 1338 L33&

H 164 Recommended Bii Faie ﬂmlm)‘m] 2048 2046 1336 1024 L2+ TEE TES
-iC'lI[‘.I'MxSTe] 1024 1024 T5E 512 512 38+ 384

352288 320 320 192 %2 182 128 128

33402160 B182 Elm2 Gl4s 195 L) 3072 3T

10SOP{1020=1080) 4B o 1336 1024 1024 TEE TEE

H 15 Recommended Bit Fate ‘TRIF{1280=T20) 1024 1024 TEE e 512 3i4 384
JCTE(T04=578) 04 Th4 52 384 354 138 156

353288 330 330 192 152 192 128 138
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How To Calculate Bandwidth and Storage

e Hikvison design tool

HIKVISION

1 A Chonst T I Sre weé Meresek Cataubarer

R
Narvel Naurels .| Biirase: 30400
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HTTPS

s  Hyper Text Transfer Protocol over Secure Socket Layer
o communications protocol for secure communication over a computer network, with especially
wide deployment on the Internet. It adds the security capabilities of S5L/TLS to standard HTTP
communications.
o The main motivation for HTTPS is to prevent wiretapping and man-in-the-middle attacks.
o Default port number: 443
o The HTTPS port can be changad if desired (port numbers range from 1-65535)

HIKVISION

o
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HTTPS — Create Self-signed Certificate HIKVISION

s 1. Inthe web Ul, enter HTTPS configuration menu by going to Configuration -> Network ->
Advanced Configuration -> HTTPS.

s 2. Click on Create button “Create self-signed certificate”

Appicatio Configuration
=
[ Enabe
© Motwore Instatl Cortificat
Basic Setings Inszaianen Method @ Create Setsigned Carlficate
I Advanced Saftings ) Sgned cenficale s avalante, Sta the netFEton araclly
% Viteo/Audo () Creats the cennzate request irst and continue e nstalishon
] imepe Create Sef-signad Certiicas Create
B Event
Sworage B sawe
A HeatMap Comsguration
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HTTPS — Create Self-signed Certificate HIKVISION

s 3.Type in parameters such as country, hostname/IF, and validity as shown below, then
Click on OK (there is no need to provide any other information, just the first three fields,

as specified).
ESmmms

Cauntry iCN -]
Haatnamelp [0E3T [
Vialicity 5000 | Day...~ @
Paszword L]

State of province ] -]

Localny [hz &
DOiganizatian [Hikwigian -]

Onganizatianal Unit

Email

—
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HTTPS — Create Self-signed Certificate

s 4, Check Enable HTTPS checkbox, and then click on Save button

Configuration

HIKVISION

HTTPS — Create Self-signed Certificate HIKVISION

«  When using HTTPS to access the device, type https://IP address:port number into the web
browser address bar (e.g. https://192.0.0.64:443 ).

s If self-signed certificate is used, web browser may pop up warning notification like shown
below.

g b SNMP Fre Ema HITPS QoS BOZ Ix
B sveem & Enabie
- There is a problem with this website's security certificate
© mewon Certiicate Detalle G} a prot w wet irity i
Bas Sefinge Ingsaled Cenfeate Deleta
I Advancad Setings Propery The security certificate presented by this website was not ssued by a trusted certificate authority
The secunity certificate presented by this website has expired of is not yet vahd
Oy Videahuto
Bl imae Secunty certificate problems may indicate an attempt to fool you or intercept any data you send to the
& ima server
2] Event
B s We recommend that you close this webpage and do not continue to this website.
= -
Al  H=atMap Configuation @ Cuck here 10 clase this webpage.
@ Continue 10 this website (not recommended)
= More information
FIRECholon for Seounty TYolessiongts First Choice for Security Professionals
HCSA
If-signed ifi dd il
HTTPS — Create Self-signed Certificate HIKVISION IP Address Filter HIKVISION

s  Users can install the certificate signed by CA (Certificate Authority) to enhance the safety
level. {reputable CA organizations always need charging)
o Signed certificate is available, Start the installation directly: For the customer who already has
the certificate.
Create the certificate request first and continue the installation: For the customer who wants to
Oq:reate certificate request by himself. After creation, one can download the file and send it to CA
to sign. After getting the certificate, simply install the certificate to enable HTTPS.

(LR T o Insiadl Cartifcaln E

Y 2 VT CRIE T e I maTROn Lhog Cwaake Eoil gy rad Cortiraie

W S VAR b S STIETN PREAEN VR Figrad ertficabs i avalase, Sovt e mebaios doecly
CrE T TG DGOSR R R LN [ YRR O Wi I il DAL G £ 30 T e

R ) SR | Browsa | [ iestan

Coeals Cenficass Requedt Creale Mot
Caminsd Confrats A i

Dot Crtib oo oot Dk
ing2d Generdied Cerilcaie

[ ovawee sl
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» Hikvision network products provide IP address filtering, which allows or forbids access
rights to defined IP address(es).

+ A typical configuration is to configure the device to allow only the IP address of the server
that is hosting the VMS to access.

Serv
) i N E

IP address filter

Firewall/IP Table

e oT——
. Camera
Laptop
. Maobile Client
[ m—

Firsk Choice for Security Professionals




IP Address Filter HIKVISION Digital Watermark HIKVISION

+ Configuration -> System-=Security-> IP Address Filter » Digital watermark technology embeds the device information onto the recorded video.

» Digital watermarks may be used to verify the authenticity or integrity of the video or to show

fovs il il - the identity of its owners.
o A 5 Baddpess. Filber
Local ¥ el o
Bl Grsior A Enakle i9 Address Filier O
' Forbiddon |
e 1P Acdruss Filier Ard oty | | Doom
| — O Mo IF

LS WIITAE AT
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Watermark HIKVISION HIKVISION

» Open VSPlayer and play one video clip from Hikvision camera.
» Right click on the video: Image Control -> Watermark

» The watermark information will be displayed on the video.

Watermark

3y Control

Flay Mode

. Thank You

Color Adpustment
Window Division Watarmark

Capture VCA Info

Continucus Captre [N

NQ‘YE’: * Only Hikvision VSPlayer can check and display the
Y watermark of video stream.
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Hikvision Turbo HD Analog Solution

First Choice for Security Professionals

Hikvision Certified Security Associate

HIKVISION

-

Contents
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@ Turbo HD Analog Principle and key features
@ Turbo HD Analog Solutions

@ Turbo HD 5.0 System
- ColorVu Camera

—AcuSense DVR
@ Turbo HD X System
@ Turbo HD Products

HIKVISION

Training Objectives HIKVISION

¢ Understand basic theory and advantages of HD TVI technology
¢ Familiar with Hikvision Turbo HD solutions.

¢ Know about Hikvision Turbo HD Products famliy

First Choice for Security Professionals

HD Analog Standard HIKVISION

.

- Power
= R e
- — .
: R -
.l
A\, /
S Videc

* Plug and Play
* Up the Coax
* Easy System Upgrade

* Without encode & decode
* Real-time output (vs IP Camera)

Further HD

* Long transmission distance
* Anti-interference
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Long Transmission Distance HIKVISION

HDTVI Principle -- YUV HIKVISION

<

5
5 -
g § :
v i Luminance —
800m i
M Turbo 1.0 fe
M Turbo 3.0
W Turbo 4.0 Chrominance
é
¢ Brightness\color separated.
B wider bandwidth
i :ﬁlw ey FeemEs w"::'..lm' e e An image along with | o<\ i e detein

its Y, U, and V components
respectively
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HCSA  ag

1080P/4M Lite s Ultra HD 4K HIKVISION
TeCh NO|08Y Offering more details and better visual experience for users.

"1080P Lite

Resolution Visual Effect Bitrates
7200 | 1280720 700 TVL 2Mb
1080P Lite 960* 1080 900 TVL 2Mb
1080p
1080P 19201080 1000 TVL 4Mb

First Choice for Security Prafessionals
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HIKVISION

Ultra-low Light

Guaranteeing colorful images even in dim light environment.

Conventional camera Camera with ultra-low light technology

(0.003 lux)

130 dB True WDR

Benefits from true WDR, environments with strong backlight won’t be troubles.

HIKVISION

Sensor Data 10 bit 12 bit

v' Higher greyscale

Gamma Adjustment 8 bit Algorithm 16 bit v Less dataloss

upgrading

Sampling Rate 4:1o0r8:1 1:1 v' Minute contrast

Available in Pro series cameras.

First Choice for Security Professionals m [ Chic Sty Protesinas Better imaging performance
PoC Technology HIKVISION Multi-signal Output HIKVISION
* Transmits both HD video and power over the same coaxial cable « .
* Unique built-in design * Patented Hikvision technology @® 4inl } 4in 1 cameras_ H ® Dual-output
Power
Coaxi: : . Teata 'i

PoC Built-in DVR

One cable solution
Saving wiring costs

Simple installation
Saving labor costs

Simple maintenance

Saving maintenance
time and costs

JETIETTEY BN
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Signal output switchable

HD/SD output simultaneously

First Choice for Security Professionals
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Hybrid Ability

® 5in1l self-adaptive signal input

First Choice for Security Professionals

HIKVISION

® |P camera access capability

'z Enhanced default IP camera access capability

7 Increase IP camera channels by disabling
analog channels

IP cameras input resolution

HQHI-K up to 6 mp
HUHIK up to 8/12 mp '

HTHI-K up to 8/12 mp

HIKVISION

H.265 Pro+/H.265 Pro/H.265

Under the same storage capacity, time of video recording is much longer.

Super compression

# Video file size comparison # storage Saving

Storage needed for ten 1080p cameras for 1 month:

100% 13718
""""""""""""""""" e S S RE
Reduced 658
by s H.265 Pro 32578
uce
oo el ’ H.265 Pro+ 1678
S 75% Reduced
D by @ Extremely light bandwidth
= 8157 \ Number of 1080p cameras connected at 20 Mb bandwidth:
125% — - 5.ch
s N
H264 H265  H265Pr0 H.265Pro+ - ‘,‘, _‘ ‘, =
Average 24-hour recording file size H.265 P - v v - v v 40-ch
o+ KR S SR RS ¢
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Hik-Connect Access
Available models: K Series V3.5.37 / HGHI-F V3.4 .89

O/
-]
Hik-Connect P
Add Device

By scanning the DVR QR code with Hik-Connect, you can access and operate the DVR.

First Choice for Security Professionals

HIKVISION

Access

—_—

DVR QR Code DVR

Contents HIKVISION

# Turbo HD Analog Principle and key features
# Turbo HD Analog Solutions

# Turbo HD 5.0 System
— Colorvu Camera

—AcuSense DVR
4 Turbo HD X System

# Turbo HD Products
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PTZ Control Solution

$7Z comtrol signal

L anscavie

video signal

HIKVISION

‘ : Control Signal -a

Analog PTZ connection diagram
o} S [} 5
)G ™ QY ® :
T
Comnnet 10 the As of 717 )
Comevect 10 the & of T2 le
03
RS.a18
Frat Chaice far Security Professionals m
Smart Event - VCA HIKVISION
Analog Channel
Line crossing detection intrusion detection
IP Channel

Intrusion detection

Line crossing detection

First Choice for Security Professionals

_

i1 18]

Region Exiting/Entrance

Unattended Baggage/Object Removal

B

Add Keyboard to Turbo DVR to Control PTZ HIKVISION

OUOLOLOA 6O O g g W

e

a * ALARM T
...... I-.--.-.-I
=
..............

DS-1005KI

DS-1006KI
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POS Solution

HIKVISION

POS RS232 / R4S Cable

Transaction

‘ :‘TBOfJES‘VT.{E?lK‘ :
= L)

17 I

Transaction and Video
T Overlay

BNC/RIJAS Cable

First Choice for Security Professionals
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4K Solution

6 8MP = 4K Resolution
b,’ Turbo HD 4.0 DVRs

HIKVISION

Loop Solution

2.9.9.9

VI 2

........ 16-ch Loop
Accessary

HIKVISION

16-ch Video Signal

> .

16-ch Video Signal

4K Monitor
8MP
Turbo HD Cameras
16-ch loop accessary, video signal distribution
Images in brilliant HD
First Chsice for Secestty Professiovals First Choice for Security Pratessionals
e

PIR Solution HIKVISION PIR Solution - Demonstration HIKVISION

PIR Camera

PIR event
a PIR
Motion Alarm

Turbo 4.0 DVR

Firs! Cheice far Securtly Prolessonals

16-19-2017 Thu 17:36156

- B
‘«\!_,,,: _‘.ﬁf
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White Light Warning

B

Intrusion Stop

Crime Prevention




PIR Solutions - Demonstration HIKVISION

White Light Warning

=

.

Unconscious Glance

First Choice for Security Professionals

PIR Solution - Demonstration

First Choice for Security Prafessionals

Object Moving:
No alarm triggered

Human body moving:
Motion alarm triggered

HIKVISION

=

PIR Solution - Configuration HIKVISION

HVR 4.0

@ tere Bt Cnts Vo Tay Ve vis vyl M Dbk e

O e

» > |RIS Button> OSD MENU » Enable Motion Detection
« > WHITE LIGHT> ALARM
« >TRIGGER MODE> DVR

First Choice for Security Professionals m
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Turbo HD Development HIKVISION

Turbo HD 5.0
Turbo HD 4.0 AcuSense
4K -»
Turbo HD 3.0 - H.265 & H.265+ LO|OF\/U
- Ultra low light
Turbo HD 1.0 ~anp technology
-H.264+
- HD1080P 5in1 RROEER
+H.264 *PoC1.0

AcuSense Turbo ColorVu Turbo
DVR

Camera

Flist Lhoii 167 Seuity Professlonals

First Dhaice for Secesity Prcdessiorals m

ColorVu Camera

Advanced lens "_\
More light, brighter images,

and balanced exposure.

»
HIKVISION ColorVu Camera HIKVISION

The 24/7 chromatic imaging technology improves video surveillance quality.

High-sensitivity

Excellent performance and clear
imaging in ultra low-light
environment.

Friendly lighting

; : Conventional camera
With no light environment, the
camera has supplemental fight to
First Choice for Security Prafessionals guarantee colorful image.

Hikvision ColorVu camera

First Choice for Security Prafessionals

o o




Color\u Camera

Advanced lens

F1 O super aperture
.

lets more light into the lens
so that image can be more brighter.

First Choice for Security Professionals

HIKVISION

BBAR coating & ED Optical glass

* The Broad-Band Anti-Reflection coating helps to reduce
ghost image.

* The Extra-Low Dispersion optical glass can efficiently keep
image’s sharpness and color saturation.

a2

Color\/u Camera

High-sensitivity
micro lens on sensor

: light-
| sensitive
1 surface

______________

Incident \
light

__________________

First Choice for Security Professionals

HIKVISION

Sensor has extraordinary
photovoltaic conversion efficiency. It
adopts Smart FSI technique-new
light collection structure that can
greatly improve the utilization of
light.

Further more, self-adaptive 3D DNR
algorithm on ISP guarantees
imaging quality.

COIOF\/U Cameras

Friendly Lighting

' Common
supplemental
lighting

First Choice for Security Professionals

HIKVISION

Warm
supplement
light with anti-
glare diffusion
lens

C olo r\/u Cameras

Comparison test in a darkroom (0 lux) , with supplement light opening

Conventional HD1080p
Camera

First Choice for Security Professionals

Ultra low light HD1080p
Camera

HIKVISION

v soft and warm
supplemental lighting




~ o N\
ColorVu cameras £{1080p/5MP )

24/7 colorful imaging

0.0005 lux 130dB

" : Y

DS-2CE10DFT-(P)F
DS-2CE10HFT-F

Mini Bullet: wL 20 m

DS-2CE72DFT-F
DS-2CE72HFT-F

Turret: WL 20 m

DS-2CE12DFT-F
DS-2CE12HFT-F

Bullet: wL 40 m
First Choice for Security Professionals

HIKVISION

CO|OF\/U Cameras

Configuration orr colorvu camera

Trgger Asarm Sutpt D

CAMI-=1(Lighe)

, ! HIKVISION
@ 9 - : IS

Enable ¥inusion Detection Target Detac Human Body [ Veliox
ADCRESY - Coet Terw 52
Area Settngs  Arming Schedde  Linkage Action Sk S e i
Hevwreg g Lmow 1
Normad Linkage Trigger Marm Outpt Trgger Chaonel PTZ Linkage M Coreveoun rore [
Full Scroen Monto CAMY> 1(Light) Al FTZlnkage | panjcan - ) 3 . " . w0 ] " " - s
e
Audbie Warming Presstdo oo
Locs-=1 ~
Moty & d3nc Patrol No. Tt
n
Sana Emadl Pattem No o
Uphoaa Capured P £y e
"Hotice: pleace condrm the ovent ouzut in “Live View” Seitings menu 1 110 Same with the real evert output Tooy Cwe _

PART 2: Linkage Action Configuration
In DVR local configuration interface configuration-Event-Smart Event, you will find there is a

new option in the linkage action of all the events, which is the flashing light alarm.
First Choice for Security Professionals

CO | or\/u Cameras

Configuration orr colorvu camera

ACTORN DEEALLT
XL
AV E&LENL]

PART 1: Smart Light Configuration

Go to Main Menu- Smart Light to turn on/off the supplement light.
The supplement light is set to OFF as default. You can set it to AUTO

First Choice for Security Professionals

e 9.0

HIKVISION

¢

L/

oy
4NODE 1 b

KcuSense DVR

Accurate smart analysis based on deep learning technology.

Smart Analysis

AcuSense

HIKVISION

Technology

@ False Alarm Reduction

® Quick Target Search

First Choice for Security Professionals




¥

cuSense False Alarm Filter

DVR

First Choice for Security Professionals

Conventional

AcuSense
Turbo DVR

HIKVISION

Alarm
Triggered

False alarms

S

AcuSense False Alarm Filter

First Cholce for Security Professionals

HIKVISION

X Human Target Detects

¢} Vehicle Target Detects

M\ Shaking Leaves Detects
b n\te\'e‘“

Q Non-human(Vehicle) Target

ﬁcuSerwse False Alarm Filter

Configuration

~

You can choose between 3 modes:

HIKVISION

HWVR 4.0
e

Human, Vehicle or Human& vehicla,

Go to DVR local GUI — System—>Event—>Smart Event
—=» Enable Smart Analysis

Firsk Choice for Security Professionals

Search the filtered false alarms:
Go to File Management —>Event Type—>False Alarm

HCSA

KcuSense Quick Target Search

HVR 4.0

U TT—
0 -

| —
——

First Choice for Security Professionals

HIKVISION

Smart

Human/Vehicle recognition
Efficient and valuable data searching

AcuSense Turbo DVRs, which are integrated with
deep-learning technology, fast extract interested
Human/Vehicles from massive video data in a
certain time.




ense Quick Target Search HIKVISION

First Choice for Security Professionals
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. HIKVISION
AcuSense Face Detection (available for 2™ generation AcuSense DVR)

—— Accurate smart analysis based on deep learning technology.

@ Face Detection

® Face Search

HVR 4.0

First Choice for Security Professionals

What is Turbo HD X ? HIKVISION
)
Hik-connect
OVE. o Multi-device
% A Unified #
\ System

= Notification

_ Dual Detection

» Al-based detection
= PIR with video detection

—

Siren -
Camera B

First Choice for Security Professionals




Intrusion Scene

HIKVISION

When an intrusion
occurs...

Camera Alarm

HIKVISION

- Monitoring Center

When an intrusion
occurs...

DVR Alarm

‘ DVR triggers the alarm lamp to
£ notify the security

- Built-in Red and Blue (& = X
:ilrer‘\ Flashlightu [_':’ Exgec:fgures the event
First Choice for Security Professionals First Choice for Security Professionals
L= >
— HIKVISION Active & Real-time HIKVISION
[,. End-user

First Choice for Security Professionals

When an intrusion
occurs...

Hik-Connect Alarm

Remote
surveillance

Informing the

end-user in
real-time

Active Prevention

Strong light & sound warnings
2 drive offender away.

& Deterring criminals from
. continuing the crime

First Choice for Security Professionals




Active & Real-time

lel?t&. s':cr!:’yc:u':gml for hetp...| 0

§

HIKVISION

Real-time Alert

DVR & Hik-Connect notify security, end-users, or other
related roles in real-time, helping them act in a timely
manner.

Active & Real-time

First Choice for Security Professionals:

HIKVISION

Real-time and Easy Control

= Hik-Connect is able to turn on and turn off
alarms whenever you want.

Por { ‘ Mo more sound/light/message/... after turning off
alarm.

HCSA g8

Active & Real-time

Accurate

With Al-based analysis and video and non-video

integrated analysis, this system gives accurate alarms,

helps security focus on real threats and improves the
work efficiency.

First Choice for Security Professionals

HIK
:Illl: / J~
Rl \ }\
{ =
pisREGARO”
79 B

Turbo HD X System

@o& Premium Solution
sl Al-based

Frat Chawce far Securty Protessiorals

HIKVISION

¥ Basic Solution
i‘ PIR & video integrated




» Premium Solution

l Siren Camera | AIDVR LH&-Connect

Frat Chosoe far Security Profesaone's

HIKVISION

Deep Learning Technology

r
—i4

f@= Human & Vehicle Detection

‘/‘ Up to 30 m Long-distance Detection

..; Light & Sound Alarm

[_ Remote Control

P Basic Solution

[ PIR Camera [ DVR [ Hik-Connect

Firat Cholce for Security Pratessionals

HIKVISION

PIR Detection (sensitive to human body
11 m PIR Detection

Higher accuracy when PIR signal is linked
with video analysis

Light & Sound Alarm

Remote Control

=

Turbo X Product - DVR

s il

Detection and search: human body and vehicle
Detection and search: human face

HIKVISION

o

iDS-7204/08/16HQHI-M1/S
iDS-7208/16HQHI-M2/S

iDS-7204/08HUHI-M1/S
iDS-7204/08HUHI-M2/S

First Choice for Security Professionals

Turbo X Product - APP

First Cholce for Security Protessionals

HIKVISION

[ Hik-Connect (From V3.7.8)

Remote view & playback
Timely alarm notifies the end-user

Alarm/Silent mode optional
(silent mode: turn off perceptible alarm)

HCSA 104




Turbo X Product - Camera

HIKVISION

Deterring criminals from
continuing the crime

o

DS-2CE12DFT-PIRXOF

DS-2CE72DFT-PIRXOF

ColorVu i

24-hour
colorful video

PIR detects

human body (11 m)

=

Siren alarm
(sound & light)

&

Alarm output

Turbo X Product - Camera

Configu ration DFT-PIRXO ColorVu camera | ps.2CE12DFT-PIRXOF

|

- |HIKVISION

@

DS-2CE72DFT-PIRXOF

First Choice for Security Professionals

PART 1: PIR Function Configuration

Turbo X Product - Camera

Configuration oer-sirxo colorvu camera

Erabie ¥irupon Detachon Target Dwiec

Normad Lickage Togger Aaem Output] ¢ Trgges Channel PTI Lroage

EIF et Screen Norvio CAML 1 (Lght) A PYL Uricage

Zeatise Warwg Peeset N
- CAM. > XAk Out) ~N

Moty Surveflance Patrol Mo

CAMY. > A Sound, L]

Seret Ernad i g Padteen Nu
Upined Capturad P Locsk>1 A

"Notce: please confirm e event cotput In "Live View® settings menu i the same with the real event cutput

Hurmon Body | Vabicke

Aced Settngs Aeming Schedule Lm Acton
Set arming schedule

| B

— \HIKVISION

@®

DS-2CE12DFT-PIRXOF | DS-2CE72DFT-PIRXOF

[

Wi Car - u

Arvra Dokl GO Nakgers D)
Bl o] G el

= 2

PART 2: Linkage Action Configuration

First Choice for Security Professionals
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Product System - Turbo HD Camera HIKVISION

Product System - Turbo HD PIR Camera HIKVISION

Value Pro Ultra loT

usT ‘ —'V ". ; ‘ ”.V ?

DET-PIR DFT-PIR
DFT-PIRXOF
oor PR | orrerxor |
DST-PIRL D8T-PIRLO [:]
| 0o
m . HB'.’ineI:a_lt:ut;'C\-'Esoln:ut,:swi‘bmuble] - DOT-PIRL DOT-PIRLO DOT-PIRX

0.01 lux 0.003 lux 0.003 lux PIR detection PIR detection PIR detection PIR detection

DWDR 130 dB WDR 120 dB WDR Strobe light alarm Strobe light alarm Siren alarm ColorVu

20 DMNR 3D DNR 3D DNR Alarm output (red and biue Siren alarm

4in 1|C2T excluded) Auto-focus Auto-focus ﬂasl}llght alarm / (red and blue flashlight

T — &in L (C5T encluged) Dual output audio alarm) alarm / audio alarm)
irsk Choice for Security Professionals = 10n First Choice for Security Professionals Alarm output m
. m - DVR HIKVISION HIKVISION
[ ] » H.265Pra+

T3IHT-K

72HTK [ B1HT-K i

= BEMP @ 12 fpz / 5 MP @ 20 fps
= IPvideoinput:n & n, 2 +n+n [S0HT)
* Upto 10 TE capacity for each disk

* H.265 Pro+

« BMP @ B fps (1= channel for 4-ch] /5 MP @ 12 fps

= IP videoinput:n # n, 16+ n [72/73/81HU 24/32-ch]
22+ n (SOHU 08/16-ch: |

* Up to 10 TB capacity for each disk lllﬂilNl(S!

= H.265 Pro=

= AMP lite @ 15 fps [ 3 MP / 10800 & 15 fps

* IP video input: n/2 + n, 8+ n [72ZHO, 24/32-ch).
16 + n [73/E1HO 24/32-ch)

* Up o 10 TE capacity for ezch disk

T3HO-K i i

72HG-K NN B1HO-K [ iD5-72HQ

| H.285Pro+

| R
m< 1080p Fte @ 15 fps [F/N]

= H.264: fH264

= 1080p ite @ 25/30 fps [-F). L080p lite @ 12 fps -F/N)
= IPwvideoinput: 1 = n (4-ch], 2 + n (B/16-ch)

* Up o & TB cpacity for each disk

IP video input: 2+ n
Ua to 10TB capacity for &

Pro Ultra AcuSense

Value
First Choice for Security Professionals
m Fita Choica fer Security Profasaiosals m




HIKVISION

Hikvision IP Camera

Hikvision Certified Security Associate

First Choice for Security Professionals

Contents HIKVISION

+ Product Family
o Product Family
o Naming Rules
o Working Principle
e Functions & Applications

e Troubleshooting

First Choice for Security Professionals

“-a

IPC Products
Family

HIKVISION

DeepinView Series

Special Series ‘

s P

[=m

Wi-Fi Series EasylP 3.0

EasylP 1.0 Plus

EasylP 2.0 Plus

({1

EasylP 4.0

Firsk Choice for Security Professionals

IPC Naming Rules (4 - 8 series) _ HIKVISION

DS2 CD2125GO/P- IZHS

IR
Motorized Vari Focal
Heater
Interface (AudiofAlarm)
Built-in Mic
P-iris

Boxy/Bullet/Cube/Cover
Dome,Turret/

Bullet

Cube/Panda

Pinhole

ANPR
Behavior Analysis
g People Counting
- Face Recognition
: Flow Analysis
Below 1.0MP

IMP —DE Overseas markets Version 1
IMP Overseas markets Version 2

: 4MP
x EMP Conventional
: 12MP Darkfighter
First Choice for Security Professionals DarikfighterX m
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Contents

e Product Family
e Functions & Applications

o Image Adjustment
Night
Strong light

o
o
o Fast moving objects
o

Advanced features
o Bandwidth Control

o Advanced Features

o Audio & Alarm

e Troubleshooting

First Choice for Security Professionals

HIKVISION

g

Low Light Features

How to achieve a good and clear image at night?

‘ -

First Chaica for Secusity Professiorals

ARKFIGHTER X

HIKVISION

COLORVU
CAMERA

Day & Night Switch

At night or under low illumination scenes, the camera switch from color mode to B/W
mode automatically, which can improve low-light performance effectively.

Day (color) mode

First Choice for Security Professionals

Night (black and white) mode

HIKVISION

ICR (IR-Cut Filter Removable)

Ultraviolet  Visible I.Ight Infrared

Light Transmissicn
invisible invisible
Wi L th
Wave Length (nm) -

100 1000

Night

=

How ?

Ught Transmession

Wivw Langth (ne

100 el
First Choice for Security Professionals

HIKVISION




ICR (IR-Cut Filter
Removable)

HIKVISION

1t Cheice far Security Protess

- g

Day & Night Switch Configuration

Configuration > Advanced Configuration> Image> Display Settings

[Esplay Seangs SD Satiing Frivacy Mask Pichu Oveea

Switch Day avd Nght Set [ Auto-Swich v
Image Adustment
v Exposure Sottings

Focus

~DayfNight Switch
Dyt Swien Auto v
Eansmey 4 )
Fitsang Time 5
mat iR OF v

Daptight Swiich Auto v

HIKVISION

Day, night, auto, schedule, and triggered by alarm input are
selectable for day/night switch.

First Choice for Security Professionals

Day & Night Switch

Color & B/W Switch | Day, Night, Auto, Scheduled, Multiple mode
Alarm Triggered

HIKVISION

Sensitivity o7 Judged by image brightness & gain

Filtering Time (s) 5~120 After this period of time, the color &
B/W mode switch

Smart IR ON/OFF Pravent overexposure

Day: the camera stays at day mode.

Might: the camera stays at night mode.

Auto: the camera switches between the day mode and the night mode according to the illumination automatically. The
sensitivity ranges from 07, the higher the value is, the easier the mode switches. The filtering time refers to the interval
time between the day/night switch. You can set it from 5s to 120s.

Schedule: Set the start time and the end time to define the duration for day/night mode.

Triggered by alarm input: The switch is triggered by alarm input, and you can set the triggered mode to day or night.

First Choice for Security Professionals

Low light or completely dark
situation

HIKVISION

First Choice for Security Professionals




Low light or completely dark

o . HIKVISION
situation

What should we do.2..

B

AGC HIKVISION

»  AGC{Auto Gain Control) amplify the signal from CCD to make it brighter during night time. This
amplification is called gain. The camera can auto adjust the gain control according to signal level.

«  Advance: increase dynamic range;

+  Disadvantage: amplify noise as well.

First Choice for Security Professionals AGC Off AGCOn

Smart IR HIKVISION

Smart IR function gives user an option to adjust the power of the IR LED, thus providing
a clear image that is not overexposed or too dark.

Anti Over Exposure

~ Day/Night Switch

DayMight Switeh Auto v
Sensiivey 4 v
Filtenng Time B

: v ‘ Smart IR ON v

P
4 Mode Manual
Auto

Distarce

ey b
S
3,

/ A ) Manual mode: Configure the distance by control
Smart IR off Smart IR on

the current intensity of the led
Auto mode: Auto-adjust the current intensity of
the IR led

First Choice for Security Professionals

DN

HIKVISION

Through DNR function we can reduce the noise to get a better quality image during night.

Hikvision cameras adopt 3D digital noise reduction to provide images with less noise in low-light surveillance
scenes compared to conventional cameras. 3D DNR can be used to enhance image quality and save
bandwidth.

DNR Disabled DNR Enabled

First Choice for Security Professionals




DNR

~Image Enhancement
I'lu||;1| Momwe Reduction Mormal

Maisa Reduction Lavel ——

~|mage Enhancement

Digital Mois= Reduction Expert
Space DNA Lavel —
N

Tima ONR Level

HIKVISION
v 3D DNR (EXPERT MODE)
[=0 = Space domain->static noise,
vague
= Time domain —> inter-frame
5 noise reduction - dynamic
o noise, moving image trail
Ey

ColorVu

1.Large Aperture Bright and Colorful Image

F1.0 super aperture
More light and brighter images

; )

Conventional Camera

HIKVISION

2.Advanced Sensor

Higher utilization of light,
more light enter sensor
(4 MP 1/1.8” Sensor)

3.Warm-light, not dazzling

| |
S -
/@% 2
@

Colorvu Camera

4X amount of light of
conventional amera

First Choice for Security Professionals

Warm-light
ColorVu Camera2

g

Traffic camera light

First Choice for Security Professionals
- H
ColorVu HIKVISION

. d

DS 2C02T4761-L
DS-2CD2727G1-L

DS-20D234761-14V)
DS-2CD2327G1-1{V)

Darkfighter

» Darkfighter adopts the most advanced CMOS sensor,
with the optimized 3D DNR algorithm. The
minimum illumination in colour mode is 0.002Lux.

* This is achieved through the optimal selection of the
image sensor and lens, and advanced imaging
processing technology.

Darkfighter

Normal camera

First Choice for Security Professionals

HIKVISION

DARKFIGHTER

Provide unrivaled color image.in
a low light environment.




HIKVISION

'*,04 01-2018 %2:16:47

HIKVISION

=

HIKVISION

Darkfighter

» Darkfighter adopts the most advanced CMOS sensor,
with the optimized 3D DNR algorithm.
* The minimum illumination in color mode is 0.002Lux.

DAREYSGHTER

Firs

t Cho

Darkfighter Conventional Camera

ce for Security Professionals

HIKVISION

DARKFIGHTER

Provide unrivaled color
image in a low light
environment.




DarkFighter X — Dual
Sensors

» DarkfighterX has innovative dual sensors design, one sensor for IR that guarantees the
image brightness, the other one for visible light that guarantees chroma.
* Two images will be combined to form different spectra into One Full Color image.

$
DarkFighter X |  HIKVISION

DarkFighter X = Image
Comparison

DarkFighter X

HIKVISION

iPhone 7 Traditional
<« Camera
DarkFighter DarkFighter X
Camera Camera
Visible light
First Choice for Security Professionals Firat Chaica far Security Prafessionals m
Contents HIKVISION
l Successful Case HIKVISION
Tower surveillance Real performance at 10:25 pm midnight e Product Family
— o 4 MP DESC » Functions & Applications
o Image Adjustment
Background: xx city wants to B .
achieve panoramic surveillance by o Night
taking advantage of the o Strong |ight
communication tower. SPT—— A
o Fast moving objects
Installment: 40 meters above ground on the Rich details at o Advanced features
t . .
Sl St N o Bandwidth Control
Customer Value: ' ﬂ!. 3 Advanced Fe res
1. Cover 3-4 kilometers area with 35x optical zoom to check = dvanced Features
details o .
2. Provide clearly colorful image on dimly-lit condition o Audio & Alarm
3. High altitude patrol for incidents, such as fire, flooding, etc. .
e Troubleshooting
First Choice for Security Professionals
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BLC (Back Light Compensation) HIKVISION

e BLC: When you monitor objects against strong backlight, the objects are usually too dark. BLC
compensates light to the object in the front to make it clear.
» It enables objects in the foreground to be seen clearly, although the background areas will be changed.

BLC Arsa OFF -l
S (A0t > lofr |
[P — R up
Down
* Expinase Setbaps White Batance Lot
Dayiipe Suacn Rignt
o PO mage Enhancemend :;":‘1
e —
< v <
~Whie Bilenie O"E OFF, Up, Down, Left, Right, Center
SRR WU | and customize are selectable.

First Choice for Security Professionals

WDR (Wide Dynamic
Range)

HIKVISION

|- WDR: WDR cameras often incorporate an image sensor that takes different exposures of a scene
(e.g., a short exposure for very bright areas and long exposure for dark areas) and combine them
into one image, enabling objects in both bright and dark areas of a scene to be visible.

Enable WDR may reduce the image
quality (image looks grey) in normal
situation.

~

LIGHTFIGHTER|” -
z -)t P Ultra IP Camera

o

Short Expesure Trse

Average Bxposure Time

Long Exposure Time

LightFighter HIKVISION

LIGHTFIGHTER.

First Chaice far Secusty Prafessiorals A 4 MPLightFighter WDR On

HLC (High Light Compensation) HIKVISION

» Compensate the strong light in the picture, so that the surrounding area wouldn’t be over-
exposed and still could be seen.

»  Widely used in traffic monitoring, where license plates must be recognized.
Dusplay Setiings OSD Sattings Privacy Mack
Scheduled Imuge Setings | Aulo-Swich ~|
v image Adjustment
~ Exposure Sattings
=~ Day/Night Switch

~ Backlight Settings

BLC Area OFF ~|
WOR OFF ~]
LS [

- White Balance
~ Image Enhancemant

~ Video Adjustment

= Orthar

First Choice for Security Professionals




WDR vs. BLC vs. HLC HIKVISION
. Jwor  Jmc  Jwc |

Core technology Circuit module & Algorithm Algorithm
algorithm
Advantage Twice or triple Areas are selectable /

exposures

Background may be /
overexposed

Disadvantage Consume CPU

WDR vs. BLC vs.
HLC

HIGH
RATE

For Hikvision cameras, WDR are conflicted with high
frame rate, defog and BLC function. They cannot be

HIKVISION

W®ﬁ

For Hikvision cameras, BLC is conflict
with WDR and defog function. They

WOTE v psers should choose the mode appropriately according to the real scene to form the optimal enabled at the same time. cannot be enabled at the same time.
= image.
First Choice for Security Professionals m First Choice for Security Professionals
145
Fast Moving
Contents HIKVISION S HIKVISION
ects
e Product Family J
»  Use high frame rate camera in the condition that the bitrate is enough, such as 4XXXFWD
» Functions & Applications camera.
o Image Adjustment » Decrease the exposure time to reduce the tailing.
o For less than or equal to 70km/h vehicle speed, we recommend 1/200s or 1/250s exposure time.
o Night » To see the vehicle clearly at night, lower the contrast and set the 3D DNR to 20~30 or even lower.
o Strong light » Disable WDR to reduce tailing.

o Fast moving objects

Advanced features

[m]

o Bandwidth Control
o Advanced Features
o Audio & Alarm

e Troubleshooting

First Choice for Security Professionals
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Frame Rate Comparison MRVESION

Frat Cholce far Secunty Prafessionas m

Exposure time HIKVISION
» Exposure time usually be set between 1/50 — 1/100,000 second.
» Long exposure time is suitable for dark scene, but moving objects may have trailing problem.

» Short exposure time is suitable for dynamic scene, while the image may be dark.

1/50s 1/500s

First Choice for Security Professionals m

Contents HIKVISION

e Product Family
» Functions & Applications

o Image Adjustment
Night

Strong light

Fast moving objects

o o o o

Advanced features

o Bandwidth Control
o Advanced Features
o Audio & Alarm

e Troubleshooting
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Rotate mode HIKVISION

Rotate
To make a complete use of the 16:9 aspect ratio, you can enable the rotate function when you use the
camera in a narrow view scene.
When installing, turn the camera to the 90 degrees or rotate the 3-axis lens to 90 degrees, and set the
rotate mode as on, you will get a normal view of the scene with 9:16 aspect ratio.

~Video Adjustment

Lens Dustorion Comecion |OFF

:
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Wrror OFF E
Rotate [ ol = ]
Scene Mode indoor _:_
video Standard NTSC(50HZ) B
Capturs Mods [oFF =]
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. . . g nd H
Lens letortlon e Y— Hikvision 2"4 Generation pr ey
Correction lens

» Some of Hikvision cameras support lens distortion function. Rapid auto focus

=)

Barrel Distortion

03-03-201S W AF T 1H.S8 08

<€ v All lenses have distortion
S R original image is OK, do not enable
distortion correction

|
Be — - -
First Choice for Security Professionals w First Choice for Security Professionals

Hikvision 2"! Generation levici nd :
HIKVISION Hikvision 2" Generation e —

lens lens

Blue Glass

When the bubble is adhered
White Glass Blue Glass with ?iust and w:t:,,athe : The new generation bubble
a Sl rcflected IR will make image guarantees the image quality
IR w blurred. while supporting IK10.

“

Visible Light

When camera is facing strong light source, halo would appear. Blue glass reduces the halo

W

Anti-IR Reflection Dome

thus making image more clear.

First Choice for Security Professionals m First Choice for Security Professionals
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Foggy Climate HIKVISION

» By modeling the imaging features of smoke, dust, fog, etc., defog technology effectively
restores details and color to obtain accurate and natural video. Defog technology helps
maintain clarity in images captured in poor weather conditions such as smog, or fog.

Defog OFF

Defog ON

First Choice for Security Professionals
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Contents HIKVISION

e Product Family
s Functions & Applications
o Image Adjustment

o Bandwidth Control
o Key Factors

o Bandwidth control on Camera
o Advanced Features
o Audio & Alarm

e Troubleshooting
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Bandwidth and Storage

. HIKVISION
Calculations

What factors will affect the bandwidth and storage space?

It depends on the following factors:
* Video compression type: H.264, MPEG-4, Motion JPEG, H.264+, H.265
* Scene: Image complexity (e.g., gray wall or a forest), lighting conditions and amount
of motion (e.g., office environment or crowded train stations)
+ Image resolution
* Frame rate (Frames per second)
+ IHrame interval
* Number of cameras will be recorded

Firsk Choice for Security Professionals

H.265+ HIKVISION

Based on the current H.265 standard, Hikvision analyzed and optimized the encoding, and
developed H.265+ that reduces the bandwidth and storage requirements.

Bandwidth/storage space

Different surveillance scenarios comparison between

H.265+ and H.265
Fixed Scene with few moving objects  H.265+ saves 75%

Fixed scene with many moving
objects in a certain time period(not H.265+ saves 50%
very frequently)

General Surveillance Scenario Features

1. Fixed camera with few background changes

2. Mo frequent moving objects

3. Moving objects are the interesting monitor
targets

4. 247 surveillance video, easily affected by
image noise

Changing scenes with moving objects  Nearly the same
all the time
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VBR vs. CBR

¢ InVariable bit rate (VBR), the image
quality is constant but as a result, the bit
rate is variable.
o Itis suitable for the scene with different
maovemeants in different time.
o Can't estimate an accurate
bandwidth/storage consumption.

HIKVISION

+ In Constant bit rate (CBR), the bit rate is
constant but as a result, the image quality is
variable.

o Itis suitable for the scene with constant
movement.

o Can estimate an “average”
bandwidth/storage consumption.

F |
F Bit rate
Bit rate (CER)
(ver)
P
. .
® » Calculation method: Time
Time storage space (MB/hour)= bitrate (kbps)*60*60,/8/1024
First Choice for Security Prafessionals

(8:bit->byte, 1024: k->M)

m

Image Complexity

Complex images and more movements generate higher bit rates.

First Choice for Security Professionals

HIKVISION

- B

Frame Type

» I-frame: independently compressed; larger amount of data.
»  P-Frame: difference from previous | or P frame

+ Intra-Frame Period specifies the time between |-frames

HIKVISION

Video RO t=nkwy 1110, 0n Stream
) Local
= System Stream Typa Sweam(Nomal) ~
€ Neowor Video Type am
Resclubion (26881520 ~
Byate Type [Varabie v
Vadoo Cuality [Modium ~
[Z] Event
Frame Rate [25 ~ | tps
= Swomge
Max. Biwaa [6i44 | Kops
Videa Encodng [H3264 -
H.204. | OFF ~
Prosie [Main Profile ~
[1 Frama intarval 50 1
sve | OFF ~
SneoTIy [T507 | Cmvanr<—=mmmoomn 3
H sove
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Contents

e Product Family

» Functions & Applications
o Image Adjustment
o Bandwidth Control

o Key Factors

m]

Bandwidth control on Camera
o Advanced Features
o Audio & Alarm

e Troubleshooting
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HIKVISION




Bandwidth Control HIKVISION

+ Network video products utilize network bandwidth and storage space based on
their configuration. Under insufficient bandwidth, we need to lower the bitrate in
order to see the video.

o Choose the right stream type
= Main stream
= Sub stream
» Third stream

o Set the lower resolution and frame rate if there is no enough bandwidth.

First Choice for Security Professionals
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The Bitrate Revolution HIKVISION

Average bitrate
Controls the storage

@ Bitrate always stays at the max.
® Storage is calculated according to the

® Bitrate changes with the scene, butis| @ The bitrate changes with the scene,
unpredictable. yet is predictable.

maximum. ® Storage still must be calculated ® The storage can be calculated
according to the maximum. according to the average bitrate.
Py -
> S
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=

H.265+

HIKVISION
. .
Configuration
When H.265+is enabled: Stream Type Main Stream(Normal) VI
s  Only variable bitrate type. The bitrate will be —— e <]
controlled by the algf)rlthm to maintain the s - 7]
long-term average bitrate.
Rilrate Type Variable V|
s | frame interval is auto-adjusted by algorithm. ks e 5
Frams Rats 25 VI s
»  Third Stream, Stream Smoothing, ROI, Target ——— 5078 ops ©
Cropping, High Frame Rate are not available. W T} Kos @
Video Encoding H 265 v|
NQ‘/? H.265+ ON v|
T = = 3 Frofle Main Profile v
Max. Average Bitrate is used to calculate the HDD 5pace.|
1 Frame Interval 50
s\VC OFF v
First Choice for Secutity Professionals
HCSA 166
ROI HIKVISION
» ROl (Region of Interest) encoding helps to differentiate the ROI and background information
in video compression, which assigns more encoding resource to the region of interest, thus to
increase the quality of the ROl whereas the background quality goes down.
(1080P, 2Mbps), RO! off (1080P, 2Mbps), RO! on
First Choice for Security Professionals
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ROI Example HIKVISION

First Choice for Security Professionals m

ROI Levels at Reduced Bandwidth HIKVISION

8192 Kb/s Reference 2048 Kb/s ROI=3

First Choice for Security Professionals

Target Cropping HIKVISION

» You can specify a target area on the live video, and then it can be displayed via the
third stream in some certain resolution, thus providing more details of the target
area if needed.

epiay infe. an Stream THrget Cropming

| Enatlo Targe! Cropping z ¥
PZ-06-Z017 Mo

02-06-2017 Hon 11.01:35

L IETE B rEen

Canera @1

Choose the third stream in live view

B % @
W

;..

Sropoin 500NN 40350
First Choice for Security Professionals m

Contents HIKVISION
e Product Family
¢ Image Adjustment
+ Bandwidth Control

» Advanced Features

o Stability Protections

o Acusense Features

e Featured Cameras
e Audio & Alarm

¢ Troubleshooting
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Contents HIKVISION

e Product Family

« Functions & Applications
o Image Adjustment
o Bandwidth Control

o Advanced Features
o Stability Protections

o Acusense Features
o Audio & Alarm

e Troubleshooting
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Reverse Power
Protection

Reverse Power Protection prevents damage to the camera when the power cords
are accidently reversed.

HIKVISION

. + Protect camera from
DC12Vin reverse connection

RE‘-"EI'SE_ D5-2CD50xxG0
connection D5-2CD51xxG0
D5-2CD55xxG0

First Choice for Security Professionals m

Dual-File System Backup HIKVISION

Backup File System helps camera to carry on working normally when main file
system suffers from an unexpected failure.

Main file system will copy from backup file system to recover
from the failure.

Firsk Choice for Security Professionals m

Anti-corrosion HIKVISION

Suitable for normal atmospheric environment where cameras without protection may be
corroded like temperate coastal or acid rain environment.

Temperate coastal environment

Acid rain environment

DS-2CD5Ax6G0-1ZS(H)Y
DS-2CD55x6G0-1ZS(H)Y

Anti-corrosion painting
NEMA 4X Standard

First Cholce for Security Professionals




Inner Anti-fog Coating HIKVISION

+  The inner anti-fog coating inside bubble or lens cover can prevent vapor condensing when vapor ingress
into camera and saves maintenance cost.

3 Improper installation procedure may lead to
vapor coming into camera and desiccant losing
efficiency.

® Improper storage may lead to vapor coming
into camera and desiccant losing efficiency.

D5-2CD5AxxG0
D5-2CD55xxG0

Firsk Choice for Security Professionals
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Special Waterproof Design for Cable HIKVISION

The special waterproof design for cable can protect the camera from water ingress when
improper installation occurs.

¥ Improper installation of network cable
waterproof jacket may lead to leaking
through cable.
x Improper installation of junction box may
lead to leaking in junction box. -

D5-2CD3AxG0
D5-2CD55%xG0
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Contents HIKVISION

e Product Family

» Functions & Applications
o Image Adjustment
o Bandwidth Control

o Advanced Features
o Stability Protections

0 Acusense Features
o Audio & Alarm

e Troubleshooting
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HIKVISION

AcuSense Features

Strobe light and audio alarm

I False Alarm Filter

| Strobe Light & Audio Alarm

DS-2CD2346G1-1/SL
DS-2CD2326G1-1/SL
DS-2CD2T46G1-41/SL
DS-2CD2T26G1-41/SL

Hikvision
Deep Leaming Algorithm
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Audio Support and Equipment HIKVISION

Contents HIKVISION
» A network video system with integrated audio support. Audio and video streams are sent over the
same network cable.
e Product Family
— Audio Stream
e Functions & Applications 4‘* 1P Network
e Audio & Alarm . . ﬁ
" Video Stream .
Client
e Troubleshooting i mﬂl
+  With mic-in/line-in support, users have the option of using another type or quality of microphone
than the one that is built into the camera or video encoder.
Audoingul H = Micin and Lineln are selectable for the connected
gul Yalums T o microphone and pickup respectively.
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Contents HIKVISION Image clear in the day but blurry at night HIKVISION
e Product Family
a 2013F05H30H FEHAIU 19:59:59

e Image Adjustment
e Bandwidth Control
e Ultra Series Features
e Featured Cameras
e Audio & Alarm
s Troubleshooting

Depth of field is long during the day but short during the night, when you adjust the

focusing point out of the DOF at night, image turns blurry.

First Choice for Security Professionals
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Image clear in the day but blurry at night HIKVISION

Solution:

Adjust the focus during the night

First Choice for Security Professionals

Scrolling line issue HIKVISION

» Issue: In AC powered artificial lighting condition, the image will appear
scrolling lines as shown below.

First Choice for Security Professionals
HCSA 187

Blurry Image

o

NWCO06 B A JT 75 BS F i
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HIKVISION

When the video contains many moving
objects, exposure time would be a key
point to be considered.

Solution:
Adjust the exposure time from the
default 1/25 to 1/100 or faster

HCSA 186
Scrolling line issue HIKVISION
» Principle:
. Artificial lighting AC
Light frequency voltage & brightness
MISMATCH
l Line 1 Exposure time
Exposure time Line 2 Exposure time | e
Line 3 Exposure time .-
Line 4 Exposure time .-
First Choice for Security Professionals
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Solution: HIKVISION

¢ 1. Switch off WDR function, the image get a little bit better, but still has
yellow lines on image.

¢ 3. Change exposure time to 1/25, 1/50, 1/100, 1/250, until 1/2000. No
more help, some even worse.

s 4, Check the installation and the environment.

Firsk Choice for Security Professionals

HIKVISION

Thanks!
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Comparison HIKVISION
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HIKVISION

Training on PTZ Camera
Hikvision Certified Security Associate

First Choice for Security Professionals -
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Training Objectives HIKVISION

+* Master the working principle of PTZ camera

+ Master the special functions of PTZ camera

+ Know about the special models of Hikvision PTZ camera
+ Know about the installation tips of PTZ camera

+* Know about troubleshooting of PTZ camera

Firsk Choice for Security Professionals m

Hikvision PTZ Camera Family HIKVISION

¥

. . r
ciin O v
Posi'ltinning ' '

MINI PTZ series DE series Pro series system Mini PanoVu

. 4 /5/6 inch Darkfighter
ol e

) : Laser/
5i h/s inch IR
2.5inch Invisible IR

3inch 7inch IR AR
corrosion

HD TVI series DF series
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g -
IJ"“*.! . nm‘,;i'fs'"‘e‘?

—

Positioning

system

Contents HIKVISION

» Fundamental
s Functions and Applications
» Installation Guidance

e Troubleshooting
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PTZ Camera - p1z (Pan & Tilt & Zoom) HIKVISION

s A PTZ camera provides pan, tilt and zoom functions (using manual or automatic control), enabling wide
area coverage and great details when zooming In. Hikvislon PTZ camera usually has the ability to pan, tilt
and is often equipped with a zoom lens.

F

Zoom lens

m Zoom Camera Module

e ﬁ\ Auxiliary unit
(- Speed dome Jl Dome positioning
E ‘g.s camera system

| Dome housing

Communication &
control system
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IP Speed Dome Camera Namlng Rule

23 @

-d

DSZDF8236 ISX - XYZ -

|_'—_g

HIKVISION

(t 3) E i) [, Tfi

E: Value series
F: Pro series
>

IR
IR 500m
IR BOOmM

Middle end
High end-Deep learning

2X optical zoom
20X optical zoom
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23X optical zoom
36X optical zoom
50X optical zoom

m

Working Principle

Control
Positioning system

Encoding

First Choice for Security Professionals

HIKVISION

PTZ

Structure of PTZ Dome Camera HIKVISION

Zoom
Camera
Module

Slip Ring

Vertical

Horizontal Motor s Motor

Housing

Base "y
Synchronous belt

First Choice for Security Professionals
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IR LED Control Strategy HIKVISION

¢ IR LED smart control
= Near light: Wide angle, short IR distance, won’t be over-exposure
= Far light: Narrow angle and high energy, long IR distance, bright image.

50M 20M

. Open near light

Open far light 2
P--~[._ < N,
----------- 1D
e IRLED
7 Near light Far light
// LENS
'l

-
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Contents

+« Fundamental

+ Functions and Applications
= Basic functions
= Smart tracking
= Rapid focus
= Optical defog technology
= OIS
= Face Capture
+ Installation Guidance

+ Troubleshooting
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HIKVISION

g

Basic Concepts HIKVISION
» Initial position

o Initial position is the origin of PTZ coordinates. It can be the factory default initial position. By default,

its pan and tilt degree is 0" . You can also customize the initial position according to your own
demand.

+ Pan & tilt range:

o For different PTZ camera maodels, their pan & tilt range are different. Take one pro PTZ camera for
example, it can pan 360" and tilt-20° -S0

»  Limit stop

o The dome can be programmed to move within the configurable limit stops (left/right, up/down).

First Chaice for Secuiity Prafessionals

m

PTZ Control

» On the live view page, find the PTZ control panel.

Click the direction

buttons to control <« | » | N
the pan/tilt .
movements. & % B e O
T 4
Light ¢ 0w @ G
3D zoom @]

Auxiliary focus

HIKVISION

Zoom infout
Focus near/far
Iris +/-

Adjust speed of pan/tilt
movements

Manual tracking

Wiper Lens initialization

First Choice for Security Professionals

Preset vs. Patrol vs. Pattern HIKVISION

= A preset is 3 predefined image position. For the defined preset, you cin dick the calling button to quickly view
the desired image position. There are 300 presets avcilable (2B presets are pre-defined which can not
changed|.

= Patrol

= A patrol is 5 memarized series of preset function. There are up to B patrols for customizing. A patrol can be
configured with 32 presets.

= A pattern is 3 memarized series of pan. tilt. zoom, and preses funictions. It can be clled on the pattemn settings
interface. There are up to £ patterns for customizing.

First Choice for Security Prafessionals




Preset vs. Patrol vs. Pattern HIKVISION

»  On the live view page, please find the PTZ control panel. Choose one method and set the position or path.

Preset Patrol Pattern
s v~ c“HEM~- ¢l o
1 Preselt 2 Rl - R e Patral ... > 8 Paternt
2 m Falrol Fathe Pattarn2 P u@ @ x
3 222 Palret Patn3 Pattern3
4 333 Patrol Fath4 Patternd
5 44 Palrt Pairé
5 67 Patral Fathe
7 Fresel Patral Path?
8 Freass Fatral Paths
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Park Action HIKVISION

. Park action allows the dome to start a predefined park action (scan, preset, pattern and etc ) automatically after a period of
inactivity (park time).

. Configuration path: Configuration — PTZ — Park Action
. Enable the park action and choose the action type.
. Park time is the inactivity time of the dome before it starts the park actions. Time range is 5-720s.

@ Enabie Park Aciian

ParicTima 5 H -]

Action Type Panorama Scan b | Park time |

P;'Icﬁlrt'nnT\..'pe:

B s
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Scheduled Task HIKVISION

Scheduled task is to perform a certain action automatically in a user-defined time period.

Configuration path: Configuration — PTZ - Scheduled Task

Enable scheduled Task and set task in designed time.

Park time: You can set the park time (a period of inactivity) before the dome starts the scheduled tasks. You can set between
5~720 seconds.

The time of each task cannot be overlapped. Up to 10 tasks can be configured for each day. When you manually control the
PTZ, the schedule task will be paused. After the park time, it will perform the schedule task again.

]
¥

P
I
N
o

. scheduled Task function is prior to
. _ = . T Park action function. When these
LB __ two functions are set at the same
I O . time, only the Scheduled Tasks

function takes effect.
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HCSA 206
PTZ Configuration— By Web HIKVISION
O s iiia e
______________________________________________________________________________________________|
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PTZ Configuration— By NVR HIKVISION

How to Control PTZ on NVR

First Choice for Security Professionals

PTZ Control Priority HIKVISION

+  Configuration path: Configuration — PTZ — Prioritize PTZ.

Prioritize FTZ Network [=]

Delay 10 second

i The speed dome can be controlled by network and RS-485 signals. You can set the control priority of these two signals.

. The operation of Operator is prior to that of User. When the Operator is controlling the speed dome, the User cannot
control it. When the Operator finishes, the User can control the speed dome after the Delay time. The Delay time can be set
in Priority PTZ interface as shown follows.

Operator

First Choice for Security Professionals m

PTZ Function Comparison HIKVISION

o Preset, patrol and pattern can be called manually. They are the basic units of park action and scheduled
task.

»  Priority: manual control > schedule task > park action

Park action

First Choice for Security Prafessionals 3 e -

Power Off Memory HIKVISION

*  Power off memory capability allows the PTZ dome camera to resume its previous position after power is
restored.

»  Configuration path: Configuration — PTZ — Basic Settings

».
.‘ Networlk\ mamms
-’- Bo1Resuma Time Point Js v
In case of outage or reboot, the PTZ <€ You can set the time point of
dome camera will resume its \:\O/ which the dome resumes its PTZ
- 3 2 . You can set it to resume
previous position after power is status.
restored. the status of 30 seconds, 60
seconds, 300 seconds or 600
seconds before power-off.
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Privacy Mask

« Privacy mask enables you to cover certain areas on the live video to prevent
certain spots in the surveillance area from being live viewed and recorded.

* You are allowed to draw up to 24 areas in the same image.

« It allows masking to be maintained even as the camera’s field of view changes
through panning, tilting and zooming since the masking moves with the camera’s
coordinate system.

First Choice for Security Professionals

HIKVISION

Optical Zoom HIKVISION

A zoom lens provides an optical zoom that maintains image resolution, as opposed
to a digital zoom, which enlarges an image with loss in image quality.

First Choice for Security Professionals Recorded by 50X DF camera

Contents

« Fundamental

« Functions and Applications
= Basic functions
= Smart tracking
= Rapid focus
= Optical defog technology
= OIS
= Face Capture
¢ Installation Guidance

e Troubleshooting
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HIKVISION

PTZ — Smart Tracking HIKVISION

*  When a moving object (a person, vehicle, etc.) enters a monitored area, Hikvision PTZ dome cameras can
automatically detect it and adjust their focal length to track the object; when this object moves out of view, the
camera will automatically return to its designated position.
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PTZ — Smart Tracking HIKVISION

Hikvision auto-tracking camera can track the target automatically with stability.

First Choice for Security Professionals

=

PTZ — Smart Tracking HIKVISION

This function is not suitable for highway/crossroad/complex scene(lots of moving objects) like the following:

It is especially applicable for single object tracking. Besides, you can manually select the object and start
tracking.

First Choice for Security Prafessionals

PTZ — Smart Tracking

s  Configuration path: Configuration > PTZ > Smart Tracking

o Duration: The speed dome stops tracking when the duration time is up. The duration ranges from 0 to 300 seconds.

First Choice for Security Professionals

HIKVISION

PTZ — Smart Tracking HIKVISION

As one of linkage modes, smart tracking can be used with smart detection like line crossing detection,
intrusion detection, region entrance detection and region exiting detection.

M_’

Line crossing Intrusion detection
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Smart Tracking

What if PTZ needs to start smart tracking (e.g., in one preset position, a
moving person comes into view) during patrol? Will it interrupt patrol?

During patrol/pattern, by default PTZ camera stays at one preset
more then 15 seconds, then PTZ camera will start smart tracking

after stay for 5 seconds.

After smart tracking it will continue to patrol.

Firsk Choice for Security Professionals

HIKVISION

o a

PTZ — Smart Tracking 2.0

Higher alarm accuracy. Higher auto-tracking accuracy.

All series DF--X PTZ support deep-
learning technology

First Choice for Security Professionals

HIKVISION

@ False Alarm Filter
Human & Vehicle classification, false alarm filter.

@ Smart tracking 2.0
Classified targets(Human & Vehicle ) for tracking,
very stable and do not be interrupted.

- a

PTZ

— Smart Tracking 2.0

False Alarm Filter

All kinds of alarm are triggered by different objects

H Crossing Detection Entrance: Exit
i —_—

. 0 Ny P

Light Animal Leaf Human Vehicle

Deep learning algorithm reduces false alarm possibility caused by non-target object such as

-/

— A

Human

Deep-iearning algorithm

Targets Classification

9

P (1

animal, leaf or light, it greatly improve the accuracy of perimeter VCA functions.
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HIKVISION

Vehicle
ot
e

A

PTZ — Smart Tracking 2.0

Smart tracking 2.0

Smart tracking 1.0

Triggered by different cbjects.

A ’ H
i i Trigger
Animal Leaf a | smart tracking
’ K vehicle |

Light Human
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HIKVISION

I Smart tracking 2.0

With VCA rules ,only triggered by Human & Vehicle.
very stable and do not be interrupted easily.

o .
P Trigger
yu\"‘ K a smart tracking
_—
Human vehicle i
Classified targets !'[
DRSS o (Human & vehicle )




PTZ — Smart Tracking 2.0 HIKVISION

The video recorded by conventional camera The video recorded by DF camera

False alarm triggered by light easily

First Choice for Security Professionals m

PTZ — Smart Tracking 2.0 HIKVISION

Smart tracking 2.0-Configure target as “Vehicle’

The video recorded by conventional camera The video recorded by DF camera

Triggered by the first target. PTZ can classify target 5
Only triggered by the configured " Vehicle

PTZ — Smart Tracking 2.0

Smart tracking 2.0-Configure target as ‘Human’

The video recorded by conventional camera The v:deo recordedg y DF camera
L 3 TZ can classify target
Triggered by the first target. Only tnggered by the configured
“Human’

First Choice for Security Professionals

HIKVISION

HCSA Zlﬁ
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= Smart tracking
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e Troubleshooting
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PTZ — Rapid Focus HIKVISION

With Hikvision Rapid Focus technology, camera focus accurately and fast when zoom ratio changed .

The video recorded by conventional camera
Need time to focus when zoom in and out!

The video recorded by DF camera
Focus Accurately and Fast !

First Choice for Security Prafessionals
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Rapid Focus — Principle

A Calibration line B C
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HIKVISION

How Rapid Focus works?

| Build a 30 model |

[ calculatethe )
~_ focusdata ~

¥

N\,

~ Readthedata |
. tozoom

Rapid Focus — configuration HIKVISION

Zero delay when focus

PTZ — Optical Defog Technology

Infrared light
780nm-2500nm

Defog & imaging f&&




PTZ — Optical Defog Technology

The video recorded by conventional camera. The video recorded by DF camera.
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HIKVISION

PTZ - EIS\OIS

HIKVISION

OIS OFF

First Choice for Security Professionals

OIS ON

Optical Image Stabilization

» Operating Principle

Gyroscope

Feedback
* Sending vibration information to
the Processor

Processor

Control
* Algorithm controls the OIS lens to make
contrary compensation

3 -
< <
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Face Capture PTZ -- DF6A/8A

Manual Capture Mode
Capturing face image on one click

A jiustration of manual capture mode and real-time display

First Choice for Security Prafessionals

HIKVISION

Application Scenarios

Location: Checkpoint

Installation: 20-100 m away, 10-20 m
height

Value: Police Officer needs to identify
the suspected person with database
at a certain time but PTZ can still
monitor large scene most of time.




Face Capture PTZ -- DFGA/8A

Checkpoint Mode
Capturing in a fixed zone with an up-to-150-meters

Real-time Capture

radius

A :j!ustr’atigon of check-point mode and real-time display
First Choice for Se

e for Security Professionals

HIKVISION

Application Scenarios

Location: College entrance

Installation: 20-50 m away, 5-8 m height
Value: The college needs to block
strangers getting inside the campus and
improve accuracy as much as possible,
but can’t find perfect angle to install
cameras. PTZ face capture cameras can
be installed far away and zoom in to
provide the best angle for face capture.

a8

Face Capture PTZ -- DF6A/8A

Auto-switch Mode

A llustration of auto-switch mode and real-time display

First Choice for Security Prafessionals

Monitoring up to 8 areas with one camera

Real-time Capture

HIKVISION

Application Scenarios

Location: Factory entrance

Installation: The middle point between
factory entrance and building entrance.
Value: In the morning, the PTZ camera
captures people entering the factory. In
the late afternoon, the camera captures
people leaving at the buildings entrance.
After working hours, the camera is
scheduled to capture other important
areas.

=

Contents
e Fundamental
e Functions and Applications
« Installation Guidance
e Troubleshooting
First Choice for Security Professionals
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Installation Guidance

First Choice for Security Professionals

HIKVISION




Contents

e Fundamental

Functions and Applications

Installation Guidance

L]

Troubleshooting
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HIKVISION

Purple Image Problem

Phenomenon:

Purple image in day time

Troubleshooting:

« Indaytime ICR should be ON, if not, IR will
get through the lens and cause red image.

«  Manually switch ICR ON in web

First Choice for Security Prafessionals

Live View Faytect Leg

e O U v o et

HIKVISION

CoAgueten & -

Focus Problem

Phenomenon:

HIKVISION

When we take an outdoor PTZ camera for testing in the indoor, the camera cannot focus

after zooming in.

Troubleshooting:

»  Check whether the monitoring distance is too short. If so, you
can login the web client to see its minimum focus distance and
modify it to a proper distance. For example, if the minimum
focus distance is 6 meters, the camera cannot focus clearly within

6 meters.

First Choice for Security Professionals

Focus Problem

~ Focus
FOELS Mo s Sami-auta M
| Min. Focus Diztancs 6.0m v|

Focus mode : Auto, Manual, Semi-auto

HIKVISION

» Auto: The speed dome focuses automatically at any time according to objects in the scene.

» Semi-auto: The speed dome focuses automatically only once after panning, tilting and zooming.

» Manual: You need to focus manually.

Minimum focus distance: the minimum distance that the lens can focus, the lens

will not focus if the monitoring distance is within the minimum focus distance.

First Choice for Security Professionals




THANKS!

Hikvision Digital Technology Co., Ltd

www.hikvision.com

HIKVISION

=
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e Product Family
» Functions & Applications

» Troubleshooting
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Hikvision NVR

Hikvision Certified Security Associate

HIKVISION

Contents

» Product Family

o Product Family

o Naming Rules
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o Working Principle

» Functions & Applications

» Troubleshooting

HIKVISION




NVR Family

eaaase RS
WIFI series NVR
| DS-71/7600NI-K1

Value 7 series NVR

HIKVISION

g - ¢

Easy IP 3.0 Series
DS-7600/7700-1/K/Q

=y ==

96 series NVR 86(K)/96(1) series NVR
Super NVR 116/124 DS-8600-K/9600-1
DS-96000

First Choice for Security Professionals

DeepinMind DeepinMind
96000 series NVR 77/9600 series NVR

Naming Rules (NVR)

™
|
1

T1: Vialue Series
TE/TT- Pro Senes
BE/BG/ET: Ultra / DeepinMind Series

iDS-77 16 NX |
— — v

HIKVISION

14716 165(%r N

Number of channels for false alarm filler
MNumbser of channels for facial recogniiion

Murmnber of PoE interfaces
With decode board

Metal case

‘With Wi-Fi module

‘With 4G module

NVR Family HIKVISION

DS-WSEXX-T2 DS-WSEXX-T4 DS-WSPXX-T8 DS-8000AI-S168-D

iDS-0E00MNXIHE

Special

iDS-DE00DNXH16

D5-9600NHE DS-06000NI-116 D5-D000NIH24
DS-BB00NI-KE DS-0600NH16

.
|
1
i
i DS T700MXI-14
T
1
|
|
|

Ultra
! DS-7E00NHZ DS-7700NH4
i DS-TB0DNIHKZ DS-TTODNIHKS

Ero H Ds-7e00NIH1(B) DS-7600M1I-Q2 DS-7T700MI-24
| Ds-7100NIK1IW

Value i DS-7100MI-Q1

1 HDD

Firsk Choice for Security Professionals

2 HDD 4 HDD & HDD 16 HDD 24 HDD

2

Working Process HIKVISION

Image Collect Transmit Display

First Choice for Security Professionals




Contents HIKVISION
e Product Family

« Functions & Applications

« IPC deployment

¢ Secure Data Management
+ Bandwidth Control

e Acusense Technology

« Nonvideo Management

e Alarm and Event

e Troubleshooting
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Add IP Camera- Plug and
Play

+ PoE NVR has built-in PoE ports, compatible to 802.3af/at standard.
+ PoE Cameras can be plugged into NVR PoE port for direct connect and display

Built-in
PoE Switch

HIKVISION

Network Cable
3 HDMI

Note: Before plug and play, the camera shall be inactive, or active with the same password as NVR.

First Choice for Security Professionals m

NVR/DVR Local Menu Operation HIKVISION

3. Start -
Activate the Device

® (reate a new strong
password in the local menu — — m— Sirong
to activate the DVR/NVR.

........

First Choice for Security Professionals m

Add IP Camera — Activate/Quick Add HIKVISION

» Online detection for IP cameras of the same subnet
o Enter Menu->Camera Management->Camera
o Click Activate to activate the camera then camera will add to NVR automatically.

o Click Add to quickly add cameras that have same password with NVR

NVR - == T

o

T

v Sena M | ComemAsn < Gews (1) Uogress |
R —
B
B tovney b
R e L
EI—— by
»

©8: prwgee caa @1

03 cones

vt i




Add IP Camera — Custom Add HIKVISION

« Online detection for IP cameras of the same subnet
o Enter Menu->Camera Management->Camera
o Click the Custom Add tab on the title bar or click ~ enter the Add IP Camera interface.

o Enter IP address, protocol, management port, login user name, password camera to add.

NVR/DVR Local Menu Operation
4.Camera Management

Configure the Customized Protocols

Go to More Settings > Protocol at the top taskbar
to enter the protocol management interface.

HIKVISION
Protecel Management
Custom Protocol Custom Protocal 1
Frotocol Name Custom 1
Stream Type Main Streas Sub Stream
Type RTSP *  RIsP
Transfer Protocol Aute - Auto
Port 554 864
Palb

Example. [Type] 4P Address} Por)[Pain]
nspf192 1680 1:554cnhTimainfav_siream

NVR 4
o . - Comte (1) upgrese (31 AP Camers (Coatony ]
T
O ey -  Comars Addrem “
B reeiien
Prowcs o . |
= teroamg sseers
Vasagovat Pt 9o L
o o = i igan s 20
Usar Name Ll g
. " Paaae
I i - |
" peyame e eI o
Oware v 34 o starsese o igpoiel m
Camera OSD Settings HIKVISION
Canaw Dy Paes
* Go to Camera >Display. S oy
* Select the camera from the drop-down list. repe, nae
*  Edit the_name in Camera Name. . TR e
* Check Display Name, Display Date and Display Week to A e
show the information on the image. — p—
= Set the date format, time format, and display mode. DGU/ALS - RN A
Visye et op
Fapatae
Bophage v
Bacgnt
ruge Drearceneet
| e |
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Cancel
First Choice for Security Professionals
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Enhanced POE HIKVISION
Enable or disable long network cable mode by selecting Long Distance or Short Distance radio.
E Long Distance: Long-distance (100 to 300 meters) network transmissions via PoE interface.
E Short Distance: Short-distance (< 100 meters) network transmission via PoE interface.

B Aciumi powsr & 0W Fie maining powess T Dy

Chamreesi Lo Crivt mrce St Diwisnce Chansl Stetus Actui Povwes

[ e ] HCSA 250




IP Channel Import/Export HIKVISION

« Hikvision NVR can import/export IP channel as an editable excel file. This makes it fast and
convenient to deploy IP cameras over NVR.
o Menu - Camera - IP Camera import/Export

Import

< .
o IP Channel L
&xp_og/

Easy and Quick IPC Deployment

Flrst Cholce for Security Professionals

am

Virtual Host HIKVISION

WNVR has two LAN ports of different IP address, isolated from each other. |

NVR

R ————)

First Choice for Security Professionals

Virtual Host HIKVISION

m NVR has two LAN ports of different IP address, isolated from each other. |

| Switch |
NVR <3
Working

Direct access is not

1

:Q I

i * workable, as they locate
as ! '

e e e o e 1 | Intwo isolated LAN.

Virtual Host <3—L_1H

| LAN2/109.62 [l Switch_ |_PC_109.63

First Choice for Security Professionals

=

Virtual Host Configuration HIKVISION

« Enable the virtual host on the web page of NVR
(Configuration-=Network-=Advanced Settings-=0Other)

¢ Emnabla viriual Host

IP Camnara

D oo

B swiem P Camara : Moty I [ g Custom P,
Tysiem Settings [ Chamne ba F Addess  Chame No. Managemeni Forl Security Sialus Procoal  Conned
Masanee oo 10218 264 3 1 000 Woak  Offine(Motwcrkc A HIVISION haprl
Teqty oo 102 18E 254 4 1 AOO0 B Offine(iP camera . HEVISON Rapoan
Camira Managesment 003 152 166 254 5 1 BOOO Waak O {Metci A HENISION  map i
User Management mﬁ
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Contents HIKVISION
e Product Family
» Functions & Applications - o HDD Quota/Group
s IPC deployment o RAID
» Secure Data Management - o eSATA
+ Bandwidth Control o Recording/File Management

* Acusense Technology Lo ANR/N+1
+ Nonvideo Management

+ Alarm and Event

e Troubleshooting
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HDD Quota HIKVISION

In HDD quota mode, each camera can be allocated with quota for the storage of
record file and capture picture.

It helps manage the storage space in a more organized way.

Installed Hard Drive

‘ Quota 1 Example: 5TB hard drive is
installed in the NVR, different
Quota 2 HDD capacity can be assigned to
B Quota 3 each camera according to
v B Quota 4 required recording time.
Quota No. Surveillance Zone Camera Resolution/Bitrates Recording
Cycle
Quota 1, 1.85TB Key Zone A 3MP/6144Kbps 1 Month
Quota 2, 1.23TB Key Zone B 2MP/4096Kbps 1 Month
Quota 3, 0.62TB General Zone C 2MP/4096Kbps 2 Weeks
Quota 4, 0.62TB General Zone D 720P/2048Kbps 1 Month

Data Security HIKVISION

Quota/Group
RAID

Redundant Recording
(o 2 ., Expired Recording
File Security File lock

El

System Security

First Choice for Security Professionals m
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HDD Quota

. . HIKVISION
Configuration
In HDD quota mode, each camera can be allocated with quota for the storage of record file and
capture picture. e « Guoin g
Enter the Storage Mode interface: Menu > HDD > Advanced e L il
Set the Mode to Cucta (The NVR must reboot to effect the Lisd Fobserd Capacty | 0038
Ehanges Of HDD deE] Lined Plurs Capacty 2340 000
Select a camera for which you want to configure guota, and
configure the quota capacity OO Canmciy 1158 EE]
PAde Rt Capatty (G8 1000
Miae Pickar: Copeciy 1580 | 50
Froa Cudll Space 31268
First Choice for Security Professionals gy 4 “
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Mode Dsata ¥ Group
Configure HDD Group
Rescerd on HOO Grosp H
17 Carmara <l o2 0 D4 o8 e oT oe
| Lecal HOD Satings: Ds CloW EoM iz Do oW Cods Do
D17 () o9 D20 o2 22 D23 o4
HED No 5 D% (D26 o7 [(Ioeé (p2s Coan oy Coe:
D33 o34 a5 D& oaF ezl D (]
HDOD Progaity = RwW Ruead-only Redundan .
[+ 3] (L H] o4 D44 045 46 D47 (0]
14 (o0 =) [tors oas x4 [EE3 {500
G 1wz CF 4 08 Ok OF O
8 CHe 12 013 O e e

HOD Cigacily 031 52G8

In HDD group mode, different HDDs can be configured to different groups; different
cameras can be assigned to record in different groups.

Lo B

Firsk Choice for Security Professionals
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RAID HIKVISION

+ RAID(Redundant Array of Independent Disk), is a storage technology that combines multiple Hard
Disk Drives into a logical unit; single storage space.

+ Each level of RAID provides a different balance between the key goals:

Reliability

Availability

Capadty

Performance

First Choice for Secirity Professionals m

Contents HIKVISION

¢ Product Family

» Functions & Applications

o HDD Quota/Group
* |PC deployment o RAID
» Secure Data Management o eSATA
¢ Bandwidth Control o Recording/File Management
‘o ANR/N+1

* Acusense Technology
+ Nonvideo Management
+ Alarm and Event

» Troubleshooting
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RAID Levels HIKVISION

« Hikvision Raid DVR/NVR support Raid 0/1/5/6/10.

B RAIDO §
RAID 10 RAID RAID 1
Levels

RAID 6 RAID 5

First Choice for Security Professionals
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Raid 0 - Stripped
s Minimum of 2 disks

» Excellent performance

s NO redundancy

HIKVISION

RAIDO

D1 D2 D3 D4
»  This should not be used for mission (8% C2 (9% C4
critical type applications.
B1 B2 B3 B4
» One HDD failure and the whole array is Al A2 A3 A4
damaged
Disk1  Disk2 Disk3  Disk4
First Chaice for Security Professionals m
RAID 5 -Striped with Distributed Parity HIKVISION

e Minimum of 3 disks

» Good Performance

» Good Redundancy

» Best cost effective option
providing both performance and
redundancy

Disk1  Disk2 Disk3  Disk4

First Choice for Security Professionals

RAID5

=

RAID 1 - Mirrored

+«  Minimum of 2 Disks

+ Good performance with no parity and no striping

+ Excellent redundancy

«  Still functional with one drive

HIKVISION

RAID1

Disk1 Disk2
First Choice for Secirity Professionals m
Contents HIKVISION
e Product Family
» Functions & Applications
o HDD Quota/Group
e |PC deployment o RAID
» Secure Data Management o eSATA
« Bandwidth Control o Recording/File Management
¢ Alarm and Event o ANR/N+1

e Troubleshooting

First Choice for Security Professionals




Redundant Recording HIKVISION

Enabling redundant recording and capture, which means saving the record files and captured
pictures not only in the R/W HDD but also in the redundant HDD.

Go to Storage > Storage Device.

Select a HDD from the list and Click  to enter the Local HDD Settings interface.

Step 3 Set the HDD property to Redundancy. 958l HOD oo

HDD No 5
HDD Property RV Read-only * Recundan
NVR 40
Group 1 =2 3 4 s 13 7 8
Recorang Sorecule M " Raper Database 9 10 11 12 13 4 18 16
T Capu Screade B e Capocty Fan HDD Capacity 931 8268
1 22690353 ¥ormal
2 M52 4G8 Korrial
—  Slorage Maze
Ay Bachnp
Acanced
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o .

- -

Expired Recording HIKVISION
The record file expires after it reaches the configured expired time.
Go to Storage > Schedule Settings > Record Schedule/Capture Schedule.
Click Advanced to set the camera recording parameters.

Cavhos Schwise o e Asvanced Paramalors

— =

Recerd Audo
A Do W Cotaxes MG W e | L Wy NEA Wrcasant  hore et
RN Fre-Record: 5

' Fost-Record: os

Stream Type! Man Skeam

[ Voot Expry Time L ]

[LIRedmomt RecoradC apture
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-
Redundant Recording HIKVISION
Go to Storage > Schedule Settings > Record Schedule/Capture Schedule.
Click Advanced to set the camera recording parameters.
Click Redundant Record/Capture
Cowwns Fon. BT Comete 31
Cophs Schwtse Asvanced Paramalors
Erume 3o 4
SraeiOwin
Barwgr Moee sk Recers Audio: 4
Aot Bocra W Cotaxes W Gwe e | = Wuia NEA B2 ien Noce =
Pre-Record: L I
Adveoset 1] 2 . . o " "7 i) - " » F-3 -
e I T T T N T S T R A I A AN Post-Retord: 13 I
Stroan Type Main Syeem |
wes S O O T O O Y
v D D O S N+ VeooPrim Expry T ¢ I
o O Y T R R T SN SRR SRS ES - ireamam recwaomire | I
o T A P T B
e S 5 O N S N I Cancel I
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-
File Lock HIKVISION
s Click on the lock icon to lock and unlock the record file; locked file won’t be overwritten in
cycle recording.
NVR
= o - Iy~
1 e - = | Comt
e * Tt
o
ey
s ot
- ‘ *.
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Contents HIKVISION HIKVISION

¢ Product Family

» Functions & Applications
J o HDD Quota/Group

¢ IPCdeployment o RAID 2’ 3.After network recovery

« Secure Data Management - o &SATA 2_Start recording recorded video retransfers
¢ Bandwidth Control o Recording/File Management video in IPC SD back to NVR.

¢ Alarm and Event o ANR/N+1 card. )

« Troubleshooting @

1.Network breaks down.

~—— 7 Livevideo @ *  Recorded video
First Choice Tor Secusrty Protessiondls HCSA 281 First Choice for Security Professionals
o 2
ANR---How to N+1 HIKVISION

HIKVISION

Configure
uO Working NVR 1

Make sure IPC is installed with SD card(pre-allocated).
Enable the ANR on the web page of NVR )
Web Configuration -> Storage -> Schedule Settings -> Advanced '
o NVR Network breaks dc:wr‘u
/@FF (C==m0 vioring NVR N

= = After network recovery, recorded
e video retransfers back to NVR.

Camera switch to
backup NVR and CMQ Backup NVR

recording.
m Backup NVR can only take over one offline
device at a time

Firsk Chinice for Security Professionals
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N+1---How to Configure (Set working
NVR)

Set working units and add them to the hot spare unit
+«  Go to System > Hot Spare.

» Set the Work Mode to Mormal Mode. I
+ Check Enable.

»  Enter the IP address, user name, and admin password of the hot spare device.

+  Click Apply. ey
Enabile
Py aodross of Tio hot spare devca 10 s .1 108
User Mame of Hot Spare Device adrin

Password of the hol spare device T

‘Working Stalus Connected

‘Molice: Afler the hol spare is enabied, you musi link the working dewice fo lhe hol spare device,
wiharwise, this funclien ks et available

First Choice for Security Professionals

HIKVISION

HCGSA 285

N+1---How to Configure (Set Hot

N+1---How to Configure (Working

status)
After Reboot, Go to System > Hot Spare in the hot spare device.

Add working NVR’s IP address to the Hot Spare NVR
1 Wopking Status | Description

No record The working device works properly.
t

If the working device goes offline, the hot spare device will record the
video of the IP camera connected to the warking device for backup

‘ Backing up

The record back up functions for 1 working device at a time.
t
Synchronizing When the working device comes back online, the lost video files will be

restored by the record synchronization function.

The record synchronization function can be enabled for 1 working device
ata time.

e ® agmrves Crermction St wororg Swea Swnie

First Choice for Security Professionals

HIKVISION

HIKVISION
Spare NVR)
Set working units and add them to the hot spare unit
+ 5Step 1 Go to System > Hot Spare.
+  Step 2 Set the Work Mode to Hot Spare Mode.
»  Step 3 Click Apply.
+  Step 4 Click Yes in the popup attention box to reboot the device.
iork Mode Huoi Spane Mode:
Firsk Chinice for Security Professionals
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Contents HIKVISION
e Product Family
« Functions & Applications
» IPCdeployment o Incoming/Outgoing Bandwidth
e Secure Data Management ) P P e
« Bandwidth Control =
o Channel Zero
e Alarm and Event
o Playbacks
e Troubleshooting
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Data Incoming/Outgoing

Data ©O-0-0-

Incoming o Streams come into the NVR from IPC/Encoder

Data e =
Outgoing oo Streams go out from NVR for remote usage

HIKVISION

o _:! 'Add Camera/Encoder to NVR for -
% = X ' local live view/recording
» Remote live view/playback NVR
O-O~ :
'stream on client software
First Choice for Security Professionals
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Bandwidth Usage
. HIKVISION
Monitor
NVR offers an user interface to monitor real-time incoming/outgoing bandwidth
usage, net receive idle, net send idle, etc.
NVR 40
Syaden bl kvt
T
Lag Infarma.
P Canim ERL
thCRce Fosrole Live View Cbers
Upgradn emole Playtac: Obps
Diafasit it REeshe e BEs _”-: Onltor
i MN"[- et Sared ke M
Traflc
Hatuek Dt . Current Usage ‘ > ‘ Current incoming and outgoing usage
P ‘ Receive Idle ‘ ::> ‘ for adding more IP cameras ‘
i Send Idle ‘ |:> ‘ for launching more remote connections ‘

First Choice for Security Professionals

&

HIKVISION

NVR

While adding an IPC to NVR, only main stream
and sub stream are connected to NVR

Incoming Bandwidth Calculation

W S
—-— 4| Sub Stream |\\57

Hikvision IPC has three streams |

| Third Stream |

NVR DS-7716NI-E4 |
Incoming Bandwidth: 160Mbps

IPC DS-2CD4332FWD-I

Example Main Stream: 25fps@1080F, 4Mbps
Sub Stream: 25fps@4CIF, 1Mbps

| Up to 16 pcs of DS-2CD4332FWD-I can be added to NVR DS-7716NI-E4

e While adding a third-party IP camera to NVR, it may have main stream only;
nos= In this case, only main stream bitrates are taken into calculation.
First Choice for Security Professionals
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Contents HIKVISION

e Product Family

» Functions & Applications

* IPCdeployment [ o Incoming/Outgoing Bandwidth

+ Secure Data Management
« Bandwidth Control =

o Transcoded Stream

o Channel Zero
Alarm and Event

. o Playbacks
e Troubleshooting '
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Transcoded Stream HIKVISION

NVR can transcode the original streams into new streams of lower
resolution, frame rate, bitrates for remote use of live view and playback.

| High Resolution Main Transcoded Lower Resolution
Stream Stream
- 010100101010 0 1 1 0
High Frame Rate :
| 010100101010 0 0 1 1| owerBimtes
- ' 010100101010 1 1 0 0 :
| High Bitratas . 010100101010 0 1 1 0 Lower Bandwidth |

U U

Too much bandwidth required ‘

Fluent remote view even under

for remote view limited bandwidth

First Choice for Security Professionals m

Transcoded Stream-
Plasxback

to NVR web page->playback
Select the IP camera and configure the playback resolution, frame rate, and bitrates of
transcoded stream
Select the transcoded playback option (the icon | | tums red after selected), then start playback.

@ 1PCarmesn 01 — |
@ Camera 01
® Camora 0V

HIKVISION

® NABU DS-207

- - e 4 WM e N Ay Q@ - % 2
: Resolution  CIF [T]
| Bitrate 512K [~ < Transcoded

First Choice for Security Professionals | Frame Rate [Full Frame Rate [=] playback parameter

g

Transcoded Stream-Live View

Configure the parameter of transcoded stream for live view
o Go to NVR web page->remote configuration->Video/Audio
= Select the IP camera and configure the transcoded stream resolution, frame rate, and

HIKVISION

Configaation
Video  Deplay ek on Shesm Channel o
D Lo =
B seen Canira (4] |PCamcna O -
© o e
I *‘L VideodAasdic ke Typee: Wil e Shveem -
&
7 [ Arsohiion Fun |
B B Type Wit ~
Event
Wicken Cunliy Aty e
B 5o ,
Frame Raie Full Frame Rain L
R Vel Deweoi: — :
Max Firass 48 L
wea
& Wien Ercoang M o

Select transcoded stream and start live view Sr— _
o Goto NVR web page-=live view 13 Sub Straom ta
o Select the transcoded stream and start live view e

i |Pdama = Ty
Firsk Choice for Security Professionals
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Contents HIKVISION

e Product Family

» Functions & Applications
¢ IPCdeployment "o Incoming/Outgoing Bandwidth
e Secure Data Management | ; Transcoded Stream
» Bandwidth Control -

o Channel Zero

e Acusense Technology
. Playbacks
e Nonvideo Management

e Alarm and Event

e Troubleshooting
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Channel Zero Live

y HIKVISION Channel Zero Configuration HIKVISION
View e Enter the web interface of NVR
o Channel zero is a single channel combining more than one channel related cameras’ - :
images. o :E.:- _T.M._
‘ [ ]
oo IPC E“ =
L e » Configure the split screen setting and save the changes
. g4 g R
g = =
Channel Zero E :
User can edit the camera order of channel zero by configuring the live view :
sequence of NVR's CVBS or VGA output. -
First Choice for Security Professionals First Choice for Security Professionals
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Playback of NVR
Contents HIKVISION HIKVISION
4.0
¢ Product Family The search result of replay is displayed in a list view.
« Functions & Applications Support one-click playback( thumb nail).
¢ |PCdeployment Incoming/Outgoing Bandwidth
+ Secure Data Management Transcoded Stream
+ Bandwidth Control
Channel Zero
+ Acusense Technology
+ Nonvideo Management Playbacks
+ Alarm and Event
» Troubleshooting
First Choice for Security Professionals First Choice for Security Professionals
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Playback of NVR
HIKVISION

Su ;')port dual-progress bars in Playback interface.
The following one shows the progress of the selected screen and the other one is to show the

progress of all the selected channels

NVR 4«
= 07-11-7017 Tue 13:53:07

8
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VCA Search

Face Search

i _ITFPF'Q.'U“i -

People Counting Advancsd

First Choice for Secutity Professionals

NVR supports VCA search for picture and record results of behavior analysis, face
capture, people counting and heat map results.

» Search results can be easily exported from NVR.
Behaviour Search Plate Search

HIKVISION

Smart Search and HIKVISION
Playback

During normal playback mode, user can draw a line or an area for smart search of line

crossing, motion/intrusion detection.
Non-related video footage is filtered and skipped during smart playback.

Related video is marked with red color and can be filtered again by face characteristics.

10:12 Motion Detection 11:18 Line Crossing Detection 13:25 Intrusion Detection

TEVRTRL. tLI .
'”“"L'ﬁ
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Smart Search/Playback
Operation

Enter normal playback page>>select a camera and date
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Contents HIKVISION

e Product Family

« Functions & Applications
e |IPC deployment
e Secure Data Management
e Bandwidth Control
e Acusense Technology
e Nonvideo Management

» Alarm and Event

e Troubleshooting
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Alarm 1/0O Detection HIKVISION

»  Various notification ways can be configured to notify user once alarm event occurs.

Audible  —_ | __Notify Surveillance
—~—4 e Centre

Warning ~ o

Full Screen »————Email Linkage

Monitoring

~Trigger Alarm
Output

PTZ Linkage
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HIKVISION

Thanks!
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HIKVISION

Training on Smart Functions and Applications
Hikvision Certified Security Associate
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Contents

HIKVISION
e Behavior Analysis
e People Counting
e Heat Mapping
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Background Modeling Technology HIKVISION

« Background modeling technology creates static background model in the monitoring area
and at the same time detects and records the moving objects. It will trigger the alarm if
the moving objects reach the alarm threshold.

Background

F ] I |

detection
enter detection
leave  22))

appear

Region exiting
detection
disappear
Intrusion detection

=

Contents HIKVISION
~ » Fundamentals
« Behavior Analysis ’
« People Counting \’_ -
+« Heat Mapping
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Background Modeling Technology HIKVISION

« Background modeling technology is one of the most mature and widely
applied technology used in intelligent video analysis.

Advantages Challenges
High sensitivity Affected by the environment:
Various rules occasional light changes (car light, light

reflection, backlight, etc. ), leaves,
maoving shadows, insects, rapid change
of weather, eic.

Low installation requirement

First Choice for Security Professionals




Line Crossing Rule

HIKVISION

Line crossing detection is detected by the area that the object crosses the line. By
default, if the object crosses the line by 50%, it will trigger the alarm. The higher

sensitivity, the less area of the object it requires to cross the line.

Line crossing detection

Region Detections

All the region detections will detect whether the center of the target

has triggered the rule.

HIKVISION

Region entrance
detection

100% 40% || 60%
E Region exiting
detection
4 3 2 1
E Intrusion
detection
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Contents HRVISION Installation Recommendation HIKVISION
z + Avoid to deploy cameras in scenes with excessive and fast changing light.
2 » Avoid scenes with glass, tiles, and other reflective objects.
» Installation

« Behavior Analysis —
¢ People Counting

e« Heat Mapping

First Choice for Security Prafessionals

+ Avoid scenes with many winged insects.

Too crowded

Line too close to edges

First Choice for Security Professionals




Outdoor Installation HIKVISION

« The height of the target should bhe less than 1/3 of the image and bigger
than 1/15 of the image.

First Choice for Security Professionals:

Object Pixel Requirement HIKVISION

« With the video resolution as CIF, the object pixel has to be between 5x5
and 100=100.

352

288 Ei CIF 5x5 < < 100x100

Video resolution min. object pixel max. object pixel

Light Condition HIKVISION

s The camera is recommended in scenarios without strong backlight to
ensure the accuracy.

« Darkfighter is recommended in low light environment.

s Lightfighter is recommended in scenarios with strong backlight.

e
(DARKFIGHTER '

@
[LIGHTFIGHTER
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CIF (352x288) 5x%5 100x100
ACIF {704%576) 10x10 200%200
Installation Recommendation HIKVISION

Line crossing detection

o Line crossing detection is recommended for outdoor scenarios, not indoor ones.
o You should draw a suitable line to make sure that the target can be easily detected.

Y111 YOI 111111010 10110 L0 0410 1
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Installation Recommendation

Line crossing detection
= The camera should be mounted in a comparatively high position.
= The target cannot be too big.

First Choice for Security Professionals

HIKVISION

@

Installation Recommendation HIKVISION

Intrusion detection

Due to the camera mounting position and direction, the target is foo big in the image.
Although line crossing can be used in this scenario, but in order to avoid wrong detection,
intrusion detection is more preferred in this situation.

First Choice for Security Professionals
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Contents

B2L Fundamentals

5 : Installation
« Behavior Analysis -
»  Configuration
e People Counting L., it

e Heat Mapping
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HIKVISION

Line crossing detection
Intrusion detection

Region entrance detection
Region exiting detection
Unattended baggage detection

Object removal detection

Line Crossing Detection HIKVISION

V| Enable Line Crossing Detection

07-22-2817 Tha 17:01:57

Cancra 01

Direction:

A->B: Targets that moving from A to B will trigger alarm.
B->A: Targets that moving from B to A will trigger alarm.
A<->B: Targets that moving between A and B will trigger

wae 52 | | Min.Sca | | Drawarea | | Clear |
EEm N m—

Sensitiaty — — | 5

alarm.
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HIKVISION

Line Crossing Detection

¢! Enable Line Crossing Detecton

07-22-2817 Thu 17:01:57

wote

Cancra 01

Sensitivity:
It stands for the percentage of the body part of an
acceptable target that goes across the pre-defined line.

@

Wax se2 | | tin sce | | Drawarea | [ Clear |

Dirscion A28 v
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Line Crossing Detection HIKVISION

;

A - target area that has already crossed the line or entered the region.
B — target area that has not crossed the line or has not entered the region
A+B: the complete target area

Sensitivity: B/(A+B), meaning how much the target has crossed the line or
entered the region.

First Choice for Security Professionals
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Intrusion Detection HIKVISION

07-22-2917 Th 17:01:16

Threshold:

The threshold for the time of the object loitering in the region. Alarm will
be triggered immediately after the object entering the region if the time
exceeds the threshold. The unit time is 1 second.

| macszs | | win sce | | Drawarss | | crear

Threshok{s) — — Sensitivi(y:
Sonsitnty — s [ €0 Range [1-100]. Sensitivity stands for the percentage of the body part of

an acceptable target that enters the pre-defined region.

Lomemes  J—o— =0
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Region Entrance Detection HIKVISION

| Enable Ragion Entrance Detection

Region 1 (=]

_DrawaAma || Clear

wo'E
= | Sensitivity:
Range [1-100]. Sensitivity stands for the percentage of the body part
of an acceptable target that enters the pre-defined region.

First Choice for Security Professionals
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Region Exiting Detection HIKVISION

Enabe Ragion Exiting Detaction

Regilon

Camera 01

| Draw Area J Clear ] e
- 2 Sensitivity:
_.? nsitwily — S— 12 oratis
o = NOZ= Range [1-100]. Sensitivity stands for the percentage of the body part
of an acceptable target that exits the pre-defined region.
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Object Removal Detection HIKVISION

Demo Video

Reagion 1 =]

Camecra 01

| Draw Area [ Clear NO‘E Threshold:
Thrachokt | (s 5 5 =~ | Range [5s-20s], the threshold for the time of the objects removed
Serslivity | s 50 from the region.

Sensitivity:
Range [1-100]. Sensitivity stands for the percentage of the body part
of an acceptable target that leaves the pre-defined region.

Unattended Baggage Detection HIKVISION

Demo Video

[ Draw Aroa " Cloar l

Thrazhoid De— | 5 & OTE Threshold:

Seasitvity el 60 = | Alarm will be triggered immediately after the object being left if
length of time exceeds the threshold.
Sensitivity:

Range [1-100]. Sensitivity stands for the percentage of the body part
of an acceptable target that enters the pre-defined region.
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Arming Schedule & Linkage Actions HIKVISION

Asming Schedule

Edt

o 2 4 6 8 10 12 14 16 18 20 22 24

In order to make the smart
functions work, don't forget to set
the arming schedule. By default, it

i is armed 24/7.
Fri
Linkage methods can be set
accordingly.
- Notify Surveillance Center: push
notifications to VMS

Likega emod » Upload to FTP: capture image and
Noamial Linkage Cthes Lnkage upload to FTP

Nty Suneidlance Contar Trigoar Alarm Ouput ™ Sakedt A . Tl'lggef Channel: tﬂggel' tO l’ecord

Send Emall A

Uploadto FTP

Tripger Charnel
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Contents HIKVISION

+ Behavior Analysis —

+ People Counting Case study

+ Heat Mapping
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Line Crossing or Intrusion Detection ? HIKVISION

Case Study: If someone go cross the fence and get into the yard, alarms should be
triggered. But there are always some people in the yard entering and leaving the protected

area which the alarm shouldn’t be triggered in this case. _
Solution 1: If you draw a protected area as the following picture shows, setting the rule as

intrusion detection, the people who are already in the yard will trigger the false alarm.

=g ~ I

4 Soméone witt

First Choice for Security Professionals

Line Crossing or Intrusion Detection ? HIKVISION
Solution 2: As the picture shows below, draw lines over the fence and set line crossing rules. In this way,
people inside or outside of the yard will not trigger the alarm, but only people who get over the fence will
trigger the alarm. In this case, Line Crossing rather than Intrusion Detection can improve the accuracy of the
detection.

[ |

.: ) _'
==t_Someqgne will
move

ere.
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Line Crossing or Intrusion Detection ? HIKVISION

Case Study: People who get into the garage at night is prohibited. Anyone entering will trigger the alarm.

Solution 1: As is shown below, draw Line Crossing Rules all around the garage. As the lines are too close
to the image edge, camera would not be able to detect fast moving target when it enters the garage, which
will cause missing alarms.

Rule

First Choice for Security Professionals




Line Crossing or Intrusion Detection ? HIKVISION
Solution 2: Draw the area with intrusion detection rules. As long as moving targets show in the protected
area and stay for more than the preset time, an alarm will be triggered.

Tip: Intrusion Detection rather than Line Crossing Detection is recommended here, because Intrusion
Detection can reduce missing alarms more effectively.

First Choice for Security Professionals m

Contents HIKVISION

« Behavior Analysis [ °* Overview
. Installation
¢ People Counting ‘
_ + Configuration

+ Heat Mapping
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Introduction HIKVISION

The People Counting is used to calculate the number of people
entered or left a certain configured area and form in
daily/weekly/monthly/annual reports for analysis.

il o A TaE A N T
— - —| ———ator:. 210 | ) — |l —rtor: 110 |
h
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Application Scenarios HIKVISION

Supermarket

First Choice for Security Professionals
HCSA




Topology j HIKVISION

People Counting Dome Topological Graph
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People Counting IPC HIKVISION

—\
N N

iDS-2CD6B10F/C

Key features:
v Embedded intelligent algonthm to calculate the number of the people entering or leaving.
v Daily, weekly, monthly, annual report
v Built-in Flash for people counting statistics storage without 50 card.

First Choice for Securily Professionals m

People Counting IPC HIKVISION

-\,
N\

iDS-2CD6810F/C

Features:
* Duallens
* Support stereo views
* 2.0/2.8mm optional

DC12V/PoE
Specialized people counting function, support separate counting of people entering,

(= (& - B
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Dual lens —3D Image HIKVISION

Every object in the image has X, Y and Z
axes coordinates. The Z-axis coordinate
represents height, which prevents the
interference from other objects.

Advantages:

+ More accurate, exceeds 97 %
* Easier configuration

» Better anti-interference ability
* Small & compact

First Choice for Security Professionals - m




Dual lens — advantages

Shadow or other objects will not cause
miscounting.

Camera can identify two person as long as there is
space between two heads.

First Choice for Security Professionals

HIKVISION

Based on the height information in the 3D
axis, the target height should be in the
range of the human height, thus filtering
the interference of the cart, baby carriage,
etc.

s

Demo Video

HIKVISION

First Choice for Security Professionals

- Enter 8
- Leave %

Dual lens — advantages

+ The camera can focus on a target and track it
until it disappears in the image, thus
effectively filtering the repeated count of the
loitering target.

First Choice for Secusity Professionals

HIKVISION

Provide the counting data of people
passing by to help analyze entering rate.

HCSA 345
Contents HIKVISION
+ Behavior Analysis .
s People Counting l *  Installation
+ Heat Mapping _
First Choice for Security Professionals
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Installation recommendation HIKVISION

How to choose a right position?

The camera should be installed in the middle of entrance
door. Also it is recommended that the camera’s position
should be as closed as possible to farget enirance door
without any obsiacles.

First Choice for Security Professionals: m

Installation recommendation HIKVISION

_ il

How to define the camera number?

It requires one camera for a standard entrance door of width between 2 ~ 3m and height between 2.5~5m.
* The real camera’s effective coverage varies based on camera's focal length as the table shows.

First Choice for Security Professionals m

Installation

Reconprnapsation

Height (m) Recommended Focal L Width of Door (m)

HIKVISION

Firsk Choice for Security Professionals m

Installation Recommendation HIKVISION

How to define the camera number?

The number of cameras should be increase if:
- The target door is wider than camera’s effective coverage.

* camera’s effeciive coverage is defined by the detection line via IE client or IWMS software instead of camera’s physical FoV.

First Choice for Security Professionals: m




Installation
HIKVISION

Recommendation

How to define the camera number?

The number of cameras should increase if:
- There are obstacles in camera’s FoV, such as anti-theft detector, tumstile etc. which cover the most part of target people.

First Choice for Security Professionals
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Contents HIKVISION

e Behavior Analysis — , ..

iew

e People Counting J‘ e Installation

e Heat Mapping .+ Configuration
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Installation Requirements

HIKVISION

First Choice for Security Professionals

People Counting on web

BFRWESL: 10r1c

+ Configuration > People Counting

Rute Darta Uplosadrg Advarced

L‘—)
Enable People Counting

Rifo ) Aming Bshecule  Linkage Wiethod

Calibration Mode  Auto Manwal
Lans Heght — [358 em
Calibration | Make sure that the green caliration area is level ground before clicking the button.
A
-
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HIKVISION

] carbraten Area
D Count Area
Datacton Line




People Counting on web browgar HIKVISION

iDS-2CD6810F/C -\

»  Configuration = People Counting
Draw a Detection Line to define a valid range;

4

People Counting on web browser HIKVISION
iDS-2CD6810F/C

+  Configuration > People Counting

11-91-2016 15:0Z:58

a4

A

Arrow points to the direction of entering;

In manual calibration, we need set the height of camera

In auto calibration, we need draw a green square aimed at any
area of the flat floor for calibration

« “Enter quantity” adds 1 if one target appears in “A”"

region, crosses the yellow line, and then disappears

from “B” region. On the contrast, “Exit quantity”

adds 1. If targets just pass through A region, then

“pass by quantity” will increase.

First Choice for Security Prafess|
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“ B
People Counting on web People Counting on web
b HIKVISION b HIKVISION
ER%¥E6s 10/ aar 3688 10r1c
. Conﬂguration > People Counting \ - J . Conﬂguration > People Counting
Aule  DataUploading  Asvanced Ruo  Dafa Uploading  Advanced
F
Data Statstics Cycle [»E-:m-- v [] Dipiay info. on Straam
Sand Report ¥ Daily Repart | Weekly Raport Manthly Report Annua Report [ Dispiay Height
HTTP Data Transmission (4 Enable Height Fiter
a3 Rt Port Height — 120 em
40.48.135.102 ) a Counting Statua Counting( 2017-05-04 10:38'17 Retresn
0.000 J 80 Daly Reset Tme 00:00:00 V|| Manual Reset i
paoo ) ap Clear Storage Data Clear | Clicking the Clear button will clear all the saved people counting data, please selact it with caution.
> = First Choice for Security Professionals
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People Counting on web
HIKVISION

biB%!géSgdfmFWDfC &IDS-2CD6124FWD-1(Z)C

+  Click Counting to export the data.
»  Select to export the Statistics Result as Table, Bar Chart, or Line Chart.

anding Sanfgquistcn | P cple Countng Statktic s

Set report type, statistics type and time,
then click counting to generate report.

Repan Typs Drr Repert - E st
c3 Time Pracnbe Eriw e -

S s 12-m

Blak i Mesalls Table = Ear Cherl Linw Sharl
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People Counting on iVMS-
4200

Select the report type as needed and set the time.

+ Select Enter, Exit, or Enter and Exit as the data type.

B Select the camera(s) for generating the report.

B Click Search and the statistics display on the right panel. The detailed data for each hour, day or month will be also
displayed.

HIKVISION

et —“ [ E i

The Natrber o Progie Eriing

People Counting on iVMS-

HIKVISION

4200

Click the people counting icon on the control panel to open the people counting page.

9
5
. |

I
1
F

Montenence me Menagurmere

=
a (2 -
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People Counting on Local NVR HIKVISION

Enter the People Counting interface: Menu>VCA Search> People Counting
Select the camera, report type and time.
Click the Counting button.

IPCamera 09

Counting

1-2014 Expon

e Entered M Peoople Exited

Number of

Set report type, statistics time, then
click counting to generate report.
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Contents HIKVISION Application Scenarios HIKVISION

e Behavior Analysis

. ~ o  Overview
e People Counting
e Product &Installation

e Heat Mapping -

e Configuration

e  Statistics Report

First Cholce for Security Professionals @ First Choice for Security Professionals HCSA

Heat Mapping HIKVISION Heat Mapping Algorithm HIKVISION
Daily View The Heat Value
( the accumulative dwell time)
high
A ‘ Heat accumulation
- 1 6 O
L 234 r-‘:] =2
Monthly View o rH lf

First Choice for Security Professionals m First Choice for Security Professionals




Contents

e Behavior Analysis
e People Counting

e Heat Mapping -~
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Overview
Product &Installation
Configuration

Statistics Report

HIKVISION

Installation

Objective: cover the biggest view in the area.

First Choice for Security Professionals

HIKVISION

Heat Mapping Camera HIKVISION

DS-2CD63X5G0-1(V)(S)

= B6MPHZMP
-';” .g + 360 view angle
v-" +  Upto 15m IR range
e . *  Built-in microphone & speaker
i *  [Deep Leaming Algorithm

Firsk Choice for Security Professionals m

Contents HIKVISION

+ Behavior Analysis

. — = Overview
+ People Counting
+ Product &Installation

 Heat Mapping - +« Configuration

«  Statistics Report
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Heat Mapping Operation HIKVISION
. Configuration > Advanced Configuration > Heat Map
o Enable heat mapping function and draw the detected area.

Hoat Map Configuration  Haat Map Stalstics

[Z)Enable Hex tlao
Area Sonings

DOHON BANSHNEY  Se— Jo— T G
Background Update see—m— 50
Soane Change Leve]  se——l— G0
WINIMUm TRIQEt S0  se— — | £

Target Tracking [on ~|

[ Draw aea J[ saectan | ciear |
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Contents

e Behavior Analysis

2 — e Overview
e People Counting
e Product &Installation

¢ HeseNupRey e Configuration

»  Statistics Report
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HIKVISION

i

Heat Mapping Operation

»  Click Counting to export the data.
< Select Statistics Result as Space Heat Map or Time Heat Map, and the corresponding heat map will be displayed.
. As shown in the figure above, red color block indicates the most welcome area, and blue color block indicates the less-popular

HIKVISION

area.
Vinat agr Ganiguration || Vet Map Stasisaca * You can get people flow and know
) when is the rush hour.
Repan Type Dy Repan e
P 0141200

STana FasA
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Heat Mapping on iVMS-
4200

« Add a heat mapping network camera.
« Configured heat mapping rule: Device management-remote configuration-VCA configuration

Anmate Corfiguranon

+ & system
+ @ Networx
+ W Btorage
+ @ Evemt

+ & cco

+ & Fmage

= & VCACorng

& Cameral -

Detection Region Settings
< Enabie Heat Map
x 11-20-20
G

£} vCAlnformation

2 Detection Time
& Avancec Comguration
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Heat Mapping on iVMS-4200

First Choi

Click to select a heat mapping camera in the area panel.
Select the report type as needed and set the start time.
Click Generate Heat Map and the heat map of the camera displays.

ce for Security Professionals

HIKVISION

Heat Mapping on Local NVR HIKVISION

. Enter the Heat Map interface: Menu>VCA Search> Heat Map

. Select the camera, report type and time.
Click the Counting button to export the report data and start heat map statistics, and the results are displayed in

graphics marked in different colors.

First Choice for Security Professionals
HCSA
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Thanks!
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HIKVISION

Functions of Hik-Connect HIKVISION

Playback
Recording Bl Catinack Alarm push

- [Stream Encryption J

Share [ Configuration ]

DDNS
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How to Use Hik-Connect?

» IP address

* Gateway
connect ot

* DNS zerver

First Choice for Security Professionals

« Hik-Connect APP
* Web portal
« VMS-2500 APP
« VMS-2200

Hik-Connect

HIKVISION

* Hik-Connect APP
= SADP tool

* Local GUI of gevice
* Device web page
» IVMS-£200

* IVMS-2500

HOW to Use Hik-ConneCt? Register Account

1. Hik-Connect APP

L 2% 00 ¥ .l id - TBo

First Choice for Security Professionals

X

2. Web Portal

Welcome

Account/Email

Password

Reqlster

HIKVISION

How to Use Hik-Connect? venvork connect HIKVISION

Setup IP address, gateway, ports, etc. on device network configuration to open internet access.
Setup DNS server(for example, 8.8.8.8).

Berne e T
e
Henirg e ot Fppmmmres
[
Rdvanced et
[
Fuard et
g e w4 Frebusnd gt Bws | B
522 e P GRMAE 7 w3 G Rl s e
[ oy Sedingn Pl Dol Gateary i idR 4 S
e cececammm
e
[ =]
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How to Use Hik-Connect? enabe Hik-connect HIKVISION

1. SADP tool
oe o _«:]

2. Device Web Page

Configuration

— P mread Metfone Access wrTew s
[T spten B Gestie
Pataen Accas o [ Carrat <
Server P Hevhbcornacicom 2 Coren@
| Ad Mezole Tasa Oridire v
& veeoroso Vwrttcaen Code [reeren ©
@ o
£ con
[ [T
—
Hik-Connect function is disabled by default, you need to enable it manually if needed.
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How to Use Hik-Connect? enave Hik-connect

3. Local GUI

First Choice for Security Professionals

HIKVISION

=

How to use Hik-Connect? addpevices HIKVISION

This is the whole procedure of adding device in Hik-Connect

Pt inpust the denice

22000 COde
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How to Use Hik-Connect? pevice access HIKVISION
10 D.75% ¥ 5 © 94 37.5% W il © O 94
o) = — camera 1@757728... &
1
A GO7 ki 032 ME
- 20720
B comens BERTSTIZATZE
Bl comena 7757728728
=l =
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HCSA 386
How to Use Hik-Connect? vevice ccess HIKVISION
Login www.hik-connect.com and click “Copy” button to copy the device domain name URL, and paste itto a
new web page to access the device.
You can also click the IP/Port No. link to access your device via web automatically.
Device Management Device Serial No. ¥ Add
evice M yement
Device Domain Device Serial No. IP/Port No. Device Status  Device Operation
1 167/ 123
e 623100330 r;-\ (&)
Edit | Delete |Copy
First Choice for Security Prafessionals
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How to Configure Port Forwarding?

Step 2: input external server port and http port on Hik-Connect web portal or HC APP

Edit Davice Infarmation

* Device Domain: TEIGHGES 7 firia
Frborraition
Device Seral Mo o2 ICATRG — 2
Autn maal
UPAP Mode: s i Mam s
I P L h
er. sutcmatically, select autc meds
*Serwer Port Mumber BOCO
a3# Sharing S
*HTTP Port Mumber BO

o
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HIKVISION

How to Configure Port Forwarding?

Method 2: enable NAT on device

S TCOE  OOWS  PRRGE WP RT
e
Erase
.
st
ek d B L =
WTTE R
B
T Foe
Lbve Ve et e Fer
- e
—— ATTES Part
chony Seliog:
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HIKVISION

How to Configure Port Forwarding?

Hik-Connect APP also support edit device information after adding.
Go to Device Information and input Ports, User Name and Password

Devie Do sin

Cuaki= Formai [ iesmay -
:1':;:)""“"':-' Menud
aim Moafizat 7 d
AL MOAEaTio ::::‘:’Er.r.r. AN
b
Device Varsion o ST LY User Hame admin
Faaswnnd

Charge Vi ficatin Sode

N
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HIKVISION
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Thanks!

HIKVISION




