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COPYRIGHT © 8Mangzhou Hikvision Digital Technology Co., Ltd.
ALL RIGHTS RESERVED.

Any and all information, including, among others, wordings, pictures, graphs are the propdrties
Hangzhou Hikvision Digital Technology Co., Ltd, or its subsidiaries (hereinafter referred to be _

Al AlGAAAZ2YEODD CKAA dzZaSNJ YI ydzZf O6KSNBAYLIF TUSNI N
changed, translated, or distributed, partially or wholly,dny means, without the prior written

permission of Hikvision. Unless otherwise stipulated, Hikvision does not make any warranties,
guarantees or representations, express or implied, regarding to the Manual.

About this Manual
This Manual is applicable tdiLookSeriesTurbo HEDigital Video Recorder (DVR).

The Manual includes instructions for using and managing the product. Pictures, charts, images and
all other information hereinafter are for description and explanation only. The information

contained in he Manual is subject to change, without notice, due to firmware updates or other
reasons. Please find the latest version in the company website

(http://overseas.hikvision.com/en!.

Please use this user maal under the guidance of professionals.
Trademarks Acknowledgement
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jurisdictions. Other trademarks and logos mentioned below are the properties of their respective
owners.

Legal Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE PRODUCT DESCRIBED, W
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AND HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIED, INGQUDINGI WATION,
MERCHANTABILITY, SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE, AND
NONINFRINGEMENT OF THIRD PARTY. IN NO EVENT WILL HIKVISION, ITS DIRECTORS, OFFIC(
EMPLOYEES, OR AGENTS BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQURNT®R, INCIDE
INDIRECT DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PRC
BUSINESS INTERRUPTION, OR LOSS OF DATA OR DOCUMENTATION, IN CONNECTION WITH
USE OF THIS PRODUCT, EVEN IF HIKVISION HAS BEEN ADVISED OF THE POSSIBILITY OF SU
DAMAGES.

REGARDING TO THE PRODUCT WITH INTERNET ACCESS, THE USE OF PRODUCT SHALL BE
AT YOUR OWN RISKS. HIKVISION SHALL NOT TAKE ANY RESPONSIBILITES FOR ABNORMAL
OPERATION, PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER ATTACK, F
ATTACK, VIF5 INSPECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, HIKVISION W
PROVIDE TIMELY TECHNICAL SUPPORT IF REQUIRED.

SURVEILLANCE LAWS VARY BY JURISDICTION. PLEASE CHECK ALL RELEVANT LAWS IN YOL
JURISDICTION BEFORE USING THIS PRODUCT IN ORDERTHAENSGURBUSE CONFORMS

THE APPLICABLE LAW. HIKVISION SHALL NOT BE LIABLE IN THE EVENT THAT THIS PRODUC
USED WITH ILLEGITIMATE PURPOSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE
PREVAILS


http://overseas.hikvision.com/en/
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Regulatory Informaion

FCC Information

Please take attention that changes or modification not expressly approved by the party responsible
F2N) O2YLX Al yOS O2dzf R @2AR (KS dzaSNXa || dzi K2 N

FCC compliancé&his equipment has been tested and found to cdynpith the limits for aClass A
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment genelg uses, and can radiate radio frequency energy
and, if not installed and used in accordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipment in a residential area is likely to
cause harmfuinterference in which case the user will be required to correct the interference at his
own expense.

FCC Conditions

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1. This device may not cause hdul interference.

2. This device must accept any interference received, including interference that may cause
undesired operation.

EU Conformity Statement

c E This product and if applicable- the supplied accessories too are marked with "CE" and
comply theefore with the applicable harmonized European standards listed utiaer
EMC DirectivR014/30/El the LVDDirective201435EU, the RoHS Directive01165EU

2012/19/EU(WEEE directive): Products marked with this symbol cannot be disposed of as
E unsorted municipal waste in the European Union. For proper recycling, return this
mmm  product to your local supplier upon the purchase of equivalent new equipment, or
dispose of it at designated collection points. For more information weev.recyclethis.info

200666/EC (battery directive): This product contains a battery that cannot be disposed of
E as unsorted municipal waste in the European Union. See the product documentation for
specific battery information. The battgis marked with this symbol, which may include
lettering to indicate cadmium (Cd), lead (Pb), or mercury (Hg). For proper recycling, return the
battery to your supplier or to a designated collection point. For more information see:
www.recyclethis.info

Industry Canada ICE®3 Compliance
This device meets the CAN 1€EE8)/NMB-3(A) standards requirements.


http://www.recyclethis.info/
http://www.recyclethis.info/
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Applicable Models

This manual is applicabler the following products:

Series Model
DVR108GF1/N
DVR100GF1/N
DVR116GF1/N
DVR208GF1/N
DVR200GF1/N
DVR216GF1/N

Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description

EE] Provides additional information to emphasize o
NOTE supplement important pmts of the main text.

Indicates a potentially hazardous situation, whi
if not avoided, could result in equipment

MWARNING | damage, data loss, performance degradation,
unexpected results.

Indicates a hazard with a high level of risk, whi
if not avoided will result in death or serious
injury.
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Safety Instructions

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or enduser.

In the use of the product, you must be in strict compliance with tleeteical safety
regulations of the nation and region. Please refer to technical specifications for detailed
information.

Input voltage should meet both the SELV (Safety Extra Low Voltage) and the Limited Power
Source with100 to 240VAC or 12 VDC accordito the IEC60950 standard. Please refer to
technical specifications for detailed information.

Do not connect several devices to one power adapter as adapter overload may cause
over-heating or a fire hazard.

Please make sure that the plug is firmly cocted to the power socket.

If smoke, odor or noise rise from the device, turn off the power at once and unplug the power
cable, and then please contact the service center.

Preventive and Cautionary Tips

Before connecting and operating your device, plebsedvised of the following tips:

5

Ensure unit is installed in a wekntilated, dustfree environment.
Unit is designed for indoor use only.

Keep all liquids away from the device.

Ensure environmental conditions meet factory specifications.

Ensure units properly secured to a rack or shelf. Major shocks or jolts to the unit as a result of
dropping it may cause damage to the sensitive electronics within the unit.

Use the device in conjunction with an UPS if possible.
Power down the unit before connectiramnd disconnecting accessories and peripherals.
A factory recommended HDD should be used for this device.

Improper use or replacement of the battery may result in hazard of explosion. Replace with
the same or equivalent type only. Dispose of used batteate®rding to the instructions
provided by the battery manufacturer.
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Product Key Features

General

5

Connectable talurboHDand analog cameras;

Suppors UTC (Coaxitrorgrotocol for connecting camera over cQax
Connectable tAHD camergs

Gonnectable toHDG/Icameras;

Gonnectable to IP cameras

Themain streamsuppors up to 1080p literesolution

1080p lite mode is applicable to all the channels

Independent configuration for each channel, including resolution, frame rate, bit rate, image
quality, etc;

Encoding foboth video streamand video& audiostreant audio and video synchronization
during composite stream encoding;

Supporsenabling H.264+ to ensure high ga@quality with lowered bitrate;
One-key enable or disable H.264+;

Qupports configuringnight to day sensitivityday to night sensitivityand IR light brightness for
the connected analog cameras supporting these parameters

Watermark technology

Local Monitoring

5
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1456809 /162536 screen live view is supported, and the display seqce of seens is
adjustable

Live view screen can be switched in group and manual switch and automatic cycle live view are
also provided, the interval agfutomatic cycle can be adjusted

CVBS output only serves as the aux output or live view output
Quick settingnenu is provided for live view
The selected Ve view channel can be shielded

Motion detection,videotampering detectionvideo exception alarnvideo loss alarnand
VCA alarnfunctions

Privacy mask
Zooming in/out by clicking the mouse aRd@ Z traimg by dragging mouse

HDD Management

5

8 network disks (8 NAS disBdP SAN diskor n NAS disks + m IP SAN disks gg)ncan be
connected

Remaining recording time of the HDD can be viewed,
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S.MA.R.T. and bad sector detection

HDDsleepingfunction;

HDD property: redundasy, readonly, read/write (R/W)

HDD group management

HDD quota management; different capacity ¢eassigned to different channels

Recordingand Playback

Holiday ecording schedule configuration
Cycle and nottycle recording mode
Normal and gent video encoding parameters

Multiple recording typesmanual,continuous alarm, motion, motion | arm, motion & alarm
andEvent

8 recording time periodwith separated recording types
Suppors ChannelZero encoding
Main stream and suistream configurable fosimultaneousecording;

Prerecord and postecord for motion detection triggered recordingnd prerecord time for
scheduleand manual recording

Searching record fildsy events &larm inputimotion detection);
Customization of tags, sezhing and playing back by tags
Lockng and unloclng of record files;

Local redundant recording

When TurboHD, AHD, oHDCVinput is connected, the formation including the resolion
and frame rate will be overlaid on the bottom right corner of the live view for 5 seconds.
When CVBS input is connected, the information such as NTSC or PAL will be ovéhlaid on
bottom right corner of the live view for 5 seconds.

Searching and playing back record fileshgneranumber, recording type, start time, end time,
etc.;

Smart playback to go through less effective information;

Main stream and suistream selectableoir local/remote playback;
Zooming in for any area when playback;

Multi-channelreverse playback

Supports pause, fast forward, slow forward, skip forward, and skip backward when playback,
locating by dragging the mousa the progress bar

4/8/16-ch synchonous playback

5

Backup

Exporsdata by aJSBand SATA device
Exporsvideo clips when playback;

5
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Video and Log, Video and Player, and Plagérctableto export for backup
Management ad maintenance of backup devices

Alarm and Exception

5

Configurable eming time of alarm input/output

Alarm for video loss, motion detectiomideotampering, abnormal signal, video
input/recording resolutiormismatch, illegal login, network disconnected, IP confliction, record
exception HDD error, and HDD full, etc

Alarm triggers full screen monitoring, audio alarm, notifying surveillance cesgeading email
and alarm output

Suppors coaxialalarm;
Automatic restoation when system is abnmaal.

Other Local Functions

Operableby mouse and remote contrpl

Threelevel lser managementadminuser can create many operating account and define their
operating permission, which includes the permission to access any channel;

Completeness of operation, alarm, exceptions and log writing and searching;
Manuallytriggering and claring alarms

Importing and exporting of configuration file of devices;

Getting cameragype information automatically

Unlock pattern for device login for treedmiry

Jeartext password available

GUID file can be exported for password resetting.

Network Functions

IPV6 is supported;

TCP/IP protocol, DHCP, DNS, DDNS, SADP, SMT¥ES, iSCSI t Y tand HTTP&re
supported;

Supporsaccess byHiLookVision
TCP, UDP and RTP for unicast;
Auto/Manual port mapping by UPAR/;

Remote search, playback, downthdocking and unlocking the record files, and downloading
files broken transfer resume;

Remote parameters setup; remote import/export of device parameters;
Remote viewing of the device status, system logs and alarm status;
Remote keyboard operation;

Renote HDD formatting and program upgrading;
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Remote system restaend shutdown)

Supporsupgrading via remote FTP server;

RS 485 ransparent channel transmissipn

Alarm and exception information can be sent to the remote host;
Remotely start/stop recording

Remotely start/stop alarm output

Remote PTZ control

Two-way audio and voice broadcasting

Configurable atput bandwidth limit

Embedded WEB server

If DHCP is enabled, you can enable DNS DHCP or disable it and edit the Preferred DNS Server
and AlternateDNS Server.

Development Scalability

SDK for Windows and Linux system;
Source code of application software for demo;
Development support and training for application system

5
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Chapter 1 Introduction

1.1 Front Panel

Front Panell:

- /)

Figure 11 Front Panel oDVR100GFIN

Front Paneb;:

O 80 &0 [N

1 2 3

Figure 12 Front Panel oDVR200G-FIN

Table 11 Descriptioon of Front Panel

No. | Icon | Description

1 @ Turnsred when DVR is powered up.

2 Turnsred when data is being read fronr avritten to
HDD.

Flickershlue when network connection is functionin
3 properly.
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1.2 IR Remote Control Operations

TheDVR may also be controlled with the includeddRote control, shown idrigure 14.

[lilnore

Batteries (XAAA) must be installed before opéian.

by
2
bl
»

=

E

z

c
AWA

O

|
o)

——10

(9,)
|
Or
|

Figure 13 Remote Control

The keys on the remote control closely resemble the ones found on dimé¢ lanel. Refeto Table
1-2, they include:
Table 32 Description of the IR Remote Control Buttons

No. | Name Description

Power on/offthe device.

1 POWER
© Power on/off the device by pressing and holding th

button for 5 seconds.

Press the buttonto return to the main menu (after

2 MENU Button .
successful login).
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No. | Name Description
Press and hold the button for 5 seconds will turn
audible key beep.
In PTZ Control mode, the MENU button will start wi
(if applicable).
In Playback mode, it is used to show/hide the con
interface.
Enter the Manual Record setting menu.
In PTZ control settings, press the button and then
3 REC Button can call @TZ preset by pressing Numeric button.
It is also used to turn audio on/off in the Playba
mode.
Navigate between different fields and items in menus
In the Playback mode, the Up and Down button is u
to speed up and slow dawrecorded video. The Le
and Right button will select the next and previg
DIRECTION record files.
Button
In Live View mode, these buttons can be used to ¢
through channels.
4 In PTZ control mode, it can control the movement of
PTZ camera.
Gonfirm selection in any of the menu modes.
It can also be used tiick checkbox fields.
ENTEmutton In Playback mode, it can be used to play or pause
video.
In singleframe Playback mode, pressing the button
advance the video by a single frame.
5 PTZ Button

In Autoswitch mode, it can be used to stop /start aJ

16
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No. | Name Description
switch.
6 DEV Enables/Disables Remote Control.

Switch to the corresponding channel in Live view or
Control mode.

Alphanumeric

Input numbers and characters in Edit mode.
Buttons

Switch between different channels ithe Playback
mode.

Back to the previous menu.

8 ESC Button . : . L .
Press for Arming/disarming the device in Live V

mode.

The button is used to enter the Alay Playback mode.

9 PLAY Button
It is also used tauto s@n in the PTZ Control menu.

Switch between single screen and migitreen mode.

10 | PREV Button . .
In PTZ Control mode, it is used to adjust the focu

conjunction with the A/IFOCUS+ button.

TroubleshootingRemote Control:

[lilnore

Make sure you have instatl batteriesproperlyin the remotecontrol. And you have to aim the
remote control at the IR receiver in the front panel.

If there is no response after you press any button on the remiaidow the procedure below to
troubleshoot

Step 1Go into Menu >Configuratim > General > More Settindpy operatingthe front control panel
or the mouse

Step 2Check and remembehe DVR NoThe defaulDVR Nois 255. Thisumbervalid for all IR
remote controls.

Step 3Press the DEV button on the rematentrol.
Step 4Enter theDVR Noin step 2.
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Step 5Press the ENTER button on the remote.

If the Status indicator on the front panel turb&ie, the remote control is operating properly. If
the Status indicator does not tutslue and there is still no response from the remote, please
check the following:

Step 1Batteries are installed correctly and the polarities of the batteries are not reversed.
Step 2Batteries are fresh and not out of charge.

Step 3IR receiver is not obstructed.

If the remote stillcannotfunction properly, please change the remote and try again, or cartec
device provider.

1.3 USB Mouse Operation

A regular 2outton (Left/Right/Scrolvheel) USB mouse can also be used with this DVR. To use a
USB mouse:

Step 1Plug USB mouse into one of the USBrfaceson the front panel of the DVR.

Step 2The mouse should automaticalbe detected. If in a rare case that the mouse is not detected,
the possible reason may be that the two devices are not compatidase refer to the
recommendedhe device list from your provider.

Theoperation of the mouse

Table 13 Description of the Mouse @uol

Name Action Description

Live view: Select channel and show the quick
Sngle-Click | Menu.

Menu: Select and enter.

Live view: Switch between singéereen and

Double-Click )
multi-screen.

Left-Click

PTZ control: Wheeling.

Privacy mask and nimn detection: Select targe

Digital zooran: Drag and select target area.

Live view: Drag channel/time bar.

RightClick | SingleClick | Live view: Show menu.
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Menu: Exit current menu to upper level menu.

Live view: Previouscreen.

Scrolling up
Menu: Previous item.
ScroltWheel
Scrolling Live view: Next screen.
down Menu: Next item.

1.4 Input Method Description

lTﬁl?l7 1?1?171?131@
BBH-E-B-II

bz xJclvio]nlmocl
] — RS

Figure 14 SoftKeyboard

Description of thébuttons on the soft keyboard:

Table 14 Description of the Soft Keyboard Icons

Icon Description Icon Description
@x@ Number x English letter
Lowercase/Uppercas( .| Backspace
EX Switch the keyboard |[ = | | Space

<> | Positioning the cursol [S=1] Enter
Symbols Reserved

1.5 Rear Panel
EE:INOTE

The rear panel vaires accordingdifferent models. Please refer to the actual product. The
following figures are for reference only.
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Rear Panel 1:

8
|
[} { i | |
=
=
VIDEO IN H:;rm AO LANIaI.IBE 12VI=
| | | | |
1 2 4 7 9

Rear Panel 2:
6 8
1 1
1 1
A
) o
=
LAN & USHE
=
79
Figure 16 Rear Panel ddVR200G-FIN
Table 15  Description oRearPanel
No. | Item Description
1 VIDEO IN BNC interface fofurbo HD, and analogdeo input.
2 HDMI HDM video output connector.
3 VGA DBL5 connector for VGA output. Display local vided

output and menu.

4 AUDIO OUT

RCAconnector.

5 AUDIO IN

RCAconnector.

6 Network Interface

Connector fometwork

7 USBInterface

Universal Serial Bus (USB) port for &ddal devices

8 GND

Ground

9 Power Supply

12 VDCpower supply.
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Chapter 2 Getting Started

2.1 Starting Up and Shutting Down the DVR

Purpose
Proper startup and shutdown procedures are crucial to expanding the lifeedVR.
Before you start

Check that the voltagef the extra power supply is the same with the /RRquirement, and the
ground connection is working properly.

Starting upthe DVR

Step 1Checkhe power supply is plugged into an electrical outlet. It is HIGHLY recommended that
an Uninterruptible Power Supp(JPS) be used in conjunction with ttlevice

Step 2Turn on the poweswitchon the rear panel, andie Power indicator LED should tusn
indicating that the unit begins to start up.

Step 3After startup, the Power indicator LED renmsam.

Shutting down the DVR

Thereare two proper ways to shutown the DVR. To shdbwn the DVR:
OPTION 1: Standard shutdown

Step 1Enter the Shutdown menu

Menu > Shutdown

Shutdown

-_
PO

o

Shutdown Reboot

Cancel

Figure 21 Shutdown Menu

Step 2Select theShutdownbutton.
Step 3Click theYesbutton.
Step 4Turn off the poweswitchon the rear panel when the netappears.
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Please power offl

Figure 22 Shutdown Tips

Rebootingthe DVR
While in the Shutdown menu~{gure 21), youcanalso rebootthe DVR.

Step 1Enter theShutdownmenu by clicking Menu > Shutdown.
Step 2Clickthe Logout button to log outor the Rebootbutton to reboot the DVR.

2.2 Activating the Device

Purpose

For the firsttime accessyou need to activate the device by setting an admin password. No
operation is allowed before activation. You can also activate the devia&eliaBrowser, SAD#
Client Software

Step 1Erter the admin password twice.
User Name admin

Create New P... 7

Confirm New P... "

@ Valid password range [8-18]. You can use a combination

of numbers, lowercase, uppercase and special character
for your password with at least two kinds of them
contained.

Cancel

Figure 23 Set Admin Password

£+ N\ WARNING

STRONGASSWORRECOMMENDEWe highly recommend you create a strong password of
your own choosing (Using a minimum of 8 characters, including at least three of the following
categories: upper case letterower case letters, numbers, and special characters.) in order to
increase the security of your product. And we recommend you reset your password regularly,
especially in the high security system, resetting the password monthly or weekly can bettestprote
your product.

Step 2Enter the password to activate the IP camera(s) connected to the device.
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Step 3ClickOKto save the password and activate the device.

linore

For the old version device, if you upgrade it to the new version, it requires to set a stronger
password wherthe device starts up. Click YES and follow the wizard to set a strong
password

5

A Admin password is weak. Please use a strong password
to ensure your information security. Continue?

Figure 24 Warning

What to do next
Export the GUID file to USB flash drive for the future password resetting.

2.3 Using the Unlock Pattern for Login
Purpose

For theadmin, you can configurehe unlock pattern for device login.

2.3.1 Configuring the Unlock Pattern

After the device isictivated,you can enter the following interface to configure the dewcdock
pattern.

Set Unlock Pattern

Draw the unlock pattern first.

Figure 25 St Unlock Pattern
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Step 1Usethe mouse to draw a patteramongthe 9dots on thescreen. Release the mouse
when the pattern is done.

Set Unlock Pattern

Release you finger when done.

cgelo

Figure 26 Draw the Pattern

[l nore

Connect at least 4 dots to draw the pattern.
Each dot can be connected for once only.

Step 2Draw the same pattern again to confirm it. When the two patterns match, the pattern is
configued successfully.

Set Unlock Pattern

Draw pattern again to confirm.

Figure 27 Confirm the Pattern

[lilnore

If the two patterns aralifferent, you must set the pattern again.
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Set Unlock Pattern

The two patterns are different. Try
aaain.

O O O
O O O

0.0 O

Figure 28 Reset the Pattern

2.3.2 Logging in via Unlock Pattern
[lilnore

Only theadminuser has the permission to unlock the device.

Pleaseconfigurethe pattern firstbefore unlocking Please refer t@hapter2.3.1
Configuring the Unlock Pattern

5

Step 1Right click the mouse on the screen and selketmenu to enter the interface.

o

admin

Draw the unlock pattern first.

O O O
O O O

ARG

Forget My P... Switch User

Figure 29 Draw he Unlock Pattern

Step 2Draw the predefined pattern to unlock to enter the menu operation.
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[l nore

You can right click the mouse to log in via the normal mode.

If you have forgotten your pattern, you can select thrarget My Patterror Switch User
option to enter tre normal logirdialog box.

When the pattern you dravs different from the pattern yoinaveconfigured you should
try again.

If you have drawn the wrong pattern f@rtimes, the account will be locked for 1 rate.

User Name

Password

@ Forget Pa...

Figure 210 Normal Login Dialog Box

User Name
Password

4k The account is locked. Please try again 515 later.

@ Forget Pa... Cancel

Figure 211 Lock the Acount
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2.4 Basic Configuration in Startup Wizard

2.4.1 Configuring the Signal Input Wizard

Purpose

After the startup and login, the device system enters the Wizara&dmfiguring the signal input.
You can also clidlenu > Camera> Signal Input Statuso configue the signal input.

Step 1Check the checkbox to selddifferent signal input typesHDCVBS and IP.

Step 2ClickApplyto save the settings.

Signal Input Status
HD/CVBS

T

Camera
Al

Max. IP Camera Number 16

Figure 212 Configure Signal Input Type

[lilnore

For detailed information of signal inpuyou can refer tadChapter 28 Configuring the Sign&hput
Channefor reference.

2.4.2 Using the Wizard for Basic Configuration
Purpose

By default, theSetup Wizardstarts once the device has loadedu can follow it to complete the
basic configuration.

Slecting the language
Step 1<lect the language from thdrop-down list.
Step 2dick Apply button.
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System Language English

Figure 213 Language Configuration

Operating the Setup Wizard:

Step 1TheStart WizardOF'y g1 1 €2dz GKNRdzZAK a2YS AYLERNII Yy
Want“to use theStart Wizardat that moment, clickeExit You can also use tigtat Vyizard
YSEG GAYS o6& fSIFEGAYy3 GKS a{0GFNI AT INR 6KS

Start wizard when device starts?

Figure 214 Start Wizard Interface

Step 2dick Next button to enter theChangehe Passwordnterface.
1) Input the Admin Password

2) (Optional) Check the checkboxMéw Admin Passwordnput the New Passwordnd
confirm it.

3) (Optional) Check the checkboxhable Pattern Unlocknd draw the unlock pattern.
Or click & icon ofDraw Unlock Patterrto change the patternRefer to Chapter2.3
Using the Urdck Pattern for Logifor reference.

4) (Optional) Clicdd icon of Export GUID to export GUID to the connedi&B flash
disk forresetting passwordRefer to Chapter 5.4.3Editing a Usefor reference.
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Admin Password

New Admin Password

New Password

Confirm

Enable Pattern Unlock

Draw Unlock Pattern

Export GUID

@ valid password range [8-16]. You can use a combination of numbers, lowercase,
uppercase and special character for your password with at least two kinds of them
contained.

Previous

Figure 215 Change the Pasgord

[lilnore

Qear-text password is supportedickthe E icon and you can see the clear text of the password.
Qick the icon agaiand the content of the password restores invisible.

Step 3dick Nextbutton and the Attention box pops up as shown beldlck Yesto duplicate the
passwordof the deviceto IP cameras that are connected with default protocai clickNo
to enter theDate and Time Settingsiterface.

Aftention

Duplicate the password to IP cameras

that are connected with default protocol.

Figure 216 Duplicate the Password
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(GMT+08:00) Beijing, Urumgi, Singapore
MM-DD-YYYY

05-08-2013

15:22:59

Previous

Figure 217 Date and Time Settings

Step 4After the time settings clickNext button to enterthe GeneralNetwork Setup Wizard
interfaceasshownbelow.

Select NIC bond0

NIC Type 10M/100M/1000M Self-adaptive
Enable DHCP

IPv4 Address 10 .16 .5 .17

IPv4 Subnet Mask 255 255 255 .0

IPv4 Default Gateway 10 .16 .5 .254

Enable DNS DHCP n

Preferred DNS Server

Alternate DNS Server

Main NIC

Previous

Figure 218 GeneraNetwork Configuration

[lilnore

If DHCP is enabled, you can check the checkbBxalble DNS DHQ@P uncheck iandedit the
Preferred DNS Servand Alternate DNS Server

Step 5ClickNext button after yau configured theébasicnetwork parameters
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Then you will enter théliLook/isioninterface. Configure taHiLook/isionaccording to
your need.Refer to 12.2.1ConfigureHiLookVisiorfor detailed operaions.

Step 6ClickNext button to enter the Advanced Network Parameteatinterface.Youcan enable
DDNS and set other ports according to your need.

Server Port

HTTP Port

RTSP Port

Enable UPnP

Enable DDNS

DDNS Type DynDNS

Area/Country Custom

Server Address

Device Domain Name

Status DDNS is disabled.
User Name

Password

Previous

Figure 219 SetAdvanced Network Parameters

Step 7ClickNext button after configuringthe advancedhetwork parameters, which witeke you
to the HDD Managemeninterface asshown below
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MLabel Capacity Status Property Type Free Space

Previous

Figure 220 HDD Management

Step 8Toinitialize theHDD, click thénit button. Initializationwill remove all the data saved in the
HDD.

Step 9ClickNext button to enter thelP Camera Managemermterface

Step 10Add the IP camex.

1) ClickSearchio search theonline IP Camerahe Securitystatus shows wéther it is active
or inactive.Beforeaddingthe camera, make sure the IP camera to be added is in active
status.If the camerais in inactive status, you can click tinactiveicon of the camera to
set the password to activate it. You can also select multiple cameras from the list and click
the Onetouch Activateto activate the cameras in batch.

2) Click theAddto add the camera.
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IP Address Amount of... Device M... Protocol

192.168.1.64 ) Active 1 DS-2ZMM... HIKVISION

10.16.1.14 ' Activ i Ds-2CD2... HIKVISION

One-touch A... Search

Previous

Figure 221 IP Camera Management

Step 11After finishing IP Cameratsiags, dick Nextto enter theRecord Settingmterface

Step 12dick the icon E and you can enable the continuous recording or motietection
recording for all channels of the device.

Continuous

Motion Detection

Previous

Figure 222 Record Settings

Step 13ClickOKto complete the wizard settings.

2.5 Login and L ogout
2.5.1 User Login

Purpose

You have to log in to the device before operating the menu and other functions
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Step 1Select theUser Naman the drop-down list.

Liser Name

Password

® Forgel Pa... Cancel

Figure 223 Login Interface

Step 2Inputthe Password
Step 3ClickOKto log in.

[lilnore

Jeartext password is supportedickthe E icon and you can see the clear text of the
password dick the icon agaiand the content of the password restores invisible.

In the Loginnterface for the admin,if you have entered the wrong password for 7 times,
the account will be locked for 60 seconésr the operator, if you have entered the wrong
password for 5 times, the account will be locked for 60 seconds.

Attention

i’ Incorrect password. You still have 6 chances.
Please try again.

Figure 224 User Account Protectiofor the Admin

Aftention

R' Incorrect password. You still have 4 chances.

Please try again.

Figure 225 User Account Protectiofor the Operator

2.5.2 User Logout

Purpose

After logging out, the monitor turn® the live view mode and if you want to perform some
operatiors, you need to entethe user name and passwotd log in again.
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Step 1Enter theShutdownmenu.

Menu > Shutdown

Shutdown

o

Shutdown Reboot

Cancel

Figure 226 Logout

Step 2ClickLogout

[lilnore

After you have logged owf the system, menu operation on trsereen is invalid. It is required to

input a user name and password to unlock the system.

2.6 Resetting Your Password
Purpose

When you forget the password of ttelmin, you can reset the password by importing the GUID
file. The GUID file must beorted and swved in the local USiash disk after you have activated

the device (refer to Chapt&.2 Activating the Devige

Step 20n the user login interfacelickForget Passwordo pop up the Import GUID interface.

USB Flash Disk 1-1

Name
B 4bmp 7! e 08-02-2

B 5bmp 67" KE File 09-02-2016 11:50:32
B 6bmp 6750.06KE File 08-02-2016 11:50:42
B 7bmp 6750.06KB Flle 09-02-2016 11:52:10
B 8.bmp 6750.06KE File 09-02-2016 11:62:16

W 3bmp 6750.06KE File 09-02-2016 11:52:24

B GUID_583574624_20160 3 09-06-2016 14:10:37

Figure 227 Import GUID

Step 3elect the GUID file from the USB fiadisk and clicknport button to pop up the Reset

Password interface.
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Lser Name

Create New Passw...

Confirm New Pass...

@ Valid password range [8-16]. You can use a combination of numbers,
lowercase, uppercase and special character for your password with at
least two kinds of them contained.

Figure 228 Reset Password

Step 4Input the new password and confirm the password.

Step 50ick OKto save the new passwordhen the Attention box pops up as shown below.

Attention

The password is reset. The GUID file is
ineffective. Export a new GUID file.

OK

Figure 229 GUID File Imported

Step 6dick OKandthe Attention box as below pops up to remind you to duplicate the password of
the device to IP cameras that are connected with default protadadk Yesto duplicate the
password oNoto cancel it.

Attention

Q Duplicate the password to IP cameras

that are connected with default protocol.

Figure 230 Duplicate the Password

[lilnore

If you want to retrieve the pasgord when you forget it, you must export the GUID file first.

Once the password is reset, the GUID Wi be invalid You can export a new GUID file.
Refer to Chapter 5.4.3Editing a Usefor reference.

5

2.7 Adding and Connecting the IP Cameras

2.7.1 Activating t he IP Camera

Purpose
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Beforeaddingthe camera, make sure the IP camera to be added is in active status.

Step 1Select theAdd IP Cameraption from the rightclick menu in live view mode or click
Menu> Camera# Camerao enter thelP CameraManagementinterface.

Forthe IP cameraletected online in the same network segment, tBecuritystatus shows
whether it is active or inactive.

BCam... Add/De... Status  Security

IP Camera Addr... Edit Upgrade Camera Nam

L+ &2 Active 10.16.1.14 7

® @ Active 10.16.1.205 =

) ® Inactive 192.168.1.64 =

| | | >

Refresh One-touch A... Upgrade Delete One-touch A... Custom Addi...

Net Receive Idle Bandwidth: 128Mbps

Figure 231 IP Camera Management Interface

Step 2Click theinactiveicon of the camera to enter the following interface to activate it. You can

also select multiple cameras from the list and click @metouch Activateto activate the
cameras in batch.

B Use Admin Password

@

® Confirm Ne

& Valid password range [8-16]. You can use a combination
of numbers, lowercase, uppercase and special character

®
& Valid password range [8-16]. You can use a combination
of numbers, lowercase, uppercase and special character

for your password with at least two kinds of them for your password with at least two kinds of them
contained. contained.

Cancel

Figure 232 Activate the Camera

Cancel

Step 3Set thepassword of the camera to activate it.

Use Admin Password¥hen you check theheckboxthe camergs)will be configured
with the same admimpassword of the operatinBVR.

Create New Passwordf the admin password is not used, you must create the new
password for the camera and confirm it.
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M Use Admin Password

& Valid password range [8-16]. You can use a combination

of numbers, lowercase, uppercase and special character
for your password with at least two kinds of them
contained.

Cancel

Figure 233 Set New Password

/2 \ WARNING

STRONGPASSWORRECOMMENDEWe highly recommend qu create a strong password of
your own choosing (Using a minimum of 8 characters, including at least three of the following
categories: upper case letters, lower case letters, numbers, and special characters.) in order to
increase the security of your pilact. And we recommend you reset your password regularly,

especially in the high security system, resetting the password monthly or weekly can better protect
your product.

Step 4ClickOKto finish the acitavting of the IP camera. And the security status of camiirbe
changed tdActive.

2.7.2 Adding the Online IP Camera
Purpose

Before you can get a live view or record of the video, you should add the network cameras to the
connection list of the device.

Before you start

Ensure the network connection is valid andrect. For detailed checking and configuring of the
network, please se€hapte 11 Network Settings

OPTIONL:

Step 1Select theAdd IP Cameraption from the rightclick menu in live view mode or click
Menu> Camera¥’ Camerao enter thelP CameraManagementinterface.
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Figure 234 IP Camera Management Interface

Step 2The online cameras with same network segment wildbgected anddisplayed in the
camera list.

Step 3Select thdP camera from the list and click the button to add the camera (with the
same adnmn password of the D\@. Or you can click th@netouch Addingbutton to add
all cameras (with the samedminpassword) from the list.

[lilnore

Make sure the camera to add has already been actialtedetting the admin password, and the
admin password of the camera is the same wita DVFR.

Step 4(For the encoders with multiple channels only) checkctemoxof ChannePortin the
pop-up window, as shown in the following figure, and clkto add multiple channels

Figure 235 SelectMultiple Channels

OPTION:

39












































































































































































































































































































































































































