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Quick Start Guide

COPYRIGHT © 8Mangzhou Hikvision @ital Technology Co., Ltd.
ALL RIGHTS RESERVED.
Any and all information, including, among others, wordings, pictures, graphs are the properties of
Hangzhou Hikvision Digital Technology Co., Ltd. or its subsidiaries (hereinafter referred to be
GI Al ORABBYE0VAZASNI YIydzht OKSNBAYIlF FGSNI NEFTFSNNBF
changed, translated, or distributed, partially or wholly, by any means, without the prior written
permission of Hikvision. Unless otherwise stipulated, Hikvision does nké ranay warranties,
guarantees or representations, express or implied, regarding to the Manual.
About this Manual
This Manual is applicable to Network Video Recorder (NVR).
The Manual includes instructions for using and managing the product. Picturets,dheges and
all other information hereinafter are for description and explanation only. The information
contained in the Manual is subject to change, without notice, due to firmware updates or other
reasons. Please find the latest version in the companywebsite
(http://overseas.hikvision.com/er)/

Please use this user manual under the guidance of professionals.
Trademarks Acknowledgement

HiLzzk and otherl A | @ AtéadethafkQ and logos are the properties ldikvision in various
jurisdictions. Other trademarks and logos mentioned below are the properties of their respective
owners.

Legal Disclaimer
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE PRODUCT DESCRIBED, V
HARDWARE, SOFTWARE AND FIRMWARL { twh+xL595 da!{ L{¢€Z 2L¢I
AND HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMIT
MERCHANTABILITY, SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOS
NONINFRINGEMENT OF THIRD PARTY. IN ND BME. HIKVISION, ITS DIRECTORS, OFFICERS,
EMPLOYEES, OR AGENTS BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INCIDE
INDIRECT DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS P
BUSINESS INTERRUPTION, OR LOSS OF DATAMERNDOON, IN CONNECTION WITH THE
USE OF THIS PRODUCT, EVEN IF HIKVISION HAS BEEN ADVISED OF THE POSSIBILITY C
DAMAGES.
REGARDING TO THE PRODUCT WITH INTERNET ACCESS, THE USE OF PRODUCT SHALL BE
AT YOUR OWN RISKS. HIKVISION SHALL NOT TAKESRONSIBILITES FOR ABNORMAL
OPERATION, PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER ATTACK,
ATTACK, VIRUS INSPECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, HIKVISI
PROVIDE TIMELY TECHNICAL SUPPORT IF REQUIRED.
SURVEILLANCE LRAWARY BY JURISDICTION. PLEASE CHECK ALL RELEVANT LAWS IN
JURISDICTION BEFORE USING THIS PRODUCT IN ORDER TO ENSURE THAT YOUR USE CC
THE APPLICABLE LAW. HIKVISION SHALL NOT BE LIABLE IN THE EVENT THAT THIS PROI
USED WITH ILLEGITIMATE PBRBO

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, TH
PREVAILS
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Regulatory Information

FCC Information
Please take attention that changes or modification not expressly approved by the party
responsible for compliancedaf R @2 AR (KS dzaSNR&a FdziK2NAGe (2
FCC complianc&his equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable potection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio frequency energy
and, if not installed and used in accordance with the instruction manual, may causduha
interference to radio communications. Operation of this equipment in a residential area is likely to
cause harmful interference in which case the user will be required to correct the interference at
his own expense.
FCC Conditions
This device complgewith part 15 of the FCC Rules. Operation is subject to the following two
conditions:
1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause
undesired operation.
EU Caformity Statement

This product and if applicable- the supplied accessories too are marked with "CE" and

comply therefore with the applicable harmonized European standards listed under the
EMC Directive 2014/30/EU, the LVD Directive 2014/35/EU, th& Ruotéctive 2011/65/EU.
2012/19/EU(WEEE directive): Products marked with this symbol cannot be disposed of
as unsorted municipal waste in the European Union. For proper recycling, return this
product to your local supplier upon the purchase of equivaleew equipment, or
dispose of it at designated collection points. For more information w@ev.recyclethis.info

2006/66/EC (battery directive): This product contains a battery that cannot be disposed
E of as ursorted municipal waste in the European Union. See the product documentation

for specific battery information. The battery is marked with this symbol, which may
include lettering to indicate cadmium (Cd), lead (Pb), or mercury (Hg). For proper recy¢ling, re
the battery to your supplier or to a designated collection point. For more information see:
www.recyclethis.info
Industry Canada ICEH®3 Compliance
This device meets the CAN I€EE@)/NMB3(A) standardsaquirements.
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Applicable Models

This manual is applicable to the models listed in the following table.

Series Model
NVR104HD
NVR100HD
NVR108HD
NVR104HD/4P
NVR100HD/P
NVR108HD/8P
NVR104MHD
NVR100MHD
NVR108MHD
NVR104MHD/4P
NVR100MHD/P
NVR108MHD/8P

Symbol Conventions

The symbols that may be found in this document are defined as fallows

Symbol

Description

Tinore

Provides additional information to emphasize or supplem
important points of the main text.

\ WARNING

Indicates a potenally hazardous situation, which if not avoids
could result in equipment damage, data loss,
degradation, or unexpected results.

Indicates a hazard with a high level of risk, which if not avoided
result in death or serious injury.
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Safety Instructions

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or enduser.

In the use of the product, you must be in strict compliance with the electrical safety
regulations of the nationrad region. Please refer to technical specifications for detailed
information.

Input voltage should meet both the SELV (Safety Extra Low Voltage) and the Limited Power
Source withL00~240VAC, 48 VDC &2 VDC according to the IEC60956tandard. Please
refer to technical specifications for detailed information.

Do not connect several devices to one power adapter as adapter overload may cause
over-heating or a fire hazard.

Please make sure that the plug is firmly connected to the power socket.

If smoke,odor or noise rise from the device, turn off the power at once and unplug the power
cable, and then please contact the service center.

If the POE ports of device do not comply with Limited Power Source, the additional equipment
connected to POE ports shhhve fire enclosure.

The USB interface of the /P devices can be connected with the mouse-tiashldlisk storage
device only.

Preventive and Cautionary Tips

Before connecting and operating your device, please be advised of the following tips:

Ensure uit is installed in a weNentilated, dustfree environment.
Unit is designed for indoor use only.

Keep all liquids away from the device.

Ensure environmental conditions meet factory specifications.

Ensure unit is properly secured to a rack or shelf. Msljarcks or jolts to the unit as a result of
dropping it may cause damage to the sensitive electronics within the unit.

Use the device in conjunction with an UPS if possible.
Power down the unit before connecting and disconnecting accessories and pergpheral
A factory recommended HDD should be used for this device.

Improper use or replacement of the battery may result in hazard of explosion. Replace with
the same or equivalent type only. Dispose of used batteries according to the instructions
provided by tle battery manufacturer.
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Power Supply Instructions

Use only power supplies listed

in the user instructions

NVR Models Standard Power Supply Models Manufacturer
MSAC1500I1C12:08RDE MOSO PoweBupply Technology Caud
ADS26FSEL2 12018EPG Shenzhen HONOR Electronic Co., Ltd
NVR104HD European  ['v). AD3060VA Xiamen Keli Electronics Chotd
NVR108HD KPDO18-VI Channel Well Technology Chotd
Exiiggmﬁg ADS25FSE 2 12018GPB Shenzhen HONOR Electronic Co., Ltd
British MSAC1500I1C12:08RGB MOSO Power Supply Technology Cul,
ADS26FS@EL2 12018EPB Shenzhen HONOR Electronic Co., Ltd
NVR104HD/4P MSRZ1360IC48:B5W MOSO Power Supply Technology Cul,
NVR108HD/8P Universal MSAZ1081S48.665W-Q MOSO Power Supply Technology Ctal,
ExzngMﬁggg MSAZ13601S48.B65W-0 MOSO Power Supply Technology Cul,

[Tilnore

., The power supplies list above is for EU countries only.
. Thepower supplies list is subject to change without prior notice.
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Chapterl Pands Description

1.1 Front Panel

E S
i N

. </

Figure 31 NVR100HD (/P) Series

®O 80 &0 [

Figure 322 NVR100MHD (/P) Series

Table 11 Description ofront Panel

No. | lcon | Description

1 @ Indicator turns red whemNVR is powered up.

2 Indicator lights in red when data is being read from or written
(Z* | HDD.

Indicator blinks blue when network connection is function
properly.
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1.2 Rear Panel
NVR-100H-D and NVR-100MH-D Series

(00
B

|
4 5

Figure 34 NVR100MHD Rear Panel

Table 12 Description oRearPanel

No. Item Description

1 Power Supply 12 VD(ower supply.

2 VGA Interface DB9 connector for VGA output. Display local vi
output and menu.

3 HDMI Interface HDMI video output connector.

4 USB Interface Universal Serial Bus (USB) ports for additional dey
such as USB mouse and USB Hard Disk Drive (HDD)

5 LAN Network Interfae | 10 /100Mbps selfadaptive Ethernet interface

6 Ground Ground(needs to be connected whexVR stars up).
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NVR-100H-D/P and NVR -100MH-D/P Series

©
I-&‘:':
|
1
Figure 15 NVR100HD/P Rear Panel
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!
I Sy oo 2
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Figure 16 NVR100OMHD/P Rear Panel
Table 13 Description oRearPanel
No. Item Description
1 Power Supply 12 VDG ower supply.
5 VGA Interface DB9 connector for VGA output. Display local vi
output and menu.
3 HDMI Interface HDMI video output connector.
4 USB Interface Universal Serial Bus (USB) ports for additional dey
such as USB mouse and USB Hard Disk Drive (HD
5 LAN Network Interfae 10 /100Mbps selfadaptive Ethernet interface
6 Ground Ground(needs to be connected whexVR stars up).
Network interfaces for the camerasnd to provide
7 Network Interfaces with power over Ethernet.
PoE function 4 interfaces for4P models and éterfaces for/8P
models.
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Chapter 2 Installation and Connections

2.1NVR Installation

During installation ofhe NVR:

5

Use brackets for rack mounting.
Ensure ample room for audio and video cables.

Whenrouting cables, ensure that the bend radius of the cables are no less than five tiares th
its diameter.

Connecthe alarm cable.

Allow at least 2cmFQ.75inch) of space between racks mounted devices.

Ensure theNVRis grounded.

Environmental temperatue should be within the range ef0to +55° C +14to +131° F.
Environmental humidity should be within the range of 1107/80%.

2.2Hard Disk Installation

Before you start:

Disconnect the power from the NVRfbre installing a hard disk drive (HDD). A factory
recommended HDD should be used for this installation.

Tools RequiredXrewdriver.

Step 1Remove thecover fromthe deviceby unfastening the screws on thettom.

A

© Q; Il PO @ = |=l®)

—x

=

| FigUre 21 Remove the Cover

Step 2Place the HDD on the bottom of the device and then fasten the screws on the bottom to fix

the HDD

10
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Figure 22 Fix the HDD
Step 3Connectone end of the data cable tthe motherboard ofNVRand the other end to the
HDD.
Step 4Connect the power dae to the HDD.

Figure 23 Connect Cables
Step 5Reinstall thecoverof the NVR and fasten screws.

11
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2.3HDD Storage Calculation Chart

The following chart shows an estimation of storage space used based on recording at one channel
for an hour at a fixed bit rate.

Bit Rate Storage Used
96K 42M
128K 56M
160K 70M
192K 84M
224K 98M
256K 112M
320K 140M
384K 168M
448K 196M
512K 225M
640K 281M
768K 337M
896K 393M
1024K 450M
1280K 562M
1536K 675M
1792K 787M
2048K 900M
4096K 1.8G
8192K 3.6G
16384K 7.2G

[Tilnore

Please note that supplied values for storage space used is just for referBimeestorage values in
the chart areestimated by formulas and may have some deviation from actual value.

12
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Chapter 3 Menu Operation

3.1 Startup and Shutdown

Proper startup and shutdown procedware crucial to expanding the life thie NVR.
To startyour NVR:

Step 1Checkthe power supply is plugged into an electrical outlet. It is HIGHLY recommended that
an Uninterruptible Power Supply (UPS) be used in conjunction witbdetiee The Power
button) on the front panel shouldered, indicating thaleviceis receiving the power.

Step 2Press thgower switchon the panel. The Pow&ED should turblue. The unit will begin to
start.

After the device stagup, the wizard will guide you through the initial 88gs, including modifying
password, date and time settings, network settings, HDD initializing, and recording.

To shutdown theNVR
Step 1Enter the Shutdown menu

Menu > Shutdown

Shutdown

-
e

®

Shutdown Reboot

Figure 31 Shutdown

Step 2SelectShutdown
Step 3ClickYes

3.2 Activating Your Device

Purpose:

For the frst-time accessyou need to activate the device by setting an admin password. No
operation is allowed before activation. You can also activate the devid&elaBrowser, SADH
client software.

Step linputthe same password in the text field Greate New Pasvord and Canfirm New
Password

13
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Lsar Name admin
Create NewP... ’ "

Confirm New P.

IP Camera Acli... °

& valid password range [8-16]. You can use a combination
of numbers, lowercase, uppercase and special character

for your password with at least two kinds of them
contained.

Figure 32 Set Admin Password

\ WARNING

STRONGPASSWORRBRECOMMENDERM/e highly recommend you create a strong password of
your own choosing (Using a minimum of 8 characters, including at least three of the following
categories: upper case let® lower case letters, numbers, and special characters.) in order to
increase the security of your product. And we recommend you reset your password regularly,

especially in the high security system, resetting the password monthly or weekly can betestpro
your product.

Step 2Inthe IP Camera Activatiotext field, enterthe password to activate the IP camera (S)
connected to the device.

Step 3ClickOK

Tilnore

For the old version device, if you gpadeit to the new version, the following dialog box will pop
up once thedevice starts up. You can cli¢¥kSand follow the wizard to set a strong password.

A Admin password is weak. Please use a strong password
to ensure your information security. Continue?

Figure 33 Warning of Weak Password

14
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3.3Using the Unlock Pattern for Login

For the Admin user,ou can configure the unlock pattern for device login.

After the device isictivated,you can enter the following interface to configure the dewicdock
pattern.

Step 1Usethe mouse to draw a patteramongthe 9dots on the screen. Release the mouse when
the pattern is done.

Set Unlock Pattern

Release you finger when done.

(o p
o

Figure 34 Draw the Pattern

[Tilnore

Connect at least 4 dots to draw the pattern.
Each dot can be connected for once only.

5

Step 2Draw the same pattern again to confirm it. When the two patterns match, the pattern is
configured successfully.

Step 3You can uséhe configured unlock patterfor future login.

admin

Draw the unlock pattern first.

O O O
O O O

O O O

Forget My P... Switch User

Figure 3 Draw the Unlock Pattern

3.4User Login

Pumpose:

15
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If NVR has logged out, you must login the device before operating the menu and other functions.

Step 1Select theUser Naman the dropdown list.

® Forget Pa Cancel

Figure 36 Login
Step 2Input Password
Step 3ClickOK

[Tilnore

In the Login dialog box, if you enter the wrong password 7 times, therduiser account will be
locked for 60 seconds.

3.5Using the Setup Wizard

The Setup Wizard caguide you to configure theystem resolution, system date/timélDD
initialization, IP camera managemergic.

128071024/60HZ

(GMT+08:00) Beijing. Urumgi, Singapore
DD-MM-YYYY

20-01-2004

00:10:19

-
ed HDD will not be initialized.

Figure 37 Wizard

3.6 Network Settings

Purpose:

Network settinganust beproperlyconfigured before yowperateNVR ovenetwork.

Step 1Enter thegeneral network settingsterface.

16
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Menu >Configuratior> Network> General

100M Full-dup

55 1  feB80::b6a3:82ff.febe ad2c/64

b4:a3:82:be:ad:2c

1500

192 .168 .254 .1

Figure 38 Network Settings

Step 2Configure the following settings: NIC Type, IPv4 Addresd, Gateway, MTU and DNS
Srver.

Step 3If the DHCP servas available, you catheckthe checkbox oDHCRo automatically obtain
an IP address and other network settings from that server

Step 4Qick Apply.

3.7Adding IP Cameras

Purpose:

Before you can get liveideoor record the video filesyou should add the network cameras to the
connection list of the device.

Before you start:

Ensure the network connection is valid arairect, and the IP camera to add has already been
activated. Please refer to tHdser Manuafor activating theinactivelP camera.

You can select one of the following three options to add the IP camera.
OPTION 1:

Step 1Click to slectan idlewindow in the live view mode.

Step 2dick in the center of the window to pop up the Add IP Camera interface.

17
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Add IP Camera

IP Address Amount of... Device Ty... Protocol Managem

10.16.1.199 IP Dome HIKVISION 8000

| | |
> Camera Address 10.16.1.62
| HIKVISION
ement Port 8000
hannel Port 1
Auto

admin

Search Cancel

Figure 39 Add IP Camera

Step 3Slect the ceteded IP camera and cligkdd to add itdirectly, and you can clickearchto
refresh the online IP camera manually.

Or you can choose to custom add the IP camera by editing the parameters in the
correspondng text field and then clickddto add it.

3.8Live View

Icons are providedn screenin LiveView mode to indicate camera status. These icons include:
LiveView Icons

In the live view mode, there are icons at thpperright cornerof the screen for each channel,
showing the status of the record and alarnthe channefor quick reference.

g Alarm (video loss, tampering, mon detection VCAor sensor alarm)
ﬁ Record (manual recor@pntinuousrecord, motion detection, VCA atarm triggered record)

m AlarmandRecord

Event/Exceptiorfevent and exceptioimformation, appears at the loweleft comer of the
screen)

3.9Recording Settings

Before you start:

Make sure that thaliskhas already been installed. If not, please instaliskand initialize it. You
may refer to the user manual for detailed infornat.

18
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Purpose:

Two kinds of record types are introduced in the following section, including Instant Record and
All-day Record. And for other record types, you may refer to the user manual for detailed
information.

[Tilnore

After rebooting all the manual records dnlad are canceled.

Step 10n the live view window, right lick the window and move the cursor toSteet Recording
option, and selec€ontinuousRecordor Motion Detection Recordn your demand.

<« Previous Screen

- MNext Screen

2  Start Auto-switch

@ Start Recording P W& Continuous Record
¥3 AddIP Camera %2 Motion Detection Record

2 Playbhack
Figure 310 Start Recording from Righlick Menu

Step 2dick Yesin the popup Attention message box to céirm the settings All the channels will
start to record in the selected mode.

3.10Playback

Therecorded video files on the hard disk can Baypd backin the following modes: instant
playback, attayplaybackfor the specifiedchanrel, and playback by
normal/event/smart/tag/subperiods/external file search.

Step 1Enter playback interface.
ClickMenu> Plybackor from the rightclick menu

Step 2Check the checkbox of channel(s) in the channel list and then dalibketo select a date on
the cdendar.

Step 3You can usehe toolbar in the bottom part of Playback interface to control playing progress

19
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"".-jﬂ“:l, | l:h }

Figure 311 Playback Interface

Step 4Selectthe channe(s)to or executesimultaneougplayback of multiple channels

20
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Chapter 4 Accessing by Web Browser
E:B:INOTE

You shall acknowledge ththe use of the product with Internet access might be under network
security risks. For avoidance of any network attacks and information leakage, please strengthen

your own protection. If the product does not work properly, please contact with your dealire
nearest service center.

Purpose

You can get access to the device via web brow&ser.may use one of the following listed web
browsers: Internet Explorer 6.0, Internet Explorer 7.0, Internet Explorer 8.0, Internet Explorer 9.0,
Internet Explorer @.0, Internet Explorer 1.0, Apple Safari, Mozilla Firefox, and Google Chrome.
The supported resolutions include 1024*768 and above.

Step 10pen web browser, input the IP address of the device and then press Enter.

Step 2 Login to the device.

If the device has not l#n activated, you need to activatke device first before login.

User Name admin

Password sessensenes (/]
Strong

Confirm = |essssssssss

Figure 41 Set Admin Password

1) Setthe password for the admin user account.
2) ClickOK

\ WARNING

STRONGASSWORRBECOMMENDEDNe highly recommend you create a strong password of
your own choosing (using a mimum of 8 characters, including upper case letters, lower case
letters, numbers, and special characters) in order to increase the security of your product. And we
recommend you reset your password regularly, especially in the high security system, retbetting
password monthly or weekly can better protect your product.

21
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If the device is already activated, entbe user name and passwona the login interface
and clickogin

admin

Figure 42 Login

Step 3Install the plugin before viewing the live video and managing the caan@&ease follow the
installation prompts to install the plup.

(Tilnore

You may have to close the web browser to finish the installation of theiplug

After login, you caperformthe operation and configuration of the device, including the live view,
playbad, log search, configuration, etc.

0304096080131

22
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