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Initiatives on the Use of Video Products

Thank you for choosing Hikvision products.

Technologyaffects every aspect of our life. As a higlch company, we are increasingly aware of

the role technology plays in improving business efficiency and quality of life, but at the same time,
the potential harm of its improper usage. For example, video prtxdae capable of recording

real, complete and clear images. This provides a high value in retrospect and preserviingeeal
facts. However, it may also result in the infringement of a third party's legitimate rights and
interests if improper distributio, use and/or processing of video data takes place. With the
philosophy of "Technology for the Good", Hikvision requests that every end user of video
technology and video products shall comply with all the applicable laws and regulations, as well as
ethicd customs, aiming to jointly create a better community.

Please read the following initiatives carefully:

Everyone has a reasonable expectation of privacy, and the installation of video products should
not be in conflict with this reasonable expectation eféfore, a warning notice shall be given in

a reasonable and effective manner and clarify the monitoring range, when installing video
products in public areas. For nquublic areas, a third party's rights and interests shall be
evaluated when installing deo products, including but not limited to, installing video products
only after obtaining the consent of the stakeholders, and not installing highigible video
products.

The purpose of video products is to record real activities within a specifecaimd space and

under specific conditions. Therefore, every user shall first reasonably define his/her own rights
in such specific scope, in order to avoid infringing on a third party's portraits, privacy or other
legitimate rights.

During the use of videproducts, video image data derived from real scenes will continue to be
generated, including a large amount of biological data (such as facial images), and the data
could be further applied or reprocessed. Video products themselves could not distingoigh g
from bad regarding how to use the data based solely on the images captured by the video
products. The result of data usage depends on the method and purpose of use of the data
controllers. Therefore, data controllers shall not only comply with allegglicable laws and
regulations and other normative requirements, but also respect international norms, social
morality, good morals, common practices and other fimoandatory requirements, and respect
individual privacy, portrait and other rights and ingsts.

The rights, values and other demands of various stakeholders should always be considered
when processing video data that is continuously generated by video products. In this regard,
product security and data security are extremely crucial. Therekrery end user and data
controller, shall undertake all reasonable and necessary measures to ensure data security and
avoid data leakage, improper disclosure and improper use, including but not limited to, setting
up access control, selecting a suitabktwork environment (the Internet or Intranet) where

video products are connected, establishing and constantly optimizing network security.
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Video products have made great contributions to the improvement of social security around the
world, and we believéhat these products will also play an active role in more aspects of social
life. Any abuse of video products in violation of human rights or leading to criminal activities are
contrary to the original intent of technological innovation and product develept. Therefore,

each user shall establish an evaluation and tracking mechanism of their product application to
ensure that every product is used in a proper and reasonable manner and with good faith.
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Legal Information

© 2021Hangzhou Hikvision Digital Tewlogy Co., Ltd. All rights reserved.

About this Manual

The Manual includes instructions for using and managing the Product. Pictures, charts, images and
all other information hereinafter are for description and explanation only. The information
containedin the Manual is subject to change, without notice, due to firmware updates or other
reasons. Please find the latest version of this Manual at the Hikvision website
(https://lwww.hikvision.com/).

Please use thislanual with the guidance and assistance of professionals trained in supporting the
Product.

Trademarks
Hilzek ' yR 20 KSNJ I A1 dAaA2yQa GNIRSYINJ & FyR f23:
jurisdictions. Other trademarks and logos mentioned below arepttoperties of their respective

owners.
Other trademarks and logos mentioned are the properties of their respective owners.

Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THIS MANUAL AND THE PRODI
DESCRIBED, WITH ITS HARDWARE, SOFTWSREWND ! w9 > ! w9 twh+L595 4§
G2L¢l I[[ Cl![¢{ b5 9wwhw{é®d I LY+L{Lhb a!YO9{
INCLUDING WITHOUT LIMITATION, MERCHANTABILITY, SATISFACTORY QUALITY, OR FITNES
A PARTICULAR PURPOSE. THE USE OF THE PRODUCATBYOXRUOB/N RISK. IN NO EVENT
WILL HIKVISION BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR I}
DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUS
INTERRUPTION, OR LOSS OF DATA, CORRUPTION OF SYSESMS: DRCUMENTATION,
WHETHER BASED ON BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE), PRODUCT
OR OTHERWISE, IN CONNECTION WITH THE USE OF THE PRODUCT, EVEN IF HIKVISION HAS
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR LOSS.

YOU ACKNOWREE THAT THE NATURE OF INTERNET PROVIDES FOR INHERENT SECURITY R
AND HIKVISION SHALL NOT TAKE ANY RESPONSIBILITIES FOR ABNORMAL OPERATION, PRI
LEAKAGE OR OTHER DAMAGES RESULTING FRAMTATBERACKER ATTACK, VIRUS
INFECTION, OR OTHER INTEBEEDRITY RISKS; HOWEVER, HIKVISION WILL PROVIDE TIMELY
TECHNICAL SUPPORT IF REQUIRED.

YOU AGREE TO USE THIS PRODUCT IN COMPLIANCE WITH ALL APPLICABLE LAWS, AND YOI
SOLELY RESPONSIBLE FOR ENSURING THAT YOUR USE CONFORMS TO THE APPLICABLE L
ESPECIALLYOU ARE RESPONSIBLE, FOR USING THIS PRODUCT IN A MANNER THAT DOES NI
INFRINGE ON THE RIGHTS OF THIRD PARTIES, INCLUDING WITHOUT LIMITATION, RIGHTS Ol
PUBLICITY, INTELLECTUAL PROPERTY RIGHTS, OR DATA PROTECTION AND OTHER PRIVAC
YOU SHALL NOT UBES PRODUCT FOR ANY PROHIBITEBSES|DNCLUDING THE



https://www.hikvision.com/
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DEVELOPMENT OR PRODUCTION OF WEAPONS OF MASS DESTRUCTION, THE DEVELOPMEI
PRODUCTION OF CHEMICAL OR BIOLOGICAL WEAPONS, ANY ACTIVITIES IN THE CONTEXT F
TO ANY NUCLEAR EXPLOSIVE OR UNSIMEARNRIIELYCLE, OR IN SUPPORT OF HUMAN

RIGHTS ABUSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE
PREVAILS.
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Update Firmware

For better user experience, we recommend you to update your device to the latest firnasape
Please get the latest firmware package from the official website or the local technical expert. For
more information, please visit the official website:
https://www.hikvision.com/en/support/download/firmware/ .

For the upgrading settings, refer t4pgrade



https://www.hikvision.com/en/support/download/firmware/
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Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol

Description

ADanger

Indicates a hazardowstuation which, if not avoided, will or could
result in death or serious injury.

Indicates a potentially hazardous situation which, if not avoided,
could result in equipment damage, data loss, performance
degradation, or unexpected results.

Provides additional information to emphasize or supplement
important points of the main text.

Vi
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Safety Instruction

These instructions are intended to ensure that user can use the product correctly to avoid danger
or property loss.

Laws and Regulations

The device should be used in compliance with local laws, electrical safety regulations, and fire
prevention regulations.

Transportation
Keep the device in original or similar packaging while transporting it.

Power Supply

The input voltage should conforto IEC60954 standard: SELV (Safety Extra Low Voltage) and
the Limited Power Source. Refer to the appropriate documentation for detailed information.
Make sure the plug is properly connected to the power socket.

DO NOT connect multiple devices to one powaedapter, to avoid oveheating or fire hazards
caused by overload.

System Security
The installer and user are responsible for password and security configuration and its settings.

Battery

Improper use or replacement of the battery may result in explosianard.
Replace with the same or equivalent type only. Dispose of used batteries in conformance with
the local codes.

Maintenance

If the product does not work properly, please contact your dealer or the nearest service center.
We shall not assume any resmsibility for problems caused by unauthorized repair or
maintenance.

A few device components (e.g., electrolytic capacitor) require regular replacement. The average
lifespan varies, so periodic checking is recommended. Contact your dealer for details.

Using Environment

Make sure the running environment meets the requirement of the device. The operating
temperature shall be30°C to 60°C2F to 140F), and the operating humidity shall be 95% or
less, no condensing.

When any laser equipment is in useake sure that the device lens is not exposed to the laser
beam, or it may burn out.

Do not expose the device to high electromagnetic radiation or dusty environments.

For indooronly device, place it in a dry and weéntilated environment.

Do not aim thdens at the sun or any other bright light.

Vii
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Emergency
If smoke, odor, or noise arises from the device, immediately turn off the power, unplug the
power cable, and contact the service center.

Time Synchronization

Set up camera time manually for the firaii access if the local time is not synchronized with
that of the network. Visit the camera via Web browse/client software and go to time settings
interface.

viii
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Chapter 1 System Requirement

Your computer should meet thequirements for proper visiting and operating the product.

Operating System
CPU

RAM

Display

Web Browser

Microsoft Windows XP SP1 and above version
2.0 GHz or higher

1G or higher

1024x768 resolution or higher

For the details, sePlugin Installation
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Chapter 2 Device Activation and Accessing

To protect the security and privacy of the user account and data, you should set a login password
to activate the device when access the device via network.

E@Note

Refer to the user manual of the software client for the detailed information about the client
software activation.

2.1 Activate the Device via SADP

Search and activate the online devices via SADP software.

Before You Start
Access www.hikvision.com get SADP software to install.

Steps

1. Connect the device to network using the network cable.

2. Run SADP software to search the online devices.

3. CheclDevice Statugrom the device list, and seletiactivedevice.

4. Create and input the new passwardthe password field, and confirm the password.

ACaution

We highly recommend you create a strong password of your own choosing (using a minimum of
8 characters, including upper case letters, lower case letters, numbers, and special characters)
in order toincrease the security of your product. And we recommend you reset your password
regularly, especially in the high security system, resetting the password monthly or weekly can
better protect your product.

5. ClickOK
Device Statughanges intdActive.
6. Optional: Change the network parameters of the deviddaalify Network Parameters

2.2 Activate the Device via Browser

You can access and activate the device via the browser.

Steps

1. Connect the device to the PC using the network cables.
2. Changehe IP address of the PC and device to the same segment.
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C@Note

The default IP address of the device is 192.168.1.64. You can set the IP address of the PC from
192.168.1.2 t0 192.168.1.253 (except 192.168.1.64). For example, you can set the IP address of
the PC to 192.168.1.100.

3. Input192.168.1.64n the browser.
4. Set device activation password.

ACaution

We highly recommend you create a strong password of your own choosing (using a minimum of
8 characters, including at least three of the followingecatries: upper case letters, lower case
letters, numbers, and special characters) in order to increase the security of your product. And
we recommend you reset your password regularly, especially in the high security system,
resetting the password monthigr weekly can better protect your product.

5. ClickOK
6. Input the activation password to log in to the device.

7. Optional: Go t@€onfigurationlbNetwork MyBasiclhTCP/IRo change the IP address of the
device to the same segment of your network.

2.3Login

Log in to the device via Web browser.

2.3.1 Plugn Installation

Certain operation systems and web browser may restrict the display and operation of the camera
function. You should install pleig or complete certain settings to ensure normal disdag
operation. For detailed restricted function, refer to the actual device.

Operating System Web Browser Operation

Internet Explorer 8+
Google Chrome 57 and

earlier version Follow popup prompts to

Mozilla Firefox 52 and complete plugin installation.
earlier version

Windows

Google Chrome 57+ _ A
Mozilla Firefox 52+ @0 M Download Plug-in[i{e

download and install plugn.
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Operating System Web Browser Operation

Plugin installation is not
required.

Go toConfigurationly
Network MAdvanced
SettingsIhNetwork Service
to enable WebSocket or
Websockets for normal view.
Display and operation of
certain functions are
restricted. For example,
Playback and Picture are not
available. For detailed
restricted function, refer to
the actual device.

Google Chrome 57+
Mozilla Firefox 52+
Mac OS Mac Safari 16+

ilNote

The camera only supports Windows and Mac OS system and do not support Linux system.

2.3.2 Admin Password Recovery

If you forget the admin password, you can reset the password by cliEkirgget Passworan the
login page after completing the account security settings.
You can reset the password by setting the security question or email.

C@Note

When you need to reset the password, make sure that the device and the PC are on the same
network segment.

Secuity Question

You can set the account security during the activation. Or you can @ortbgurationfhSystem
MUser ManagementclickAccount Security Settingselect the security question and input your
answer.

You can clickorget Passwor@nd answer lhe security question to reset the admin password
when access the device via browser.

Emalil

You can set the account security during the activation. Or you can @ortéigurationfhSystem
MUser ManagementclickAccount Security Settingsnput your emaibddress to receive the
verification code during the recovering operation process.
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2.3.3 lllegal Login Lock

It helps to improve the security when accessing the device via Internet.
Go toConfigurationlhSystemhSecuritylhSecurity Serviceand enabléenable lllegal Login
Lock lllegal Login Attemptand Locking Duratiorare configurable.

lllegal Login Attempt

When your login attempts with the wrong password reach the set times, the device is locked.
Locking Duration

The device releases the lock aftbe setting duration.
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Chapter 3 Live View

It introduces the live view parameters, function icons and transmission parameters settings.

3.1 Live View Parameters

The supported functions vary depending on the model.

3.1.1 Enable and Disable Live View

This function is used to quickly enable or disable live view of the channel.
Click P to start the live view.
Click Il to stop the live view.

3.1.2 Adjust Aspect Ratio

Steps

1. ClickLive View

2. Click/=] to select the aspect ratio.
[i3 refers to 4:3 window size.
refers to 16:9 window size.
[m] refers to original window size.
refers to seHadaptive window size.
[=] refers to original ratio window size.

3.1.3 Live View Stream Type

Select the live view stream type according to your needs. For the detailed information about the
stream type selection, refer t8tream Type

3.1.4 Select the ThirdParty Plugin

When the live view cannot display via certanowsers, you can change the phugfor live view
according to the browser.

Steps

1. Click.ive View

2. Click[® to select the plugn.

When you access the device via Internet Explorer, you can select Webcomponents or
QuickTime.When you access the dewiethe other browsers, you can select Webcomponents,
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QuickTime, VLC or MJPEG.

3.1.5 Light

Click “#-to turn on or turn off the illuminator.

3.1.6 Count Pixel

It helps to get the height and width pixel of the selected region in the live view image.

Steps

1. Click’L]. to enable the function.
2. Drag the mouse on the image to select a desired rectangle area.
The width pixel and height pixel are displayed on the bottom of the live view image.

3.1.7 Start Digital Zoom

It helps to see a detailed information of arggion in the image.

Steps

1. Click® to enable the digital zoom.
2. In live view image, drag the mouse to select the desired region.
3. Click in the live view image to back to the original image.

3.1.8 Auxiliary Focus

It is used for motorized device.dan improve the image if the device cannot focus clearly.

For the device that supports ABF, adjust the lens angle, then focus and click ABF button on the
device. The device can focus clearly.

Click &2 to focus automatically.

E@Note

If the device cannot fags with auxiliary focus, you can uilsens Initialization then use auxiliary
focus again to make the image clear.
If auxiliary focus cannot help the device focus clearly, you can use manual focus.

3.1.9 Lens Initialization

Lens initialization is used on the device equipped with motorized lens. The function can reset lens
when long time zoom or focus results in blurred image. This function varies according to different
models.

Manual Lens Initialization
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Click @ to operate lers initialization.

Auto Lens Initialization
Go toConfigurationfhSystemlhMaintenancelhLens Correctiorio enable this function. You
can set the arming schedule, and the device will correct lens automatically during the
configured time periods.

3.1.10Quick Set Live View

It offers a quick setup of PTZ, display settings, OSD, video/audio and VCA resource settings on live
view page.
Steps
1. Click] to show quick setup page.
2. Set PTZ, display settings, OSD, video/audio and VCA resource parameters.
¢ ForPTZ settings, sda=ns Parameters Adjustment
¢ For display settings, sdaisplay Settings
¢ For OSD settings, s€&SD
¢ For audio and video settings, s€&eo and Audio
¢ For VCA settings, sédlocate VCA Resource

ilNote

The function is only supported by certain models.

3.1.11 Lens Parameters Adjustment
It is used to adjust the lens focus, zoom and iris.

Zoom
Click ', and the lens zooms in.
Click 4, and the lens zooms out.
Focus
Click o', then the lens focuses far and the distant object gets clear.
Click 7, then the lens focuses near and the nearby object gets clear.
PTZ Speed
Slide == " to adjust the speed ahe pan/tilt movement.
Iris
When the image is too dark, cl< to enlarge the iris.
When the image is too bright, clic2 to stop down the iris.
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PTZ Lock

PTZ lock means to disable the zoom, focus and PTZ rotation functions of the corresponding
channel, s that to reduce the target missing caused by PTZ adjustment.
Go toConfigurationflhPTZ checlenable PTZ Locknd clicksave

3.1.12 Conduct 3D Positioning

3D positioning is to relocate the selected area to the image center.

Steps
1. Click @) to enable the function.

2. Select a target area in live image.
¢ Left click on a point on live image: the point is relocated to the center of the live image. With
no zooming in or out effect.
¢ Hold and drag the mouse to a lower right position to frameagga on the live: the framed
area is zoomed in and relocated to the center of the live image.
¢ Hold and drag the mouse to an upper left position to frame an area on the live: the framed
area is zoomed out and relocated to the center of the live image.
3. Cick the button again to turn off the function.

3.2 Set Transmission Parameters

The live view image may be displayed abnormally according to the network conditions. In different
network environments, you can adjust the transmission parameters to solvertidgm.

Steps
1. Go toConfigurationlhLocal
2. Set the transmission parameters as required.

Protocol

TCP
TCP ensures complete delivery of streaming data and better video quality, yet tHeweal
transmission will be affected. It is suitable for tstable network environment.
UDP
UDP is suitable for the unstable network environment that does not demand high video
fluency.
MULTICAST

MULTICAST is suitable for the situation that there are multiple clients. You should set the
multicast address for tam before selection.
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C@Note

For detailed information about multicast, refer Multicast.

HTTP
HTTP is suitable for the situation that the thpdrty needs to get the stream from the
device.

Play Performance

Shortest Delay
The device takes the redime video image as the priority over the video fluency.

Balanced
The device ensures both the rei@the video image and the fluency.

Fluent
The device takes the video fluency as the priority over-tiea¢. In ppor network
environment, the device cannot ensures video fluency even the fluency is enabled.
Custom

You can set the frame rate manually. In poor network environment, you can reduce the
frame rate to get a fluent live view. But the rule information mawgruat display.
3. ClickOK

3.3 Set Smooth Streaming

It is a function to tackle the latency and network congestion caused by unstable network condition,

and keep the live view stream on the web browser or the client software smooth.

Before You Start

Add the device to your client software and select NPQ protocol in client software before
configuring the smooth streaming function.

Be sure that theBitrate Typeis selected a€onstantand theSVds selected a®FFoefore
enabling the function. Go tGonfigurationhVideo/Audio MpVideoto set the parameters.

Steps

1. Go to the settings pag€onfigurationfhNetwork lhAdvanced SettingfhSmooth Streaming
2. Checlenable Smooth Streaming
3. Select the mode for smooth streaming.

Auto The resolution and bitrate are adjusted automatically and resolutic
takes the priority. The upper limits of these two parameters will no
exceed the values you set dideopage. Go ta&Configurationlh
Video/Audio yVideo, set theResolutionand Max. Bitrate before

10
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Resolution Priority

Error Correction

4. Save the settings.

you enable smooth streaming function. In this mode, the frame rat
will be adjusted to the maximum value automatically.

The resolution stays the same as the set valu&/imieo page, and the
bitrate will be adjusted automatidly. Go toConfigurationlh
Video/Audio yVideo, set theMax. Bitrate before you enable
smooth streaming function. In this mode, the framerate will be
adjusted to the maximum value automatically.

The resolution and bitrate stay the sameths set values oVideo
page. The mode is used to correct the data error during transmiss
to ensure the image quality. You can set #reor Correction
Proportion within range of 6100.

When the proportion is 0, the data error will be corrected byalat
retransmission. When the proportion is higher than 0, the error da
will be corrected via redundant data that is added to the stream ar
data retransmission. The higher the value is, the more redundant
date will be generated, the more data error would borrected, but
the larger bandwidth would be required. When the proportion is 1(
the redundant data will be as large as the original data, and the
bandwidth is twice required.

E@Note

Be sure the bandwidth is sufficient in the Error Correction mode.

11
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Chapter 4 Video and Audio

This part introduces the configuration of video and audio related parameters.

4.1 Video Settings

This part introduces the settings of video parameters, such as, stream type, video encoding, and
resolution.
Go to setting pageConfigurationlbVideo/Audio MyVideo.

4.1.1 Stream Type

For device supports more than one stream, you can specify parametegad¢b stream type.

Main Stream

The stream stands for the best stream performance the device supports. It usually offers the
best resolution and frame rate the device can do. But high resolution and frame rate usually
means larger storage space and highandwidth requirements in transmission.

Sub Stream

The stream usually offers comparatively low resolution options, which consumes less bandwidth
and storage space.

Other Streams
Steams other than the main stream and sub stream may also be offereddtomsized usage.

Set Custom Video

You can set up additional video streams if required. For custom video streams, you can preview
them, but cannot record or play back them.

Steps

C@Note

The function is only supported by certain camera models.
After restoring the device (not restore to default settings), quantity of custom video streams
and their names are kept, but the related parameters are restored.

1. Click+ to add a stream.
2. Change the stream name as needed.

12
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C@Note

Up to 32 letters angymbols (except &, <, >, ', or ") are allowed for the stream name.

3. Customize the stream parameters (resolution, frame rate, max. bitrate, video encoding).
4. Optional: Add stream description as needed.

5. Optional: If a custom stream is not neededtlkcl X to delete it.

6. ClickSave

4.1.2 Video Type

Select the content (video and audio) that should be contained in the stream.

Video
Only video content is contained in the stream.

Video & Audio
Video content and audio content are contained in the cosipostream.

4.1.3 Resolution

Select video resolution according to actual needs. Higher resolution requires higher bandwidth
and storage.

4.1.4 Bitrate Type and Max. Bitrate

Constant Bitrate

It means that the stream is compressed and transmitted atragaratively fixed bitrate. The
compression speed is fast, but mosaic may occur on the image.

Variable Bitrate

It means that the device automatically adjust the bitrate under theNdak. Bitrate. The
compression speed is slower than that of the constaitriate. But it guarantees the image
quality of complex scenes.

4.1.5 Video Quality

WhenBitrate Typeis set as Variable, video quality is configurable. Select a video quality according
to actual needs. Note that higher video quality requires higher bandwidth.

4.1.6 Frame Rate

The frame rate is to describe the frequency at which the video stream is eppdend it is

13
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measured by frames per second (fps).

A higher frame rate is advantageous when there is movement in the video stream, as it maintains
image quality throughout. Note that higher frame rate requires higher bandwidth and larger
storage space.

4.1.7 Video Encoding

It stands for the compression standard the device adopts for video encoding.

C@Note

Available compression standards vary according to device models.

H.264

H.264, also known as MPHEGart 10, Advanced Video Coding, is a compressionatand
Without compressing image quality, it increases compression ratio and reduces the size of video
file than MJPEG or MPEPart 2.

H.264+

H.264+ is an improved compression coding technology based on H.264. By enabling H.264+, you
can estimate the HDDoasumption by its maximum average bitrate. Compared to H.264, H.264+
reduces storage by up to 50% with the same maximum bitrate in most scenes.

When H.264+ is enableMax. Average Bitrates configurable. The device gives a recommended
max. average bitrat by default. You can adjust the parameter to a higher value if the video quality
is less satisfactory. Max. average bitrate should not be higher than max. bitrate.

C@Note

When H.264+ is enabledjdeo Quality | Frame IntervalProfile and SVCGare not corfigurable.

H.265

H.265, also known as High Efficiency Video Coding (HEVC) aneHVRRE(Z, is a compression
standard. In comparison to H.264, it offers better video compression at the same resolution, frame
rate and image quality.

H.265+

H.265+ is aimproved compression coding technology based on H.265. By enabling H.265+, you
can estimate the HDD consumption by its maximum average bitrate. Compared to H.265, H.265+
reduces storage by up to 50% with the same maximum bitrate in most scenes.

When H.265+ is enableMax. Average Bitratas configurable. The device gives a recommended
max. average bitrate by default. You can adjust the parameter to a higher value if the video quality

14
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is less satisfactory. Max. average bitrate should not be hititea max. bitrate.

E@Note

When H.265+ is enabledjdeo Quality | Frame IntervalProfile and SVCGare not configurable.

I-Frame Interval

I-frame interval defines the number of frames betweenffaimes.

In H.264 and H.265, afirame, or intra frameis a selcontained frame that can be independently
decoded without any reference to other images. Araime consumes more bits than other
frames. Thus, video with mordrames, in other words, smalleffiame interval, generates more
steady and relial@ data bits while requiring more storage space.

SvC

Scalable Video Coding (SVC) is the name for the Annex G extension of the H.264 or H.265 video
compression standard.

The objective of the SVC standardization has been to enable the encoding ofqublighvideo
bitstream that contains one or more subset bitstreams that can themselves be decoded with a
complexity and reconstruction quality similar to that achieved using the existing H.264 or H.265
design with the same quantity of data as in the substdti@am. The subset bitstream is derived

by dropping packets from the larger bitstream.

SVC enables forward compatibility for older hardware: the same bitstream can be consumed by
basic hardware which can only decode ad@solution subset, while more aduced hardware

will be able decode high quality video stream.

MPEG4

MPEG4, referring to MPE4GPart 2, is a video compression format developed by Moving Picture
Experts Group (MPEG).

MJIPEG

Motion JPEG (MPEG or MJPEG) is a video compression format ih wiiaframe coding
technology is used. Images in a MJPEG format is compressed as individual JPEG images.

Profile

This function means that under the same bitrate, the more complex the profile is, the higher the
quality of the image is, and the requiremefor network bandwidth is also higher.

4.1.8 Smoothing

It refers to the smoothness of the stream. The higher value of the smoothing is, the better fluency

15
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of the stream will be, though, the video quality may not be so satisfactory. The lower value of the
smoothing is, the higher quality of the stream will be, though it may appear not fluent.

4.2 ROI

ROI (Region of Interest) encoding helps to discriminate the ROI and background information in
video compression. The technology assigns more encoding restutite region of interest, thus
to increase the quality of the ROl whereas the background information is less focused.

4.2.1 Set ROI

ROI (Region of Interest) encoding helps to assigns more encoding resource to the region of interest,
thus to increase theguality of the ROl whereas the background information is less focused.

Before You Start

Please check the video coding type. ROI is supported when the video coding type is H.264 or
H.265.

Steps

1. Go toConfigurationHVideo/Audio THROI

2. Checlenable

3. SelectStream Type

4. SelecRegion Noin Fixed Regiorio draw ROI region.
1) ClickDrawing
2) Click and drag the mouse on the view screen to draw the fixed region.
3) Clickstop Drawing

ClilNote

Select the fixed region that needs to be adjusted arajdihe mouse to adjust its position.

5. Input theRegion NameaandROI Level
6. ClickSave

ilNote

The higher the ROI level is, the clearer the image of the detected region is.

7. Optional: Select other region No. and repeat the above steps if youtoesrdw multiple fixed
regions.

16
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4.2.2 Set Face Tracking ROI

When the face tracking function is enabled in ROI and the face appears in the live picture, the
image of the face is clearer than that of the surrounding area.

Steps

1. Go to the ROI setting pagConfigurationlhVideo/Audio ITHROI
2. Checlenable Face Tracking
3. SelecROI Levein Dynamic Region

E@Note

ROI level means the image quality enhancing level. The larger the value is, the better the image
guality would be.

4. Clicksave

4.2.3 Seflarget Tracking ROI

The moving target is clearer than other areas in live image or recordings after enabling the
function.

Before You Start

Go toConfigurationfhPTZAHhSmart Trackingo complete the smart tracking settings.

Steps

1. Go toConfigurationhVideo/Audio THROI

2. Checlenable Target Tracking

3. SetROI Levelor target tracking. The higher the value is, the clearer the target is.
4. Clicksave

4.2.4 Set License Plate Tracking ROI

When the license plate tracking ROI function is enabledtbedicense plate appears in the live
picture, the image of the license plate is clearer than that of the surrounding area.

Steps

1. Go to the ROI setting pageonfigurationfhVideo/Audio THROI
2. Checlenable License Plate Tracking
3. SelecROI Levein Dynamic Region

ClilNote

ROI level means the image quality enhancing level. The larger the value is, the better the image
quality would be.

4. Clicksave

17
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4.3 Display Info. on Stream

The information of the objects (e.g. human, vehicle, etc.) is mark#uei video stream. You can
set rules on the connected re@nd device or client software to detect the events including line
crossing, intrusion, etc.

Steps
1. Go to the setting pag€onfigurationlhVideo/Audio MyDisplay Info. on Stream

2. CheclEenableDualVvVCA
3. Clicksave
4.4 Audio Settings

It is a function to set audio parameters such as audio encoding, environment noise filtering.
Go to the audio settings pag€onfigurationhVideo/Audio MAudio.

4.4.1 Audio Encoding

Select the audio encodingpmpression of the audio.
4.4.2 Audio Input

E@Note

Connect the audio input device as required.
The audio input display varies with the device models.

SetAudio Inputto Linelnwhen the device connects to the
Lineln audio input device with the high outpytower, such as MP3,
synthesizer or active pickup.

SetAudio Inputto Micln when the device connects to the
Micln audio input device with the low output power, such as
microphone or passive pickup.

4.4.3 Audio Output

EENote

Connect the audio outputievice as required.

It is a switch of the device audio output. You can adjust the output volume as required. When it is
disabled, all the device audio cannot output. The audio output display varies with the device
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modes.

4.4.4 Environmental Noise Filter

Set it as OFF or ON. When the function is enabled, the noise in the environment can be filtered to
some extent.

4.5 Twoeway Audio

It is used to realize the twavay audio function between the monitoring center and the target in
the monitoring screen.

BeforeYou Start

Make sure the audio input device (piak or microphone) and audio output device (speaker)
connected to the device is working properly. Refer to specifications of audio input and output
devices for device connection.

If the device has buiiin microphone and speaker, twavay audio function can be enabled
directly.

Steps

1. Click.ive View

2. Click % on the toolbar to enable twavay audio function of the camera.
3. Click#%-and select # , move the slider to adjust the volume.
4. Click % , disablethe two-way audio function.

4.6 Display Settings

It offers the parameter settings to adjust image features.
Go toConfigurationfhlmagelhDisplay Settings
ClickDefaultto restore settings.
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4.6.1 Scene Mode

There are several sets of image parameters pfeekd for different installation environments.
Select a scene according to the actual installation environment to speed up the display settings.

Image Adjustment

By adjusting thérightness Saturation, Hue, Contrastand Sharpnessthe image can be best
displayed.

Exposure Settings

Exposure is controlled by the combination of iris, shutter, and photo sensibility. You can adjust
image effect by setting exposure parameters.
In manual mode, you need to sekposure TimgGainand Slow Shutter

Focus

It offers options to adjust the focus mode and the minimum focus distance.

Focus Mode

Auto

The device focuses automatically as the scene changes. If you cannot gefecussid
image under auto mode, reduce light sources in the image and avoid fldgihigy

Semiauto

The device focuses once after the PTZ and lens zooming. If the image is clear, the focus does
not change when the scene changes.

Manual
You can adjust the focus manually on the live view page.
Min. Focus Distance

When the distance beteen the scene and lens is shorter than the Min. Focus Distance, the lens
does not focus.

Day/Night Switch

Day/Night Switch function can provide color images in the day mode and black/white images in
the night mode. Switch mode is configurable.
Day
The image is always in color.
Night
The image is always black/white
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Auto

The camera switches between the day mode and the night mode according to the illumination
automatically.

ScheduledSwitch
Set theStart Timeand theEnd Timeo define the duration for dy mode.

Triggered by alarm input

Two trigger modes are availablBayandNight. For example, if the trigger modeNsght, the
image turns black and white when the device receives alarm input signal.

E@Note

Day/Night Switch function varies accordingntodels.

Grey Scale
You can choose the range of teey Scalas [3255] or [16235].

Rotate

When enabled, the live view will rotate 90 °counterclockwise. For example, 1280 x 720 is rotated
to 720 x 1280.
Enabling this function can change the effectisage of monitoring in the vertical direction.

Lens Distortion Correction

For device equipped with motorized lens, image may appear distorted to some extent. Enable this
function to correct the distortion.

C@Note

This function is only supported by certaiewice equipped with motorized lens.
The edge of image will be lost if this function is enabled.

BLC

If you focus on an object against strong backlight, the object will be too dark to be seen clearly.
BLC (backlight compensation) compensates light tattject in the front to make it clear. If BLC
mode is set a€ustom you can draw a red rectangle on the live view image as the BLC area.

WDR

The WDR (Wide Dynamic Range) function helps the camera provide clear images in environment
with strong illumination differences.
When there are both very bright and very dark areas simultaneously in the field of view, you can
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enable the WDR function and set the level. WDR automatically balances the brightness level of the
whole image and provides clear images withrendetails.

E@Note

When WDR is enabled, some other functions may be not supported. Refer to the actual interface
for details.

HLC

When the bright area of the image is owexposed and the dark area is unektposed, the HLC
(High Light Compression) function can be enabled to weaken the bright area and brighten the dark
area, so as to achieve the light balance of the overall picture.

White Balance

White balance is the white rendition function of the camera. It is used to adjust the color
temperature according to the environment.

DNR

Digital Noise Reduction is used to reduce the image noise and improve the image iNalial
and Expert modes are selectable.

Normal

Set the DNR level to control the noise reduction degree. The higher level means stronger
reduction degree.

Expert
Set the DNR level for both space DNR and time DNR to control the noise reduction degree. The

higher level neans stronger reduction degree.
Defog

You can enable the defog function when the environment is foggy and the image is misty. It
enhances the subtle details so that the image appears clearer.

EIS

Increase the stability of video image by using jitempensation technology.

Mirror

When the live view image is the reverse of the actual scene, this function helps to display the
image normally.
Select the mirror mode as needed.
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C@Note

The video recording will be shortly interrupted when the function ishéee

4.6.2 Image Parameters Switch

The device automatically switches image parameters in set time periods.
Go to image parameters switch setting pa@anfigurationlbimagelhimage Parameters Switch
and set parameters as needed.

Set Switch

Switch theimage parameters to the scene automatically in certain time periods.

Steps

1. ChecleEnable
2. Select and configure the corresponding time period and the scene.

ClilNote

For the scene configuration, refer 8cene Mode

3. Clicksave

4.6.3 Video Standard

Video standard is an ability of a video card or video display device that defines the amount of

colors that are shown and the resolution. The two most common video standard used are NTSC
and PAL. In NTSC, 30 frames amagmitted each second. Each frame is made up of 525 individual
scan lines. In PAL, 25 frames are transmitted each second. Each frame is made up of 625 individual
scan lines. Select video signal standard according to the video system in your country.

4.6.4Local Video Output

If the device is equipped with video output interfaces, such as BNC, CVBS, HDMI, and SDI, you can
preview the live image directly by connecting the device to a monitor screen.
Select the output mode as ON/OFF to control the output.

4.70SD

You can customize OSD (€oreen Display) information such as device name, time/date, font,
color, and text overlay displayed on video stream.
Go to OSD setting pagéonfigurationhlmagelhOSD SettingsSet the corresponding
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parameters, and clicBaveto take effect.

Character Set

Select character set for displayed information. If Korean is required to displayed on screen, select
EUCKR Otherwise, seledcBK

Displayed Information
Set camera name, date, week, and their related display format.

TextOverlay
Set customized overlay text on image.

OSD Parameters
Set OSD parameters, suchRisplay Mode OSD Sizdont Color andAlignment

4.8 Set Privacy Mask

The function blocks certain areas in the live view to protect privacy. No matter hodetriee
moves, the blocked scene will never be seen.
Steps

1. Go to privacy mask setting pagonfigurationhlmagelbPrivacy Mask
2. Checlenable Privacy Mask
3. ClickDraw Area Drag the mouse in the live view to draw a closed area.

Drag the cornersb  Adjust the size of the area.

the area
Drag the area Adjust the position of the area.
Click Clear All Clear all the areas you set.

4. ClickStop Drawing
5. Clicksave

ilNote

Up to 4 areas are supported for setting.

4.9 Overlay Picture

Overlay acustomized picture on live view.

Before You Start
The picture to overlay has to be in BMP format withl#% and the maximum picture size is 128 x
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128 pixel.

Steps

1. Go to picture overlay setting pagéonfigurationhlmagelbPicture Overlay
2. ClickBrowseto select a picture, and clidkpload
The picture with a red rectangle will appear in live view after successfully uploading.
3. Checlenable Picture Overlay
4. Drag the picture to adjust its position.
5. Clicksave

4.10 Set Target Cropping

You @an crop the image, transmit and save only the images of the target area to save transmission
bandwidth and storage.

Steps

1. Go toConfigurationhVideo/Audio MyTarget Cropping
2. Checlenable Target Croppinand setThird Streamas theStream Type

CilNote

After enabling target cropping, the third stream resolution cannot be configured.

3. Select £ropping Resolution

A red frame appears in the live view.
4. Drag the frame to the target area.
5. Clicksave

ClilNote

Only certain models support targetopping and the function varies according to different
camera models.
Some functions may be disabled after enabling target cropping.
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Chapter 5 Video Recording and Picture Capture

This part introduces the operations of capturing video clips and snapshlatyback, and
downloading captured files.

5.1 Storage Settings

This part introduces the configuration of several common storage paths.

5.1.1 Set New or Unencrypted Memory Card

Before You Start

Insert a new or unencrypted memory card to the device.deatailed installation, refer t@Quick
Start Guideof the device.

Steps

1. Go toConfigurationhStoragel'hStorage ManagemenfhHDD Management
2. Select the memory card.

_ilNote

If anUnlockbutton appears, you need to unlock the memory card first. Betect Memory
Card Statugor details.

3. Click-ormatto initialize the memory card.
When theStatusof memory card turns fronninitializedto Normal, the memory card is ready
for use.
4. Optional: Encrypt the memory card.
1) Clickencrypted Format
2) Set the encryption password.
3) ClickOK
When theEncryption Statugurns to Encrypted the memory card is ready for use.

ClilNote

Keep your encryption password properly. Encryption password cannot be found if forgotten.

5. Opional: Define theQuotaof the memory card. Input the percentage for storing different
contents according to your needs.
6. ClickSave

26



Network Camera User Manual

Detect Memory Card Status

The device detects the status of Hikvision memory card. You receive notifications when your
memory card is detected abnormal.

Before You Start

The configuration page only appears when a Hikvision memory card is installed to the device.

Steps
1. Go toConfigurationhStoragel'hStorage ManagemenihMemory Card Detection
2. ClickStatus Detectiorto check theRemaining LifespaandHealth Statusof your memory card.
Remaining Lifespan
It shows the percentage of the remaining lifespan. The lifespan of a memory card may be
influenced by factors such as its capacity and the bitrate. You need t@eliaa memory
card if the remaining lifespan is not enough.
Health Status

It shows the condition of your memory card. There are three status descriptions: good, bad,
and damaged. You will receive a notification if the health status is anything othegticah
when theArming Schedulend Linkage Methodare set.

E@Note

It is recommended that you change the memory card when the health status is not "good".

3. ClickR/W Lockio set the permission of reading and writing to the memory card.
1. Add a LockSelect tHeock Switchas ON.
2. Enter the password.
3. ClickSave
Unlock
If you use the memory card on the device that locks it, unlocking will be done automatically
and no unlocking procedures are required on the part of users.
If you use the memorgard (with a lock) on a different device, you can géiiaD
Managementto unlock the memory card manually. Select the memory card, and click
Unlock Enter the correct password to unlock it.
1. Remove the LockSelect theck Switclas OFF.
2. Enter the password iRassword Settings
3. ClickSave

_ilNote

Only admin user can set tH®&/'W Lock

The memory card can only be read and written when it is unlocked.

If the device, which adds a lock to a memory card, is restored to the factory settingsaryou
go toHDD Managemento unlock the memory card.
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4. SetArming SchedulandLinkage Method SeeSet Arming Schedulend Linkage Method

Settingsfor details.

5. Clicksave

5.1.2 Set FTP

You can configure the FTP server to save images which are captured by events or a timed snapshot
task.

Before You Start
Get the FTP server address first.

Steps

1. Go toConfigurationfhNetwork 'bAdvanced SettingfhFTPR
2. Configure FTP settings.

W

FTP Protocol
FTP and SFTP are selectable. The files uploading is encrypted by using SFTP protocol.

Server Address and Port
The FTP server address and corresponding port.

User Name and Password
The FTP user should have the permission to upload pictures.
If the FTP server supports picture uploading by anonymous users, you canActoegkmous
to hide your device information during uploading.
Directory Structure
The saving path of snapshots in the FTP server.

Picture Filing Interval

For better picture mangement, you can set the picture filing interval from 1 day to 30 days.
Pictures captured in the same time interval will be saved in one folder named after the
beginning date and ending date of the time interval.

Picture Name

Set the naming rule for captad pictures. You can chooBefaultin the dropdown list to

use the default rule, that is, IP address_channel number_capture time_event type.jpg (e.g.,
10.11.37.189_01_20150917094425492_FACE_DETECTION.jpg). Or you can customize it by
adding aCustom Prefi to the default naming rule.

. CheclJpload Pictureto enable uploading snapshots to the FTP server.
. CheclEnable Automatic Network Replenishment
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C@Note

Upload to FTP/Memory Card/NA Linkage Methodand Enable Automatic Network
Replenishmentshould be both enabled simultaneously.

5. ClickTestto verify the FTP server.
6. Clicksave

5.1.3 Set NAS

Take network server as network disk to store the record files, captured images, etc.
Before You Start

Get the IP address of the network digist.

Steps

1. Go to NAS setting pageonfigurationfhStoragel'hStorage ManagementhNet HDD
2. ClickdDD No. Enter the server address and file path for the disk.

Server Address

The IP address of the network disk.
File Path

The saving path of netwkrdisk files.
Mounting Type

Select file system protocol according to the operation system.
Enter user name and password of the net HDD to guarantee the seclBMBfCIF$s
selected.

3. ClickTestto check whether the network disk is available.

4. Clicksave

5.1.4 eMMC Protection

It is to automatically stop the use of eMMC as a storage media when its health status is poor.

C@Note

The eMMC protection is only supported by certain device models with an eMMC hardware.

Go toConfigurationlhSystemmMaintenancelhSystem Servicéor the settings.

eMMC, short for embedded multimedia card, is an embeddedvalatile memory system. It is
able to store the captured images or videos of the device.

The device monitors the eMMC health status and turnstegfeMMC when its status is poor.
Otherwise, using a worout eMMC may lead to device boot failure.
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5.1.5 Set Cloud Storage

It helps to upload the captured pictures and data to the cloud. The platform requests picture
directly from the cloud for picturerad analysis. The function is only supported by certain models.

Steps

ACaution

If cloud storage is enabled, the pictures are stored in the cloud storage server preferentially.

1. Go toConfigurationhStoragel'hStorage ManagemenfhCloud Storage
2. Checlenable Cloud Storage
3. Set basic parameters.

Protocol Version The protocol version of the cloud storage server.
Server IP The IP address of the cloud storage server. It supports IPv4 addre
Serve Port The port of the cloud storage servé&001 is the default port and you

are not recommended to edit it.

User Name and The user name and password of the cloud storage server.
Password

Picture Storage Pool The ID of the picture storage region in the cloud storage server. vV
ID sure storagepool ID and the storage region ID are the same.

4. ClickTestto test the configured settings.
5. ClickSave

5.2 Video Recording

This part introduces the operations of manual and scheduled recording, playback, and
downloading recorded files.

5.2.1 Recad Automatically

This function can record video automatically during configured time periods.

Before You Start

SelectTrigger Recordingn event settings for each record type excé&pintinuous SeeEvent and
Alarmfor details.

Steps

1. Go toConfigurationhStoragel'hSchedule SettingBhRecord Schedule
2. Checlenable
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3. Select a record type.

E@Note

The record type is vary according to different models.

Continuous
The video will be recorded continuouslgcording to the schedule.

Motion
When motion detection is enabled and trigger recording is selected as linkage method, object
movement is recorded.

Alarm
When alarm input is enabled and trigger recording is selected as linkage method, the video is
recorded after receiving alarm signal from external alarm input device.

Motion | Alarm
Video is recorded when motion is detected or alarm signal is received from the external
alarm input device.

Motion & Alarm
Video is recorded only when motion is detectediaaarm signal is received from the
external alarm input device.

Event
The video is recorded when configured event is detected.

4. Set schedule for the selected record type. RefedeébArming Scheduli®r the setting
operdion.
5. ClickAdvancedto set the advanced settings.

Overwrite
EnableOverwrite to overwrite the video records when the storage space is full. Otherwise
the camera cannot record new videos.

Prerecord
The time period you set to record before tseheduled time.

Postrecord
The time period you set to stop recording after the scheduled time.

Stream Type
Select the stream type for recording.

C@Note

When you select the stream type with higher bitrate, the actual time of therpoerd and
postrecordmay be less than the set value.
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Recording Expiration

The recordings are deleted when they exceed the expired time. The expired time is
configurable. Note that once the recordings are deleted, they can not be recovered.
6. ClickSave

5.2.2 Record Manuédy

Steps

1. Go toConfigurationlhLocal

2. Set theRecord File Sizand saving path to for recorded files.
3. ClickSave

4. Click ¥& to start recording. Clich¥& to stop recording.

5.2.3 Set Lite Storage

After the lite storage is enabled, the frame rated bitrate of the video stream can be reduced to
lengthen the storage time of the memory card when there is no moving object in the monitoring
scenario.

Steps

1. Go toConfigurationlhStoragel'hStorage ManagemenithLite Storage

2. Checlenableand set the level. The higher the level is, the larger the frame rate and bitrate
are, and the shorter the recommended storage time is.

3. Set the storage time. The device automatically calculates the bitrate and offers the
recommended storage time accangj to the memory card space and level. You are
recommended to set the storage time to the device recommended time.

C@Note

If the lite storage is enabled, unformatted memory card will be formatted automatically.
The displayed available space of the memamndds assigned by default according to
Percentage of Recorith StoragelhStorage ManagemenifhQuota. You can adjust it as
required.

Only certain device models support the function.

5.2.4 Playback and Download Video

You can search, playback and downldia&l videos stored in the local storage or network storage.

Steps

1. ClickPlayback
2. Set search condition and cliSkarch
The matched video files showed on the timing bar.
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3. Click P to play the video files.
¢ Click % to clip video files.
¢ Click i to play video files in full screen. PrdsSQo exit full screen.

C@Note

Go toConfigurationlLocal clickSave clips tdo change the saving path of clipped video files.

4. Click & on the playback interface to download files.
1) Set search condition and cli§karch
2) Select the video files and then cll@kwnload

EENote

Go toConfigurationlLocal clickSave downloaded files tto change the saving path of
downloaded video files.

5.3 Capture Configuration

The device canapture the pictures manually or automatically and save them in configured saving
path. You can view and download the snapshots.

5.3.1 Capture Automatically

This function can capture pictures automatically during configured time periods.

Before You Start
If eventtriggered capture is required, you should configure related linkage methods in event
settings. Refer t&cvent and Alarnfor event settings.
Steps
1. Go toConfigurationhStoragel'hSchedule SettingehCapturelhCapture Parameters
2. Set the capture type.

Timing

Capture a picture at the configured time interval.
EventTriggered

Capture a picture when an event is triggered.
3. Set theFormat, Resolution Quality, Interval, andCapture Number
4. Refer taSet Arming Schedul®r configuring schedule time.
5. ClickSave
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5.3.2 Capture Manually

Steps
1. Go toConfigurationlhLocal
2. Set thdmage Formatand saving path to for snapshots.
JPEG
The picture size of this format is coamatively small, which is better for network
transmission.
BMP

The picture is compressed with good quality.
3. Clicksave
4. Clickl@ near the live view or play back window to capture a picture manually.

5.3.3 Set Timing Wake

When the device is sleepinigwill wake up at the set time interval, and capture pictures and
upload them.

Steps

1. Go toConfigurationlhSystemlhSystem SettingfhPower Consumption ModgunderSleep
Schedule click the time schedule to s&leep Capture Interval

2. EnterConfiguation MEventlbBasic EvenfhTiming Wake

3. Checlenable

4. SelecCapture Types

5. For the linkage method settings, deiekage Method Settings

6. ClickSave

Result
The device will wake up at the set sleep captutenval, and capture pictures and upload them.

5.3.4 View and Download Picture

You can search, view and download the pictures stored in the local storage or network storage.

Steps
1. ClickPicture
2. Set search condition and cliSkarch
The matchegictures showed in the file list.
3. Select the pictures then cli@ownloadto download them.
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@Note

Go toConfigurationlpLocal clickSave snapshots when playbatk change the saving path of
pictures.
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Chapter 6 Event and Alarm

This part introducethe configuration of events. The device takes certain response to triggered
alarm.

6.1 Basic Event

6.1.1 Set Motion Detection

It helps to detect the moving objects in the detection region and trigger the linkage actions.

Steps
1. Go toConfigurationfhEvent lhBasic EvenfhMotion Detection.
2. Checlenable Motion Detection
3. Optional: Highlight to display the moving object in the image in green.
1) Checlenable Dynamic Analysis for Motion
2) Go toConfigurationlpLocal
3) SetRulesto Enable
4. SelecConfiguration Mode and set rule region and rule parameters.
¢ For the information about normal mode, s&®wrmal Mode
¢ For the information about expert mode, s&xpert Mode
5. Set the arming schedule and linkage methods. For the information about arming schedule
settings, se&et Arming Scheduld-or the information about linkage methods, déekage
Method Settings.
6. ClickSave

Expert Mode

You can configure different motion detection parameters for day and night according to the actual
needs.

Steps

1. SelecExpert Modein Configuration
2. Set parameters of expert mode.

Scheduled Image Settings
OFF
Imageswitch is disabled.

Auto-Switch
The system switches day/night mode automatically according to environment. It displays
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colored image at day and black and white image at night.

ScheduledSwitch

The system switches day/night mode according to the schethdaiitches to day mode
during the set periods and switches to night mode during the other periods.

Sensitivity
The higher the value of sensitivity is, the more sensitive the motion detection is. If scheduled
image settings is enabled, the sensitivitydaly and night can be set separately.

3. Select aireaand clickDraw Area Click and drag the mouse on the live image and then release
the mouse to finish drawing one area.

Figure 61 Set Rules

Stop Drawing Finish drawing one area.
Clear All Deleteall the areas.
4. Clicksave

5. Optional: Repeat above steps to set multiple areas.

Normal Mode

You can set motion detection parameters according to the device default parameters.

Steps

1. Select normal mode i@onfiguration

2. Set the sensitivity of normal mode. The higher the value of sensitivity is, the more sensitive the
motion detection is. If the sensitivity is set@ motion detection and dynamic analysis do not
take effect.

3. ClickDraw Area Click and drag the moe®n the live video, then release the mouse to finfish
drawing one area.
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Figure 62 Set Rules

Stop Drawing Stop drawing one area.

Clear All Clear all the areas.

4. Optional: You can set the parameters of multiple areas by repeating the above steps.

6.1.2 Set Video Tampering Alarm

When the configured area is covered and cannot be monitored normally, the alarm is triggered
and the device takes certain alarm response actions.
Steps

1. Go toConfigurationlhEventlhBasic EvenfhVideo Tampering

2. Checlenable

3. Set theSensitivity The higher the value is, the easier to detect the area covering.
4. Clickoraw Areaand drag the mouse in the live view to draw the area.

Stop Drawing Finish drawing.

Clear All Delete all the drawn areas.
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Figure 63 Set Video Tampering Area

5. Refer tdSet Arming Schedul®r setting scheduled time. Refer tankage Method Settingfor
setting linkage method.
6. Clicksave

6.1.3 Set PIR Alarm

APIR (Passive Infrared) alarm is triggered when an intruder moves within the detector's field of
view. The heat energy dissipated by a person, or any other warm blooded creature such as dogs,
cats, etc., can be detected.

Steps

E@Note

Only certain modelsupport PIR alarm.

1. Go toConfigurationfhAdvanced ConfiguratiombBasic EvenihPIR Alarm

2. Checlenable PIR Alarm

3. Refer tdSet Arming Schedul®r setting scheduled time. Refer tankage Method Settinggor
setting linkage method.

4. Clicksave
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6.1.4 Set Exception Alarm

Exception such as network disconnection can trigger the device to take corresponding action.
Steps

1. Go toConfigurationlhEventlhBasic EvenfhException
2. SelecException Type

HDD Full The HDD storage is full.
HDD Error Error occurs in HDD.
Network The device is offline.

Disconnected

IP Address Conflictec The IP address of current device is same as that of other device i

network.
lllegal Login Incorrect user name or password is entered.
Voltage Instable The power supply voltage is fluctuating.

3. Refer td_inkage Method Setting#or setting linkage method.
4. Clicksave

6.1.5 Set Alarm Input

Alarm signal fronthe external device triggers the corresponding actions of the current device.

Before You Start

Make sure the external alarm device is connected. @eiek Start Guidir cables connection.

Steps

1. Go toConfigurationfhEventlhBasic EvenfbAlarm Input

2. Checlenable Alarm Input Handing

3. SelectAlarm Input NO.andAlarm Typefrom the dropdown list. Edit thé&larm Name

4. Refer taSet Arming Scheduli®r setting scheduled time. Refer tankage Method Setting$or
setting linkage method.

5. ClickCopy to...to copy the settings to other alarm input channels.
6. Clicksave
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6.1.6 Set Video Quality Diagnosis

When the video quality of the device is abnormal and the alarm linkage is setlaime will be
triggered automatically.
Steps
1. Go toConfigurationfhEventlhBasic EvenfhVideo Quality Diagnosis
2. SelecDiagnosis Type
3. Set the corresponding parameters.
Alarm Detection Interval
The time interval to detect the exception.
Sensitivity
The higher the value is, the more easily the exception will be detected, and the higher
possibility of misinformation would be.
Alarm Delay Times

The device uploads the alarm when the alarm reaches the set number of times.
4. Checlenable ard the selected diagnosis type will be detected.
5. Set arming schedule. S8et Arming Schedule
6. Set linkage method. Sénkage Method Settings
7. ClickSave

ClilNote

The function is onlgupported by certain models. The actual display varies with models.

6.1.7 Set Vibration Detection

It is used to detect whether the device is vibrating. The device reports an alarm and triggers
linkage actions if the function is enabled.

Steps

1. Go toQonfiguration lhEventhBasic EvenfhVibration Detection

2. Checlenable

3. Drag the slider to set the detection sensitivity. You can also enter number to set the sensitivity.
4. Set the arming schedule. Seet ArmingSchedule

5. Set the linkage method. Seakage Method Settings

6. Clicksave

E@Note

The function is only supported by certain models. The actual display varies with models.

41



Network Camera User Manual

6.2 Smart Event

E@Note

For certain device models, you need to enable the smart event functionGh Resourcpage
first to show the function configuration page.
The function varies according to different models.

6.2.1 Detect Audio Exception

Audio exception detection functiodetects the abnormal sound in the surveillance scene, such as
the sudden increase/decrease of the sound intensity, and some certain actions can be taken as
response.

Steps
1. Go toConfigurationlhEventifhSmart Evenf'bAudio Exception Detection
2. Selecbne or several audio exception detection types.
Audio Loss Detection
Detect sudden loss of audio track.

Sudden Increase of Sound Intensity Detection

Detect sudden increase of sound intensBgnsitivityand Sound Intensity Thresholdre
configurable.

ClilNote

The lower the sensitivity is, the more significant the change should be to trigger the
detection.

The sound intensity threshold refers to the sound intensity reference for the detection. It is
recommended to set as the average sound intensity ingiineironment. The louder the
environment sound, the higher the value should be. You can adjust it according to the real
environment.

Sudden Decrease of Sound Intensity Detection

Detect sudden decrease of sound intensBgnsitivityis configurable.
3. Refer to Set Arming Schedulir setting scheduled time. Refer tonkage Method Setting$or
setting linkage methods.
4. Clicksave

C@Note

The function varies according to different models.
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6.2.2 Set Defocus Detection

The blurred image caused by lens defocus can be detected. If it occurs, the device can take linkage
actions.

Steps

1. Go toConfigurationfhEventfbSmart EventbDefocus Detection

2. Checlenable

3. SetSensitivity The highethe value is, the more easily the defocus image can trigger the alarm.
You can adjust the value according to the actual environment.

4. For the linkage method settings, referltmkage Method Settings

5. Clicksave

ClilNote

The function is only supported by certain models. The actual display varies with models.

6.2.3 Detect Scene Change

Scene change detection function detects the change of surveillance scene. Some certain actions
can be taken when the alarm is triggered.

Steps

1. Go toConfigurationfhEventrbSmart EvenfbScene Change Detection

2. Clickenable

3. Set theSensitivity. The higher the value is, the more easily the change of scene can be detected.
But the detection accuracy is reduced.

4. Refer taSet Arming Scheduli®r setting scheduled time. Refer tankage Method Settingor
setting linkage method.

5. Clicksave

_ilNote

The function varies according to different models.

6.2.4 Set Fae Detection

It helps to detect the face in the detection region. If a face is detected, the device triggers the
linkage actions.

Steps

1. Go toConfigurationlhEventifhSmart EvenfhFace Detection
2. Checlenable Face Detection
3. Optional: Highlight to display the face in the image.
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1) Checlenable Dynamic Analysis For Face Detection
2) Go toConfigurationhLocal setRulesto Enable

4. SetSensitivity The lower the sensitivity is, the profile of the face or unclear fao®ie
difficult to detect.

5. Set the arming schedule and linkage methods. For the information about arming schedule
settings, se&et Arming Scheduld-or the information about linkage methods, daakage
Method Settings

6. ClickSave

6.2.5 Set Video Loss

This function can detect the video signal loss in time and trigger the linkage action.

Steps

1. Go toConfigurationlhEventlhBasic EvenfhVideo Loss

2. Checlenable

3. Refer tdSet Arming Scheduli®r setting scheduled time. Refer toankage Method Settingfor
setting linkage method.

4. Clicksave

6.2.6 Set Intrusion Detection

It is used to detect objects entering and loiteg in a predefined virtual region. If it occurs, the
device can take linkage actions.

Steps

1. Go toConfigurationfhEventrhSmart Eventhintrusion Detection
2. Checlenable

3. Select &egion For the detection region settings, refer braw Area
4. Set rules.

Sensitivity Sensitivity stands for the percentage of the body part of an
acceptable target that enters the pigefined region. Sensitivity = 10
- S1/ST x 100. S1 stands for the target body part goats across the
pre-defined region. ST stands for the complete target body. The
higher the value of sensitivity is, the more easily the alarm can be
triggered.

Threshold Threshold stands for the threshold for the time of the object loiterii
in the region If the time that one object stays exceeds the threshol
the alarm is triggered. The larger the value of the threshold is, the
longer the alarm triggering time is.

Detection Target Human and vehicle are available. If the detection target is not
selected all the detected targets will be reported, including the




Network Camera User Manual

human and vehicle.

Target Validity If you set a higher validity, the required target features should be
more obvious, and the alarm accuracy would be higher. The targe
with less obvious featuresould be missing.

Figure 64 Set Rule

5. Optional: You can set the parameters of multiple areas by repeating the above steps.

6. For the arming schedule settings, refeiSet Arming Scheduld-or the linkage method settings,
refer to Linkage Method Settings

7. Clicksave

6.2.7 Set Line Crossing Detection

It is used to detect objects crossing a {olefined virtual line. If it occurs, the device can take
linkageactions.

Steps

1. Go toConfigurationfhEventrhSmart EventhLine Crossing Detection

2. Checlenable

3. Select onéineand set the size filter. For the size filter settings, refeB&t Size Filter

4. Clickbraw Areaand a line with an arrow appears in the live video. Drag the line to the location
on the live video as desired.

5. Set rules.

Direction It stands for the direction from which the object goes across the lir
A<>B: The object going across the line fromtbdirections can be
detected and alarms are triggered.

A->B: Only the object crossing the configured line from the A side
the B side can be detected.
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Sensitivity

Detection Target

Target Validity

Steps
1. Go toConfigurationlhEventihSmart EvenfhRegionEntrance Detection
2. Checlenable

HHH[”m

B->A: Only the object crossing the configured line from the B side
the A side can be detected.

It stands for the percentage of the body part of an acceptable targ
that goes across the preefined line. Sensitivity = 16B1/ST x 100.
S1 stands for the target body part that goes across thedefined
line. ST stands for the completarget body. The higher the value of
sensitivity is, the more easily the alarm can be triggered.

Human and vehicle are available. If the detection target is not
selected, all the detected targets will be reported, including the
human and ehicle.

If you set a higher validity, the required target features should be
more obvious, and the alarm accuracy would be higher. The targe
with less obvious features would be missing.

Figure 65 Set Rule

6. Optional: You can s#te parameters of multiple areas by repeating the above steps.

7. For the arming schedule settings, refeiSet Arming Scheduld-or the linkage method settings,
refer to Linkage Method Setting

8. Clicksave

6.2.8 Set Region Entrance Detection

It is used to detect objects entering a padefined virtual region from the outside place. If it occurs,
the device can take linkage actions.
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3. Select on&egion For the region settings, refer foraw Area
4. Set the detection target, sensitivity and the target validity.

Sensitivity

Detection Target

Target Validity

It stands for the percentage of the boggrt of an acceptable target
that goes across the préefined region. Sensitivity = 106G 1/ST x
100. S1 stands for the target body part that goes across the
pre-defined region. ST stands for the complete target body. The
higher the value of sensitivitg,ithe more easily the alarm can be
triggered.

Human and vehicle are available. If the detection target is not
selected, all the detected targets will be reported, including the
human and vehicle.

If you set a higher vality, the required target features should be
more obvious, and the alarm accuracy would be higher. The targe
with less obvious features would be missing.

Figure 66 Set Rule

5. Optional: You can set the parameters of multiple areas by repeatingtitree steps.

6. For the arming schedule settings, refeiSet Arming Scheduld-or the linkage method settings,
refer to Linkage Method Settings

7. Clicksave

6.2.9 Set Region Exiting Detenti

It is used to detect objects exiting from a gatefined virtual region. If it occurs, the device can

take linkage actions.
Steps

1. Go toConfigurationlhEventlfhSmart EvenfbRegion Exiting Detection
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2. Checlenable
3. Select on&egion For the detection region settings, refer Dyaw Area
4. Set the detection target, sensitivity and the target validity.

Sensitivity It stands for the percentage of the body part of an acceptable targ
that goes across thpre-defined region. Sensitivity = 16B1/ST x
100. S1 stands for the target body part that goes across the
pre-defined region. ST stands for the complete target body. The
higher the value of sensitivity is, the more easily the alarm can be
triggered.

Detection Target Human and vehicle are available. If the detection target is not
selected, all the detected targets will be reported, including the
human and vehicle.

Target Validity If you set a higher validity, the required target features should be
more obvious, and the alarm accuracy would be higher. The targe
with less obvious features would be missing.

Figure 67 Set Rule

5. Optional: You can set the parameters of multiple areas by repeating the above steps.

6. For the arming schedule settings, refeiSet Arming Scheduld-or the linkage method settings,
refer to Linkage Method Settings

7. Clicksave
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6.2.10 Set Unattended Baggage Detection

It isused to detect the objects left over in the pdefined region. Linkage methods can be
triggered after the object is left and stays in the region for a set time period.

Steps

1. Go toConfigurationfhEventfbSmart EventhUnattended Baggage Detection
2. Checlenable

3. Select on&egion For the detection region settings, refer Dyaw Area

4. Set rules.

Sensitivity Sensitivity stands for the percentage of the body part of an
acceptable target that enters the pigefined region. Sensitivity = 10l
- S1/ST x 100. S1 stands for the target body part that goes across
pre-defined region. ST stands for the complete target body. The
higher the value of sensitivity is, the more easily the alarm can be
triggered.

Threshold It stands for the time of the objects left in the region. Alarm is
triggered after the object is left and stays in the region for the set
time period.
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Figure 68 Set Rule

5. Optional: You can set the parameters of multiple areas by repeating the sbep®

6. For the arming schedule settings, refeiSet Arming Scheduld-or the linkage method settings,
refer to Linkage Method Settings

7. Clicksave

6.2.11 Set Object Removal Detection

It detects whether the objects are removed from the ffefined detection region, such as the
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exhibits on display. If it occurs, the device can take linkage actions and the staff can take measures

to reduce property loss.

Steps

1. Go toConfigurationfhEwent ThSmart EventhObject Removal Detection

2. Checlenable

3. Select &egion For the region settings, s&raw Area

4. Set the rule.
Sensitivity

Threshold

Range [1100]. It stands for the percentage of the body part of an
acceptble target that leaves the préefined region.

Sensitivity = 10Q S1/ST*100

S1 stands for the target body part that leaves the-gedined region.
ST stands for the complete target body.

Example: If you set the value as 60, a target is possible to beesbu
as a removed object only when 40 percent body part of the target
leaves the region.

Range [5L00s], the threshold for the time of the objects removed
from the region. If you set the value as 10, alarm is triggered after
objectdisappears from the region for 10s.

Figure 69 Set Rule

5. Optional: Repeat the above steps to set more regions.
6. For the arming schedule settings, $x Arming Scheduld-or the linkage method settings, see
Linkage Method Settings

7. Clicksave

EENote

The function is only supported by certain models. The actual display varies with the models.
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6.2.12 Draw Area

This section introduces the configuration of area.

Steps

1. Clickoraw Area

2. Click on the live view to draw the boundaries of the detection region, and right click to complete
drawing.

3. Clicksave

E@Note

ClickClear Allto clear all predefined areas.

6.2.13 Set Size Filter

This part introduces the setting of sizedilt Only the target whose size is between the minimum
value and maximum value is detected and triggers alarm.

Steps

1. ClickMax. Sizeand drag the mouse in the live view to draw the maximum target size.
2. ClickMin. Size and drag the mouse in the liveew to draw the minimum target size.

3. Clicksave
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Chapter 7 Network Settings

7.1 TCP/IP

TCP/IP settings must be properly configured before you operate the device over network. IPv4 and
IPv6 are both supported. Both versions can be configured simutaste without conflicting to
each other.
Go toConfigurationfhNetwork MBasic Setting§Hh TCP/IFor parameter settings.
NIC Type
Select a NIC (Network Interface Card) type according to your network condition.

IPv4
Two IPv4 modes are available.

DHCP

The device automatically gets the IPv4 parameters from the network if you &ieCPThe
device IP address is changed after enabling the function. You can use SADP to get the device
IP address.

C@Note

The network that the device is connected to should sup@HCP (Dynamic Host
Configuration Protocol).

Manual
You can set the device IPv4 parameters manually. Iliput AddressiPv4 Subnet Maskand
IPv4 Default Gatewayand clickTestto see if the IP address is available.
IPv6
Three IPv6 modes are alable.

Route Advertisement

The IPv6 address is generated by combining the route advertisement and the device Mac
address.

ilNote

Route advertisement mode requires the support from the router that the device is connected
to.

DHCP
The IPv6 addressassigned by the server, router, or gateway.
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Manual
Input IPv6 AddresslPv6 SubnetlPv6 Default GatewayConsult the network administrator
for required information.
MTU

It stands for maximum transmission unit. It is the size of the largest protocolutéttshat can
be communicated in a single network layer transaction.
The valid value range of MTU is 1280 to 1500.

DNS

It stands for domain name server. It is required if you need to visit the device with domain name.
And it is also required for some applications (e.g., sending emailpr8ietrred DNS Servend
Alternate DNS serveproperly if needed.

Dynamic Domain Nam

CheckEnable Dynamic Domain Nanand inputRegister Domain NameThe device is
registered under the register domain name for easier management within the local area
network.

ClilNote

DHCPRshould be enabled for the dynamic domain name to take effect.

7.1.1 Multicast

Multicast is a group communication where data transmission is addressed to a group of
destination devices simultaneously. After setting multicast, you can send the source data
efficiently to multiple receivers.

Go toConfigurationfbNetwork MBasic Settingg§bMulticast for the multicast settings.

IP Address

It stands for the address of multicast host.
Stream Type

The stream type of the multicast source.
Video Port

The video port of the selected stream.
Audio Port

The audio port of theselected stream.
FEC Port

The FEC port of the selected stream.

FEC Ratio
The ratio of forward error correction.
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7.1.2 Multicast Discovery

Check theenable Multicast Discoveryand then the online network camera can be automatically
detected by client sdévare via private multicast protocol in the LAN.

7.2 SNMP

You can set the SNMP network management protocol to get the alarm event and exception
messages in network transmission.

Before You Start

Before setting the SNMP, you should download the SNMBvare and manage to receive the
device information via SNMP port.

Steps

1. Go to the settings pag€onfigurationfbNetwork MlyAdvanced SettingfbSNMP
2. Checlenable SNMPyEnable SNMP vaar Enable SNMPv3

C@Note

The SNMP version you select should be the same as that of the SNMP software.

And you also need to use the different version according to the security level required. SNMP v1
is not secure and SNMP v2 requires password for access. And SNMP v3 proviglgseramd

if you use the third version, HTTPS protocol must be enabled.

3. Configure the SNMP settings.
4. Clicksave

7.3 Set SRTP

The Secure Redime Transport Protocol (SRTP) is a Riead Transport Protocol (RTP) internet
protocol, intended to preide encryption, message authentication and integrity, and replay attack
protection to the RTP data in both unicast and multicast applications.

Steps

1. Go toConfigurationlhNetwork MhAdvanced SettingfHhSRTP
2. SelecServer Certificate

3. SelecEncypted Algorithm

4. Clicksave

ilNote

Only certain device models support this function.
If the function is abnormal, check if the selected certificate is abnormal in certificate
management.
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7.4 Port Mapping

By setting port mapping, you can access deuieesugh the specified port.

Before You Start

When the ports in the device are the same as those of other devices in the network, réfertto
to modify the device ports.

Steps

1. Go toConfigurationlhNetwork MyBasic SethgsHNAT.

2. Select the port mapping mode.

Auto Port Mapping  Refer toSet Auto Port Mappindor detailed information.

Manual Port Refer toSet Manual Port Mappindor detailed information.
Mapping

3. Clicksave

7.4.1 Set Auto Port Mapping

Steps

1.Checl® y I 6 f S, and ckldbse a friendly name for the camera, or you can use the default
name.

2. Select the port mapping mode Auto.

3. Clicksave

ClilNote

't vyt u  Targh®rnbdute? sfiould be enabled at the same time.

7.4.2 Set Manual Port Mapping

Steps

1.Checl y I 6 f S, and ciiabse a friendly name for the device, or you can use the default
name.

2. Select the port mapping mode Manual, and set the external potb be the same as the
internal port.

3. Clicksave

What to do next
Go to the router port mapping settings interface and set the port number and IP address to be the
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same as those on the device. For more information, refer to the router user manual.

7.4.3 Set Port Mapping on Router

The following settings are for a certain router. The settings vary depending on different models of
routers.

Steps

1. Select th&VAN Connection Type
2. Set thdP AddressSubnet Maskand other network parameters of the route

3. Go toForwardinglhVirtual Seversand input thePort NumberandIP Address
4. Clicksave

Example

When the cameras are connected to the same router, you can configure the ports of a camera as
80, 8000, and 554 with IP address 192.168.1.23, angdhis of another camera as 81, 8001, 555,
8201 with IP 192.168.1.24.

108M

Wireless Router Virtual Servers
Model No.:
TL-WR641G / TL-WR642G

1D Service Port IP Address Protocol Enable
QL EsRE 1 &0 192.168.10 23 ALL v
- Basic Settings -
+ Networl 2 8000 192.168.10/ 23 ALL v
eles 3 4 192.168.10, 23 ALL v
--- Advanced Settings - 55
I 4 8200 192.168.10, 23 ALL v
- 5 192.168.10 v
+ Virtual Servers 8l 2 ALL =
r r 6 8001 192.168.10, 24 ALL v
7 555 192.168.10, 24 ALL v
8 8201 192.168.10, 24 ALL v
- Maintenance — Common Service Port: DNS(53) v Copyto | ID |1 v
o e
([ Next ][ ClearAll ][ __save |

Figure 71 Port Mapping on Router

E@Note

The port of the network camera cannot conflict with other ports. For example, some web

management port of the router is 80. Change the canpod if it is the same as the management
port.
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7.5 Port

The device port can be modified when the device cannot access the network due to port conflicts.

ACaution

Do not modify the default port parameters at will, otherwise the device may be inaccessible.

Go toConfigurationfbNetwork MBasic Setting§bPort for port settings.

HTTP Port

It refers to the port through which the browser accesses the device. For example, when the
HTTP Poris modified to 81, you need to entéittp://192.168.1.64:81in the krowser for login.

HTTPS Port

It refers to the port through which the browser accesses the device with certificate. Certificate
verification is required to ensure the secure access.

RTSP Port
It refers to the port of reatime streaming protocol.

SRTP Por
It refers to the port of secure redime transport protocol.

Server Port
It refers to the port through which the client adds the device.

Enhanced SDK Service Port
It refers to the port through which the client adds the device. Certificatéfication is required
to ensure the secure access.

WebSocket Port
TCPbased fullduplex communication protocol port for pleig free preview.

WebSockets Port

TCPbased fullduplex communication protocol port for pleig free preview. Certificate
verification is required to ensure the secure access.

C@Note

Enhanced SDK Service Port, WebSocket Port, and WebSockets Port are only supported by
certain models.

For device models that support that function, go@onfigurationflbNetwork MAdvanced
SettingsIbNetwork Servicdo enable it.
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7.6 Access to Device via Domain Name

You can use the Dynamic DNS (DDNS) for network access. The dynamic IP address of the device
can be mapped to a domain name resolution server to realize the network access via domain
name.

Before You Start
Registration on the DDNS server is required before configuring the DDNS settings of the device.

Steps
1. Refer toTCP/IRo set DNS parameters.

2. Go to the DDNS settings pa@anfigurationfhNetwork MBasic SettingfhDDNS
3. Checlenable DDN&nd selecDDNS type

DynDNS
Dynamic DNS server is used for domain name resolution.

NO-IP

NOIP server is used for domain name resolution.
. Input the domain name information, and cl8kve
5. Check the device ports and complete port mapping. RefBotbto check the device port , and
refer to Port Mappingfor port mapping settings.
6. Access the device.

D

By Browsers Enter the donain name in the browser address bar to access the
device.

By Client Software ~ Add domain name to the client software. Refer to the client manuz
for specific adding methods.

7.7 Access to Device via PPPoE Dial Up Connection

This device supports the PAPauto dialup function. The device gets a public IP address by ADSL
dialup after the device is connected to a modem. You need to configure the PPPoE parameters of
the device.
Steps
1. Go toConfigurationfhNetwork lhBasic Setting§hPPPoE
2. Checlenable PPPoE
3. Set the PPPoOE parameters.

Dynamic IP

After successful dialp, the dynamic IP address of the WAN is displayed.

User Name
User name for dialip network access.
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Password
Password for dialip network access.

Confirm

Input your dialup password again.
4. ClickSave
5. Access the device.

By Browsers Enter the WAN dynamic IP address in the browser address bar to
access the device.

By Client Software  Add the WAN dynamic IP address to the client software. Refer to
client manual for detds.

ClilNote

The obtained IP address is dynamically assigned via PPPoOE, so the IP address always changes
after rebooting the camera. To solve the inconvenience of the dynamic IP, you need to get a
domain name from the DDNS provider (e.g. DynDns.com). Refarctess to Device via Domain
Namefor detail information.

7.8 Wireless Dial

Data of audio, video and image can be transferred via 3G/4G wireless network.

C@Note

The function is only supported by certain device models.

7.8.1 SeWireless Dial

The builtin wireless module offers dialp access to the Internet for the device.

Before You Start
Get a SIM card, and activate 3G/4G services. Insert the SIM card to the corresponding slot.

Steps

1. Go toConfigurationfhNetwork lhAdvanced SettingfhWireless Dial
2. Check to enable the function.

3. ClickDial Parameterdo configure and save the parameters.

4. ClickDial Plan SeeSet Arming Scheduli®r detailed information.

5. Optional: SeAllowlist. SeeSet Allowlistfor detailed information.

6. ClickDial Status
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Click Refresh Refresh the dial status.

Click Disconnect Disconnect the 3G/4G wireless network.

When theDial Statugurns to Connected it means auccessful dial.
7. Access the device via the Addresof the computer in the network.
¢ Input the IP address in the browser to access the device.
¢ Add the device in client application. Sel#tDomain and input IP address and other

parameters to accegbe device.

7.8.2 Set Allowlist

Add the mobile phone number of administrator to the allowlist in order to receive alarm message
from the device.

Steps
1. Go to allowlist settings pag€onfigurationfbAdvanced ConfiguratiombWireless Dial'h
Allowlist.
2. Checlenable SMS Alarm
3. Click+ in the allowlist.
1) Input the mobile phone number to receive alarm message.
2) CheclReboot via SMS
3) Select the certain events, and the mobile phone can receive the alarm message when the
event happens.
4) Clicksave.
5) Optional: Repeat the steps above to set multiple recipients.

Modify the allowlist parameters.

X Delete the allowlist that already set.

Send Test SMS Send a message to the mobile phone for test.
4. Clicksave
7.9 WiFi

Connect the device twireless network by setting \Aki parameters.

ClilNote

This function is only supported by certain device models.
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7.9.1 Connect Device to \AAi

Before You Start
Refer to the user manual of wireless router or AP to set SSID, key, and other parameters.
Steps

1. Go to TCP/IP settings pa@anfigurationflhNetwork MhBasic ConfiguratiombhTCP/IP
2. SelecWlanto set the parameters. Refer fbCP/IFor detailed configuration.

C@Note

For stable use of \AHi, it is not recommethed to use DHCP.

3. Go to WAFi settings pageConfigurationflhNetwork ThAdvanced ConfiguratiombWi-Fi.
4. Set and save the parameters.
1) ClickSearch
2) Select &SIDwhich should be the same as that of wireless router or AP.
The parameters of the network is automatically showRMiFi.
3) Select theNetwork ModeasManage
4) Input the key to connect the wireless network. The key should be that of the wireless
network connection you set on the router.

What to do next

Go to TTP/IP settings pag€onfigurationfhNetwork MBasic ConfiguratiofbTCP/IR and click
Wlanto check thdPv4 Addressnd log in the device.

7.10 Set Network Service

You can control the ON/OFF status of certain protocol as desired.

Steps

ClilNote

Thisfunction varies according to different models.

1. Go toConfigurationfhNetwork lhAdvanced SettingShNetwork Service
2. Set network service.

WebSocket & WebSockets

WebSocket or WebSockets protocol should be enabled if you use Google Chrome 57 and its
above version or Mozilla Firefox 52 and its above version to visit the device. Otherwise, live
view, image capture, digital zoom, etc. cannot be used.

If the device uses HTTP, enable WebSocket.

If the device uses HTTPS, enable WebSockets.
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When you use Weltfgkets, select th&erver Certificate

ClilNote

Complete certificate management before selecting server certificate. Refeettificate
Managementfor detailed information.

SDK Service & Enhanced SDK Service
CheckiEnableSDK Servic® add the device to the client software with SDK protocol.
CheckEnable Enhanced SDK Servicendd the device to the client software with SDK over

TLS protocol.
When you use Enhanced SDK Service, sele@dheer Certificate

C@Note

Completecertificate management before selecting server certificate. Ref@ddificate
Managementfor detailed information.

When set up connection between the device and the client software, it is recommended to
use Enhanced SDKr@ee and set the communication in Arming Mode to encrypt the data
transmission. See the user manual of the client software for the arming mode settings.

TLS (Transport Layer Security)
The device offers TLS1.1 and TLS1.2. Enable one or more protsimhse@ccording to your
need.

Bonjour

Uncheck to disable the protocol.
3. ClickSave

7.11 Set Open Network Video Interface

If you need to access the device through Open Network Video Interface protocol, you can
configure the user settings to enhance thetwork security.

Steps
1. Go toConfigurationflhNetwork MhAdvanced Setting§hlntegration Protocol

2. Checlenable Open Network Video Interface
3. ClickAddto configure the Open Network Video Interface user.

Delete Delete the selected Open Networkdép Interface user.
Modify Modify the selected Open Network Video Interface user.
4. ClickSave
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5. Optional: Repeat the steps above to add more Open Network Video Interface users.

7.12 Set ISUP

When the device is registered on ISUP platform (formealied Ehome), you can visit and manage
the device, transmit data, and forward alarm information over public network.

Steps

1. Go toConfigurationfhNetwork lhAdvanced SettingShPlatform Access
2. SelectSUPas the platform access mode.
3. SelecEnable
4. Select a protocol version and input related parameters.
5. Clicksave
Register status turns t@nlinewhen the function is correctly set.

7.13 Set Alarm Server

The device can send alarms to destination IP address or host name through HTH®, &6iTSUP
protocol. The destination IP address or host name should support HTTP, HTTP, or ISUP data
transmission.

Steps

1. Go toConfigurationfhNetwork lhAdvanced SettingfhAlarm Server
2. EnterDestination IP or Host Nam&JRL. andPort.
3. SelecProtocol.

ClilNote

HTTP, HTTPS, and ISUP are selectable. It is recommended to use HTTPS, as it encrypts the data
transmission during communication.

4. ClickTestto check if the IP or host is available.
5. Clicksave

7.14 Access Camera whalLookVision

HiLookVisioms an application for mobile devices. Using the App, you can view live image, receive
alarm notification and so on.

Before You Start

Connect the camera to network with network cables.

Steps

1. Get and instaHiLookVisiorapplication by the following ways.
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Visithttps://appstore.hikvision.comto download the application according to your mobile
phone system.

Visit the official site of our company. Then gd&iepportihToolsIhHikvision App Store
Scan the QR code below to download the application.

ilNote

If errors like "Unknown app" occur during the installation, solve the problem in two ways.
1) Visithttps:// appstore.hikvision.com/static/help/index.htmito refer to the troubleshooting.
2) Visithttps://appstore.hikvision.com/, and clicknstallation Helpat the upper right corner of

the interface to refer to the troubleshooting.

2. Start the application and register foHaLookVisiomser account.

3. Log in after registration.

4. In the app, tap "+" on the uppeight corner and then scan the QR caafehe camera to add
the camera. You can find the QR code on the camera or on the cover of the Quick Start Guide of
the camera in the package.

5. Follow the prompts to set the network connection and add the camera to dwgokVision
account.

6. For detailed information, refer to the user manual of tHe_ookVisiorapp.

7.14.1 EnablédiLookVisiorService on Camera

HiLookVisiorservice should be enabled on your camera before using the service.
You can enable the service through SADP software orbebser.

EnableHiLookVisiorService via Web Browser

Follow the following steps to enabldiLookVisiorservice via Web Browser.

Before You Start
You need to activate the camera before enabling the service.

Steps

1. Access the camera via web browser.

2. Enter platform access configuration interfaGanfigurationlhNetwork lhAdvanced Settings
MPlatform Access

3. SelecHiLookVisioras thePlatform Access Mode

64


https://appstore.hikvision.com/
https://appstore.hikvision.com/static/help/index.html
https://appstore.hikvision.com/

Network Camera User Manual

4. Checlenable
5. Click and read "Terms of Service" and "Privacy Policy" hupepndow.
6. Create a verification code or change the old verification code for the camera.

C@Note

The verification code is required when you add the camenditmokVisiorservice.

7. Save the settings.

EnableHiLookVisiorService via SADP Software

This part introduce how to enabldiLookVisiorservice via SADP software of an activated camera.

Steps

1. Run SADP software.

2. Select a camera and entglodify Network Parametergpage.
3. CheclenableHiLookVision

4. Create a verification code ohange the old verification code.

_ilNote

The verification code is required when you add the cametditmokVisiorservice.

5. Click and read "Terms of Service" and "Privacy Policy".
6. Confirm the settings.

7.14.2 Set UHiLookVision

Steps

1. Get and istallHiLookVisiorapplication by the following ways.
Visithttps://appstore.hikvision.comto download the application according to your mobile
phone system.

Visit the official site of our company. Then gd&iepportihToolsIhHikvision App Store
Scan the QR code below to download the application.

5

5
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C@Note

If errors like "Unknown app" occur during the installation, solve the problem in two ways.
1) Visithttps://appstore.hikvision.com/static/help/index.html to refer to the troubleshooting.
2) Visithttps://appstore.hikvision.com/, and clicknstallation Helpat the upper right corner of

the interface to refer to the troubleshooting.

2. Start the application and register foHaLookVisiomser account.
3. Log in after registration.

7.14.3 Add Camera tbliLookVision

Steps

1. Connect your mokildevice to a WFi.

2. Log into theHiLookVisiorapp.

3. In the home page, tap "+" on the uppeght corner to add a camera.
4. Scan the QR code on camera body or omQh&k Start Guideover.

C@Note

If the QR code is missing or too blur toreeognized, you can also add the camera by inputting
the camera's serial number.

5. Input the verification code of your camera.

E@Note

The required verification code is the code you create or change when you enable
HiLookVisiorservice on the camera.

If you forget the verification code, you can check the current verification codelatfiorm
Accessonfiguration page via web browser.

6. TapConnect to a Networlbutton in the popup interface.
7. Choosé&Vired Connectioror Wireless Connectiomccording toyour camera function.

Wireless Connection Input the WiFi password that your mobile phone has connected tc
and tapNextto start the WiFi connection process. (Locate the
camera within 3 meters from the router when setting up the-Fil)

Wired Connection Connect the camera to the router with a network cable and tap
Connectedn the result interface.

E@Note

The router should be the same one which your mobile phone has connected to.
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8. TapAddin the next interface to finish adding.

9. For detailed inbrmation, refer to the user manual of theiLookVisiomapp.

67



Network Camera User Manual

Chapter 8 Arming Schedule and Alarm Linkage

Arming schedule is a customized time period in which the device performs certain tasks. Alarm
linkage is the response to the detected certain incidentarget during the scheduled time.

8.1 Set Arming Schedule

Set the valid time of the device tasks.

Steps

1. ClickArming Schedule
2. Drag the time bar to draw desired valid time.

C@Note

Up to 8 periods can be configured for one day.

3. Adjust the timeperiod.
¢ Click on the selected time period, and enter the desired value. Séick
¢ Click on the selected time period. Drag the both ends to adjust the time period.
¢ Click on the selected time period, and drag it on the time bar.

4. Optional: Clicopy ta.. to copy the same settings to other days.

5. Clicksave

8.2 Linkage Method Settings

You can enable the linkage functions when an event or alarm occurs.

8.2.1 Trigger Alarm Output

If the device has been connected to an alarm output device, and the aatput No. has been
configured, the device sends alarm information to the connected alarm output device when an
alarm is triggered.

Steps

1. Go toConfigurationfhEventlhBasic EvenfbAlarm Output
2. Set alarm output parameters.

Automatic Alarm For the information about the configuration, sé@itomatic Alarm
Manual Alarm For the information about the configuration, sé&anual Alarm
3. Clicksave
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Manual Alarm

You can trigger aalarm output manually.

Steps

1. Set the manual alarm parameters.
Alarm Output No.

Select the alarm output No. according to the alarm interface connected to the external alarm
device.

Alarm Name
Custom a name for the alarm output.
Delay

SelectManual.
2. Clickvanual Alarmto enable manual alarm output.
3. Optional: ClicKlear Alarnto disable manual alarm output.

Automatic Alarm

Set the automatic alarm parameters, then the device triggers an alarm output automatically in the
set arming schedule.

Steps
1. Set automatic alarm parameters.
Alarm Output No.

Select the alarm output No. according to the alarm interface connected to the external alarm
device.

Alarm Name
Custom a name for the alarm output.

Delay

It refers to the time duration that the alarmutput remains after an alarm occurs.
2. Set the alarming schedule. For the information about the settingsSeeArming Schedule
3. Click 2 LJ& toic@pythe parameters to other alarm output channels.
4. ClickSave

8.2.2 FTP/NAS/Memory Card Uploading

If you have enabled and configured the FTP/NAS/memory card uploading, the device sends the
alarm information to the FTP server, network attached storage and memory card when an alarm is
triggered.

Refer toSet FTRo set the FTP server.

Refer toSet NASor NAS configuration.

69



Network Camera User Manual

Refer toSet New or Unencrypted Memory Calimt memory card storage configuration.

8.2.3 SencEmail

CheckSend Emajland the device sends an email to the designated addresses with alarm
information when an alarm event is detected.
For emalil settings, refer t8et Email

Set Emall

When the email is configured ar®krd Emailis enabled as a linkage method, the device sends an
email notification to all designated receivers if an alarm event is detected.

Before You Start

Set the DNS server before using the Email function. @wotdigurationlhNetwork MhBasic
SettingsIHh TCP/IFfor DNS settings.

Steps

1. Go to email settings pag€onfigurationlhNetwork lhAdvanced Setting§hEmail
2. Set email parameters.
1) Input the sender's email information, including tBender's AddressSMTP Serverand
SMTP Port
2) Optional: fl your email server requires authentication, chéakthentication and input your
user name and password to log in to the server.
3) Set theemail Encryption
When you selec8Slor TLS and disable STARTTLS, emails are sent after encrypted by SSL
or TLSThe SMTP port should be set as 465.
When you selec8Slor TLSand Enable STARTTLe3nails are sent after encrypted by
STARTTLS, and the SMTP port should be set as 25.

E@Note

If you want to use STARTTLS, make sure that the protocol is supported by your email server.
If you check thé&enable STARTTiMBile the protocol is not supported by your email sever,
your email is sent with no encryption.

4) Optional: If you want to receg notification with alarm pictures, cheéktached Image The
notification email has 3 attached alarm pictures about the event with configurable image
capturing interval.

5) Input the receiver's information, including the receiver's name and address.

6) Qick Testto see if the function is well configured.

3. ClickSave
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8.2.4 Notify Surveillance Center

CheckNotify Surveillance Centeithe alarm information is uploaded to the surveillance center
when an alarm event is detected.

8.2.5 Trigger Recording

CheckTrigger Recordingand the device records the video about the detected alarm event.
For recording settings, refer tdideo Recording and Picture Capture

8.2.6 Flashing Light

After enabling-lashing Lighand setting thelashing Light Alarm Outputhe light flashes when
an alarm event is detected.

Set Flashing Alarm Light Output

When events occur, the flashing light on the device can be triggered as an alarm.

Steps
1. Go toConfigurationfhEventlhBasic EvenfhFlashing Alarm Light Output
2. SetFlashing DurationFlashing Frequencgnd Brightness
Flashing Duration
The time that the flashing lasts when one alarm happens.

Flashing Frequency
The rate at which the light flashes. High frequency, medium frequdéonyfrequency, and
normally on are selectable.

Brightness

The brightness of the light.
3. Set the arming schedule. Seet Arming Scheduli®r details.
4. Clicksave

_ilNote

Only certain device models support the function.

8.2.7 Audible Warning

After enablingAudible Warningand settingAudible Alarm Output the builtin speaker of the
device or connected external speaker plays warning sounds when an alarm happens.
For audible alarm output settings, refer 8et Audible Alarm Output
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C@Note

The function is only supported by certain camera models.

Set Audible Alarm Output

When the device detects targets in the detection area, audible alarm can be triggered as a
warning.

Steps
1. Go toConfigurationlhEventhBasic EvenfhAudible Alarm Output
2. SelecSound Typeand set related parameters.
¢ SelectPromptand set the alarm times you need.
¢ SelectWarningand its contents. Set the alarm times you need.
¢ SelectCustom Audio You can select a custom audio file from the ddapvn list. If no file is
available, you can cligkdd to upload an audio file that meets the requirement. Up to three
audio files can be uploaded.
3. Optional: ClicKestto play the selected audio file ahe device.
4. Set arming schedule for audible alarm. Seé Arming Scheduli®r details.
5. Clicksave

C@Note

The function is only supported by certain device models.
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Chapter 9 System and Security

It introduces system maintenance, system settings and security management, and explains how to
configure relevant parameters.

9.1 View Device Information

You can view device information, such as Device No., Model, Serial No. and Firmware Version.
EnterCanfiguration MySystemhSystem Setting§hBasic Informatiorto view the device
information.

9.2 Search and Manage Log

Log helps locate and troubleshoot problems.

Steps
1. Go toConfigurationhSystemhMaintenancelbLog
2. Set search conditioridajor Type Minor Type Start Time andEnd Time
3. ClickSearch
The matched log files will be displayed on the log list.
4. Optional: ClicExportto save the log files in your computer.

9.3 Simultaneous Login

The administrator can set the maximum numbéusers logging into the system through web
browser simultaneously.
Go toConfigurationfhSystemhUser ManagementclickGeneraland setSimultaneous Login

9.4 Import and Export Configuration File

It helps speed up batch configuration on other deviceh wie same parameters.
EnterConfigurationfhSystemilhMaintenancelhUpgrade & MaintenanceChoose device
parameters that need to be imported or exported and follow the instructions on the interface to
import or export configuration file.

9.5 Export Diagose Information

Diagnose information includes running log, system information, hardware information.
Go toConfigurationfhSystemhMaintenancelhUpgrade & MaintenanceCheck desired
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diagnose information and clidkiagnose Informatiorto export corresponding diagnose
information of the device.

9.6 Reboot

You can reboot the device via browser.
Go toConfigurationlhSystemilhMaintenancellhUpgrade & Maintenanceand clickReboot

9.7 Restore and Default

Restore and Default helps restditee device parameters to the default settings.

Steps

1. Go toConfigurationlhSystempMaintenancelhUpgrade & Maintenance
2. ClickRestoreor Defaultaccording to your needs.

Restore Reset device parameters, except user information, IP parameters
video format to the default settings.

Default Reset all the parameters to the factory default.

[liNote

Be careful when using this function. After resetting to the factory
default, all the parameters are reset to the default settings.

9.8 Upgrade

Before You Start
You need to obtain the correct upgrade package.

ACaution

DO NOT disconnect power during the process, and the device reboots automatically after upgrade.

Steps
1. Go toConfigurationfHSystemhMaintenancellhUpgrade & Maintenance
2.Choose one method to upgrade.

Firmware Locate the exact path of the upgrade file.
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Firmware Directory  Locate the directory which the upgrade file belongs to.

3. ClickBrowseto select the upgrade file.
4. ClickJpgrade

9.9 View Open Source Softwatacense

Go toConfigurationfhSystemhSystem Setting§hAbout Device and click/iew Licenses

9.10 Wiegand

C@Note

This function is only supported by certain camera models.

CheckeEnableand select the protocol. The default protocol is SH26bit.
If enabled, the recognized license plate number will be output via the selected Wiegand protocol.

9.11 Metadata

Metadata is the raw data that the camera collects before algorithm processing. It provide the
option to users to explore various data usages.

Go toConfigurationfhSystemihMetadata Settinggo enable metadata uploading of the desired
function.

Smart Event
The metadata of the smart event includes the target ID, target coordinate, time, etc.

9.12 Time and Date

You can configure time and date of theuice by configuring time zone, time synchronization and
Daylight Saving Time (DST).

9.12.1 Synchronize Time Manually

Steps
1. Go toConfigurationlhSystemlhSystem SettingfhTime Settings
2. SeleciTime Zone
3. ClickManual Time Sync.
4. Choose onéme synchronization method.
¢ SelectSet Time and manually input or select date and time from the pgpcalendar.
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CheckSync. with computer timdo synchronize the time of the device with that of the local PC.
5. Clicksave

9.12.2 Set NTP Server

You caruse NTP server when accurate and reliable time source is required.

Before You Start
Set up a NTP server or obtain NTP server information.

Steps

1. Go toConfigurationlhSystemlhSystem SettingfhTime Settings
2. SeleciTime Zone

3. ClickiNTP

4. SetServer AddresNTP PortandInterval.

C@Note

Server Address is NTP server IP address.

5. ClicKTestto test server connection.
6. Clicksave

9.12.3 Synchronize Time by Satellite
C@Note

This function varies depending on different devices.

Steps

1. EnterConfigurationfhSystemihSystem Setting§hTime Settings
2. SelecBatellite Time Sync.

3. Setinterval.

4. Clicksave

9.12.4 Set DST

If the region where the device is located adopts Daylight Saving Time (DST), you can set this
function.

Steps

1. Go toConfigurationfhSystemhSystem Setting§hDST
2. Checlenable DST
3. SelecGtart Time End Timeand DST Bias
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4. Clicksave

9.13 Set R&85

R$485 is used to connect the device to external device. You can w4836 transmit the data
between the device and the computer or terminal when the communication distance is too long.

Before You Start
Connect the device and computer or termial with-485 cable.
Steps

1. Go toConfigurationlhSystemlhSystem SettingfHhRS485.
2. Set the R885 parameters.

E@Note

You should keep the parameters of the device and the computer or terminal all the same.

3. Clicksave

9.14 Set R&32

RS232 can be used to debug device or access peripheral devi@3ZRan realize
communication between théevice and computer or terminal when the communication distance
is short.

Before You Start
Connect the device to computer or terminal with-BR® cable.

Steps

1. Go toConfigurationlhSystemhSystem SettingfhRS232
2. Set R&32 parameters to matcthe device with computer or terminal.
3. Clicksave

9.15 Power Consumption Mode

It is used to switch the power consumption when the device is working.

E@Note

The function is only supported by certain camera models.

Go toConfiguration HSystemhSystemSettingsihPower Consumption Modgselect the
desired power consumption mode.

Full Consumption Mode
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The device works with all the functions enabled.

Low Consumption Realime Mode

The device DSP works normally. It records the videos with the main saetra half frame
rate, and supports the remote login, preview and the configuration.

Low Power Sleep

When the device power is lower tharhreshold of Low Power Sleep Mogthe device enters
sleep mode.

When the device power is recovered to 10% abovetliteshold, the device enters the user
configuration mode.

Scheduled Sleep

If the device is durin@cheduled Sleep Timé enters the sleep mode, otherwise it enters the
user configuration mode.

ClilNote

For the scheduled sleep schedule settings,Aering Schedule and Alarm Linkage
The device supports the timing wake. For the details,3eETiming Wake

9.16 External Device

For the device supporting external devices, includingsilygplement light, wiper on the housing
and the LED light, you can control them via the Web browser when it is used with the housing.
External devices vary with models.

Brightness
AdjustLow Beam BrightnesandHigh Beam Brightnesaccording to the actuacene.

Timing
The LED light will be turned on by the schedule you set. You shoudesef imeand End
Time

Auto
The LED light will be turned on according to the environment illumination.

9.16.1 Supplement Light Settings

You can set supplement lighhd refer to the actual device for relevant parameters.

Smart Supplement Light
Smart supplement light avoids over exposure when the supplement light is on.

Supplement Light Mode
When the device supports supplement light, you can select supplement ligtié m
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IR Mode
IR light is enabled.
White Light Mode
White light is enabled.
Mix Mode
Both IR light and white light are enabled.

Off
Supplement light is disabled.

Brightness Adjustment Mode

Auto
The brightness adjusts according to the actual environnaemomatically.

Manual
You can drag the slider or set value to adjust the brightness.

9.16.2 Heater

You can enable heater to remove fog around the lens of the device.
Go toConfigurationfhSystemhSystem Setting§hExternal Deviceand select the mode as
required.

9.17 Security

You can improve system security by setting security parameters.

9.17.1 Authentication

You can improve network access security by setting RTSP and WEB authentication.
Go toConfigurationlhSystemhSecuritylhAuthenticationto choose authentication protocol
and method according to your needs.

RTSP Authentication

Digest and digest/basic are supported, which means authentication information is needed when
RTSP request is sent to the device. If you selgestbasic, it means the device supports

digest or basic authentication. If you selelagest, the device only supports digest

authentication.

RTSP Digest Algorithm

MD5, SHA256 and MD5/SHA256 encrypted algorithm in RTSP authentication. If you enable the
digeg algorithm except for MD5, the thirgarty platform might not be able to log in to the
device or enable live view because of compatibility. The encrypted algorithm with high strength
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is recommended.

WEB Authentication

Digest and digest/basic are suppattevhich means authentication information is needed when
WEB request is sent to the device. If you sethgest/basic it means the device supports digest
or basic authentication. If you seledigest, the device only supports digest authentication.

WEB [gest Algorithm

MD5, SHA256 and MD5/SHA256 encrypted algorithm in WEB authentication. If you enable the
digest algorithm except for MD5, the thiughrty platform might not be able to log in to the

device or enable live view because of compatibility. Tierygpted algorithm with high strength

is recommended.

E@Note

Refer to the specific content of protocol to view authentication requirements.

9.17.2 Set IP Address Filter

IP address filter is a tool for access control. You can enable the IP address filter to allow or forbid
the visits from the certain IP addresses.

IP address refers to IPv4.

Steps

1. Go toConfigurationlhSystemlhSecurity[HIP Address Filter
2. Checlenable IP Address Filter
3. Select the type of IP address filter.

Forbidden IP addresses in the list cannot access the device.
Allowed Only IP addresses in the list can access the device.

4. Edit the IP address filter list.

Add Add a new IP address bi* address range to the list.

Modify Modify the selected IP address or IP address range in the list.

Delete Delete the selected IP address or IP address range in the list.
5. Clicksave
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9.17.3 Set HTTPS

HTTPS is a network protocol that enal@esrypted transmission and identity authentication,
which improves the security of remote access.

Steps

1. Go toConfigurationfhNetwork lhAdvanced SettingfhHTTPS

2. CheclEnableto access the camera via HTTP or HTTPS protocol.

3. Checlenable HTTPS®vsingto access the camera only via HTTPS protocol.
4. Select theserver Certificate

5. ClickSave

ClilNote

If the function is abnormal, check if the selected certificate is abnorm@émtificate
Management

9.17.4 Set QoS

QoS (Quality of Servicean help improve the network delay and network congestion by setting
the priority of data sending.

ClilNote

QoS needs support from network device such as router and switch.

Steps

1. Go toConfigurationfhNetwork 'hAdvanced ConfiguratiombhQoS
2. SetVidedAudio DSCPAlarm DSCRnd Management DSCP

E@Note

Network can identify the priority of data transmission. The bigger the DSCP value is, the higher
the priority is. You need to set the same value in router while configuration.

3. Clicksave

9.17.5 SelEEE 802.1X

IEEE 802.1x is a pdrased network access control. It enhances the security level of the

LAN/WLAN. When devices connect to the network with IEEE 802.1x standard, the authentication is
needed.

Go toConfigurationfhNetwork MyAdvanced Settingfh802.1X and enable the function.
SetProtocoland EAPOL Versioaccording to router information.
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Protocol
EARLEAP, EAPLS, and EARDS5 are selectable

EARLEAP and EAMD5

If you use EAREAP or EAMDDS5, the authentication server must lm®nfigured. Register a
user name and password for 802.1X in the server in advance. Input the user name and
password for authentication.

EARTLS

If you use EAFLS, input Identify, Private Key Password, and upload CA Certificate, User
Certificate and Prive Key.

EAPOL Version
The EAPOL version must be identical with that of the router or the switch.

9.17.6 Control Timeout Settings

If this function is enabled, you will be logged out when you make no operation (not including
viewing live image) to the dewovia web browser within the set timeout period.
Go toConfigurationlhSystemihSecuritylhAdvanced Securityo complete settings.

9.17.7 Search Security Audit Logs

You can search and analyze the security log files of the device so as to find out #iéntregion
and troubleshoot the security events.

Steps

C@Note

This function is only supported by certain camera models.

1. Go toConfigurationhSystemhMaintenancellhSecurity Audit Log
2. Select log typestart Time andEnd Time
3. Clicksearch
The log files that match the search conditions will be displayed on the Log List.
4. Optional: Clicxportto save the log files to your computer.

9.17.8 Security Reinforcement

Security reinforce is a solution to enhance network security. Withfuhetion enabled, risky
functions, protocols, ports of the device are disabled and more secured alternative functions,
protocols and ports are enabled.

Go toConfigurationlhSystemhSecuritylhAdvanced SecurityCheckSecurity Reinforcement
and clickSa\e.
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9.17.9 SSH

Secure Shell (SSH) is a cryptographic network protocol for operating network services over an
unsecured network.
The SSH function is disabled by default.

ACaution

Use the function with caution. The security risk of device internal informa¢iakage exists when
the function is enabled.

9.18 Certificate Management

It helps to manage the server/client certificates and CA certificate, and to send an alarm if the
certificates are close to expiry date, or are expired/abnormal.

9.18.1 Create Stbkigned Certificate

Steps

1. ClickCreate Selksigned Certificate
2. Follow the prompt to ente€Certificate 1D Country, Hostname/IR, Validity and other
parameters.

ClilNote

The certificate ID should be digits or letters and be no more than 64 characters.

3. ClickOK
4. Optional: Clickxportto export the certificate, or clicReleteto delete the certificate to
recreate a certificate, or clidRertificate Propertiego view the certificate details.

9.18.2 Create Certificate Request

Before You Start
Sdect a selsigned certificate.

Steps

1. CliclCreate Certificate Request
2. Enter the related information.
3. ClickOK
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