r/

AX PRO

User Manual



AX PR@ser Manual

Legal Information

© 202 Hangzhou Hikvision Digital Technology Co., Ltd. All rights reserved.

About this Manual

The Manual includes instructions for using and managing the Product. Pictures, charts, images and
all other information hereiafter are for description and explanation only. The information

contained in the Manual is subject to change, without notice, due to firmware updates or other
reasons. Please find the latest version of this Manual at the Hikvision website
(https://www.hikvision.com/).

Please use this Manual with the guidance and assistance of professionals trained in supporting the
Product.

Trademarks

HIK VISION and other Hikvision's trademarks and logos are the properties of

Hikvision invarious jurisdictions.
Other trademarks and logos mentioned are the properties of their respective owners.

Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THIS MANUAL AND THE PRODL
DESCRIBED, WITH ITS HARDWARE, SOFTWARE AND FIRMWARE,IABDPS  &! { L{ & !
G2L¢I ![[ Cl'!'[¢{ !'b5 9wwhw{éd I LY+*L{Lhb a! YO
INCLUDING WITHOUT LIMITATION, MERCHANTABILITY, SATISFACTORY QUALITY, OR FITNES
A PARTICULAR PURPOSE. THE USE OF THE PRODUCT BY YOU IS AT Y DURIOEVERTSK

WILL HIKVISION BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR IN
DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUS
INTERRUPTION, OR LOSS OF DATA, CORRUPTION OF SYSTEMS, OR LOS3TDBROCUMENT
WHETHER BASED ON BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE), PRODUCT
LIABILITY, OR OTHERWISE, IN CONNECTION WITH THE USE OF THE PRODUCT, EVEN IF HIK\
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR LOSS.

YOU ACKNOWLEDGE THAT THEREADF INTERNET PROVIDES FOR INHERENT SECURITY RISK
AND HIKVISION SHALL NOT TAKE ANY RESPONSIBILITIES FOR ABNORMAL OPERATION, PRI\
LEAKAGE OR OTHER DAMAGES RESULTING FRAMIBUBERACKER ATTACK, VIRUS
INSPECTION, OR OTHER INTERNET SECURHOWESKER, HIKVISION WILL PROVIDE TIMELY
TECHNICAL SUPPORT IF REQUIRED.

YOU AGREE TO USE THIS PRODUCT IN COMPLIANCE WITH ALL APPLICABLE LAWS, AND YO!
SOLELY RESPONSIBLE FOR ENSURING THAT YOUR USE CONFORMS TO THE APPLICABLE L
ESPECIALLY, YOU ARE RESBIE, FOR USING THIS PRODUCT IN A MANNER THAT DOES NOT
INFRINGE ON THE RIGHTS OF THIRD PARTIES, INCLUDING WITHOUT LIMITATION, RIGHTS O
PUBLICITY, INTELLECTUAL PROPERTY RIGHTS, OR DATA PROTECTION AND OTHER PRIVAC
YOU SHALL NOT USE THIS PRODB@INF PROHIBITED £I8ES, INCLUDING THE

DEVELOPMENT OR PRODUCTION OF WEAPONS OF MASS DESTRUCTION, THE DEVELOPMEI
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PRODUCTION OF CHEMICAL OR BIOLOGICAL WEAPONS, ANY ACTIVITIES IN THE CONTEXT F
TO ANY NUCLEAR EXPLOSIVE OR UNSAFE NUGKHAR EDFEIN SUPPORT OF HUMAN

RIGHTS ABUSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE
PREVAILS.

Data Protection

During the use of device, personal data will be collected, stored and processed. To protect data,

the devdopment of Hikvision devices incorporates privacy by design principles. For example, for
device with facial recognition features, biometrics data is stored in your device with encryption
method; for fingerprint device, only fingerprint template will be sdywhich is impossible to

reconstruct a fingerprint image.

As data controller, you are advised to collect, store, process and transfer data in accordance with

the applicable data protection laws and regulations, including without limitation, conducting

security controls to safeguard personal data, such as, implementing reasonable administrative and
physical security controls, conduct periodic reviews and assessments of the effectiveness of your
security controls.
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Symbol Conventions

The symbols that may deund in this document are defined as follows.

Symbol Description

Indicates a hazardous situation which, if not avoided, will or coulo
{ﬁ“j Danger . . -
result in death or serious injury.

Indicates a potentially hazardous situation which, if not avojded
&Caution could result in equipment damage, data loss, performance
degradation, or unexpected results.

TiNote Provides additional information to emphasize or supplement

important points of the main text.

EE]Note
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Regulatory Information

EN 501311:2006+A1:2009+A2:2017 Security Grade (SG): 2

EN 501313:2009
EN 501336:2017
EN 501315-3:2017
EN 5013110: 2014
EN 5013&2: 2013

Environmenal Class (EC) : I
DP2
Certified byKIWA

kiwa ¥l

[ENote EN50131 compliance labeling should be removed ifcmmpliant configurations are

used.

EU Conformity Statement

C€

This product and if applicable- the supplied accessories too
are marked with "CE" ancbmply therefore with the applicablg
harmonized European standards listed under the EMC Dire
2014/30/EU, RE Directive 2014/53/EU,the RoHS Directive
2011/65/EU

2012/19/EU (WEEE directive): Products marked with this
symbol cannot be disposed of asaorted municipal waste in
the European Union. For proper recycling, return this produ
to your local supplier upon the purchase of equivalent new
equipment, or dispose of it at designated collection points. R
more information see: www.recyclethis.info

2006/66/EC (battery directive): This product contains a batts
that cannot be disposed of as unsorted municipal waste in t
European Union. See the product documentation for specifi
battery information. The battery is marked with this symbol,
which may include lettering to indicate cadmium (Cd), lead

(Pb), or mercury (Hg). For proper recycling, return the batte
to your supplier or to a designated collection point. For morg
information see:www.recyclethis.info
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Warning

This is a class A produbt.a domestic environment this
product may cause radio intéerence in which case the user
may be required to take adequate measures.

FCC Information

Please take attention that changes or modification not
expressly approved by the party responsibledompliance
O2dz R @J2AR (KS dzaSNRa | dzli K3
FCC compliance: This equipment has been tested and foun
comply with the limits for a Class B digital device, pursuant
part 15 of the FCC Rules. These limits are designed tadprov
reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and
radiate radio frequency energy and, if not installed and useq
accordance with the instructions, may cause harmful
interference toradio communications. However, there is no
guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interferen
to radio or television reception, which can be determined by
turning the equipment off ad on, the user is encouraged to t
to correct the interference by one or more of the following
measures:

I Reorient or relocate the receiving antenna.

[ Increase the separation between the equipment and
receiver.

[ Connect the equipment into an outlet on aauit different
from that to which the receiver is connected.

[ Consult the dealer or an experienced radio/TV technician
help.

This equipment should be installed and operated with a
minimum distance 20cm between the radiator and your bod

FCC Conditits

This device complies with part 15 of the FCC Rules. Operat
subject to the following two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received, inclug
interference that may cause undeed operation.
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Chapter 1 Introduction

System Description

AX PR@ awireless alarm system designed to protect premises required for proper protection
from intrusion alarm. IsupportsLAN Wi-Fias te primary transmission networlKhe system is
applicable to the scenarios of market, store, house, factory, warehousee p#ic.

Innovative THX 2way wireless technology

Twoway communication with AER28 encryption.

Frequencyhopping spread spectrum (FHSS) is used to avoid interference, to prevent
eavesdropping, and to enable codevision multiple access (CDMA) comnuations.
Voiceguide for alarm alert, system status indication, operation prompt, etc.
Configuration viaveb client, mobile client, and Convergence Cloud

Pushes alarm notification via messages or phone.calls

Views life videos from HiKonnectand darmvideo clips via emailtikProConnect, and Hik
Connect

Uploadsalarm reports to ARC

SIADCO09 protocol, and supports both Contact ID and SIA data format.

4520 mAh lithium backup batteryith 12 H standby duratian



E@Note

ISUPS5.0: a privaggternet protocol that is used for accessing the thpdrty platform, which

supports alarm report uploadindyX PR@anagement, and short video uploading.

The prioritization of the message and indications are the same. The AXPRO uploads messages and
givesindicationssynchronously

E@Note

Standard D@9 Protocol:
ADMCID: The data presenting method of-D&is CID, which is not encrypted and only for
uploading alarm report.

*ADCCID: The data presenting method of-D€is CID, which is encrypted andyofdr
uploading alarm report.

SIADCS: The data presenting method of@s DCS (also called SIA protocol), which is not
encrypted and only for uploading alarm report.

*SIADCS: The data presenting method of@s DCS (also called SIA protocol)civis
encrypted and only for uploading alarm report.
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RSSI Instruction for Peripherals
With regards to EN 50138-3 4.2.2 Requirement for immunity to attenuation.

Signal Strength | RSSI Valug Indication | Remark
Strong >120 Green | OK to install
Medium 81to 120 Yellow | OK to install
Weak 60 to 80 Red Not recommend to install, but can work
Invalid 0to 59 Red (flash) Not OK to install, cannot work normally

ClilNote

Install peripherals only if the signal strength is above 80. For getting a much better sysséati
at 120 and above.

AX PRNotification Options
TheAX PR suitable for the below notification requirements along with the required sounders

L I&HAS Grade 2
Notification i
equipment Options
C E E
Self powered _
audible WD 2 1 Optional
ATS DP1 Optional DP2

11



Chapter2 Start Up

2.1 Authority Management

You can use HREikProConnet, APRY HC(HikConnect, APRY activate the device. After
activation, you can manage the device by transferring permissions between APPs. You can also use
the accountand passwordof all accountso log in to the WEBIlientto configure the device.

Initial the Device
(Installation, wiring, power on)

Activation with HPC Activation with HC
HPC Installer(Configuration, HC Administrator & Operator
Operation, View) (Configuration, Operation, View)
Invite the Disable the Hik Invite the Installer Cancel the Installer
Administrator Connect Service

HPC: Installer (Configuration)
HC:Administrator & Operatof(Operation, View)

Web Client
Installer (Configuration)
Administrator & Opertor (Operation, View)

For more information, refers t€hapter 3User Management

12



2.2 Initial the Devicewith HPC

While initialthe device with HikProConnectthe AX PR@hould always be add to an installer
account first. The installer account will invite and transfer ownership to the administrator account
later after finishing all initial setup anégt. Follow the steps below to initializing the wireless

alarm system.

2.2.1 Connect to the network.
Connect the device to the Ethernet, and power the device on.

EENote

While the device is powered on, the poweEDturn green.

2.2.2Create a site
Openthe HikProConnecand login with the installer account.

A site is the place where the alarm system deploy@eate a site where the device can be added
G2 6A0GK AdQa aANkdedwngrlofthd sit woRld be BriReNdRuaed usually regarded as
administrator.

2.2.3Add Device
Open the siteTapAdd Deviceand scan the QR code on the label of the panel.

The control panel will be added to the site created and managed by the installer account, which
also means that the installer account was creaitethe panel.

The installer now can perform configuration and tests of the panel before deploying. Beth Hik
ProConnect Service and local web client can be logged in with tHerblonnect installer
account.

liNote

While initial the device with Hikonned, you do not need to build a site first. Download and
login the App, and add the device by scanning QR code or enter the device serial No..

2.3 Initial the Device with HC

While initialthe device with Hi¥Connect the AX PRGBhould always be add to aaministrator
account first. Th@dministratoraccountcaninvite and transfeiconfiguration rightto the installer
account later after finishing all initial setup and test. Follow the steps below to initializing the
wireless alarm system.

13



2.3.1. Connect o the network.
Connect the device to the Ethernet, and power the device on.

E@Note

While the device is powered on, the power LED turn green.

2.3.2Download and Login the Mobile Client
Download the Hi#Connect mobile client and login the client before ogteng the AX PRO

Steps

1. Download HHConnect mobile client.
2. Optional: Register a new account if it is the first time you use th&€Hblilnect mobile client.

EENote

For details, se&Jser Manual of HKConnect Mobile Client

3. Run and login the che.

2.3.3Add Device

1. Power on theAX PRO

2. Select adding type.

Tap+IHScan QR Code enter the Scan QR code page. Scan the QR code @xXiiiRO

EENote

Normally, the QR code is printed on the label stuck on the back cover aixXHRO

Tap+TbManual Addingo enter the Add Device page. Enter the device serial No. with the Hik
Connect Domain adding type.

3. TapM to search the device.

4. TapAddon the Results page.

5. Enter the verification code and t&K

6. After adding completed, enter thaevice alias and tafave

14



Chapter 3User Management

3.1User Management

E@Note

The users can be creatéu clients

The name and password of network user (web client and APP user)can 132 ¢haracters
and 8 to 16 characters.

3.1.1Invite the Adminstrator
The administrator was known as site owner in-AikConnect Service.

< Shang see < Invite Site Owner
Site Owner
Enter Email Account of Hik-Connect
Device Linkage Rule Exception
F AX PRO @
a Apply for Permission
o Site Information
Management
@& configuration
@ AXPRO
Device Live View
AX PRO
Add Device

After the initial configuration finished, the installer shall invite the site owner and apply permission
of site management and device configuration from the administratmrount. The administrator
account would be an end user account in the-Bnect Service.

1. t NBAYOXGES bRBI2Y YR SYiSN) 6§KS SYIFAf | 002dzyi
GKS aAiS 26ySNEKALI 2 GKS FRYAYABGNLILRE BRI LIS
FNRY G(GKS aAGS 26ySNE &dzOK | & O2y FAIAdzNI A2y |

2. hLIGAR Y/IIKEOR G aS (# 2y NVSI0ad $§ SINDE OS

E@Note

LT (KB2DPKE®] OKSO1 SR | FUSN é2dz KIFIyR 208N (K
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3.

I LILINE gS & &G KS & RBzj @28ty2 yR/ASE0(0 t4SS NIAM1OS T2 NJ RSGA O
Odza G2 YSNI 6 A (0 K2dzi K SNKyKASIO (i daliSNINRQ S (1AAE2 yR ALET 6l 4
2LISNI 0SS 2y (GKSat2REBOOSa2PAE SGTKEABYT @

hLISy @KSYYS\QY RF LIBIAY 6AGK KS F RYAYA&0dNF G2 NJ
gAtf 0S NBOSAOGSR I y2UATA | GA2Yy LI 3SPd hLISY
FYR &aSidzld LISN¥A&daAz2yad ¢KS 2y 0 N2 ff | EIISYRS € G yBF
RSOAOS tAa0G®

The administrator account will be added to the control panel, which could be used to login-to Hik
Connect app and local web client.

0o =o a
; 4 Site Permission Application
Notification My Device
Hikvision UK Limited
e AX PRO s
P n applicat
1) <}
View Details Site HQ-F-22
AAA0IQUQ
All Permissions
AX PRO &
Live View Configuration \ J
ALFV5762
. Ihave read and agreed to Py

I

Reject Agree

3.1.2Cancel Installer £cess
The administrator can cancel the access authorizatfcdh®installer.

1.

Enter thepageMore andtap Hik-ProConnectAll sites that managed by the HkroConnect
Serviceare listed on the page

. Tapthe option button at thetop-right cornerof the site details pageand tapCancel

Authorizationin the prompt nenu.

Confirm the operation, anthe authorization of the installer will be cancelednce the
authorization is canceledhe installemeedto applyit again ifanyaccessequiremert.

16



AEBE Q%2 L wl 6 el 100%3m 17:55 QEF QF YL wl 6 el 100% W 17:56

aEH Q2L ul 6 il 100% 5 17.57

More L4 Hik-ProConnect B Site Details
& Pictures and Videos HQ-F-22
Installer: Hikvision UK Limited
Manage Sharing Settings Device: AX PRO
@ Account Management EE

Settings

@ Reset Device Password

@ Configure Network

Hik-ProConnect SiteHQ-F-22

© FaQ Edit Permission

() Help Site Handover

(@ Feedback Cancel Authorization
@ y _‘v‘ , ,== Cancel

3.1.3Add an Operator
The administrator can share tlievice to other operators.

V2wl 6 aul 96%@m 20:06 O E 5 il G el o5% @M 2006

Recipient 4

Sharing Details

-

-

My Device f} Email Address/Mobile Phone Num... Recipient:david.j. xie@gmail.com
AX PRO o oos .
* david.j.xie@gmail.com (V] Remark:
Device to Be Shared g
") (A)
AXPRO ®
AAAOIQJQ ees
ALFV5762 eeo
o)) % ae
© = iy Next Finish
Hik-Connect Notification More

& . L
1. Tapthe *  (sharebutton) in the devicdist.
2. Enter the HikConnect account of the operator.
Administrator can also select which devtoebe shared.

17



£ Others' Device 0 = o o

My Device
AXPRO
From:xiejun@hikvision.com AX PRO
Reject Accept
2N\ N
( ) {
You have 1 new sharing(s).
VIEWNOW  LATER
o ] a2

Hik-Connect Notification More

Asharing message whesentli 2 G KS 2 LISWand BeNpreéatortad @4 daemessage
in the HikConnect app.

3. Accept the invitationandthe device will be listed ithe device list.

The operator account will be added to the control panel, which could be used to login-to Hik
Connect app and localeb client.

3.1.4Delete anOperator
Administrator user can delete an operator.

1. Enter the pagéMore andtap Manage Sharing Settings
2. Delete the selected operator semoveit from the device.

More 4 sharing Details
L4 Manage Sharing Settings
@ Pictures and Videos Recipient: david.j.xie@gmail.com
My Device Others' Devices
Remark:
Manage Sharing Settings davidj.xie@gmail.com =
Device to Be Shared =
@ AX PRO
@ Account Management am
AX PRO
Settings
© Reset Device Password
@ Configure Network
Hik-ProConnect
© FAQ
@ Help
@ Feedback

More

18



3.1.5 Disable the Hi#Connect Service

lilNote

¢tKS a@&miiSoB | NByult ardasSo

¢CKS AyadlrftSN 2y (KS f12tg a3dS\ RIS 5AAERGa6 (@R S M‘i
AYOAOGAYT GKS FTRYAYAAUNFG2NI YR GKS FRYAYA&Q(]

You can go to th®evicetab to disable HKConnect srvice for one device or all devices in this Site

by tapping 5 or settingHik-Connect Service switch tdf. You can also delete the devices from
the your customer's H#Connect account without her/higuthorization.

3.1.6Invite the Installer
1.LY 1 /< Ay WIKS RS@OAOS fAald

AX PRO o

2. ¢F{LKI NB oA &K RLSHIOISING SIS SYIFAf | RRNBaao

3. ¢

4. ¢ < { KI NBE ¢ A T#{ KU yNSG viwt SNIRS

5Ly 1t/ 3> aSftI®RR I5&MMICS | yR G LI

6. { Oy GKS vw /2RS®

7.Ly 1/ 2 GKS dzASNI gAff NBOSAYS | RSQYAOS | dziK2N
I ANB S

8. D2 /{f22 dzR KHhS 8BA OS ! ddbF " NH ldtiKRNK T S a2NB 5SFA0S
9. Select devices and permissions.

10. TapOKand the devices will be authorized to the Installer and added to the Site.

3.2 Access Entries

The installer and operators of the AXPRO were assigned different access levels which define the
sygem functions that an individual user can perform. Various user endgnieprovided for
different user roles with particular access level.

19



Access entries for Installers (Access Level 3)
Hik-ProConnect Service
Hik-ProConnect is a service for installersitha A & dza SR G2 YIFylF3S Odzad 2
located in various sites remotely. Control panels can be added to an installer account on the

Hik-ProConnect Service afe managedn sites.
Local Web Client

Visit the device IP addrefizat canbe found out with SADP tool. The installer can logiith

Hik-ProConnect service account after the panel was added.
Legacy entries

Keypad PINs and tags can be also assigned with installer user at particular access level to
perform essential operations.

Accesdntries for the Administrator andOperators (Access Level 2)
Hik-Connect Service

CKSHI2ZYVlY SOl aSNBAOS OFy o6S dzaSR FT2NJ SyR dza SN
Local Web Clienffor the administrator)

la az22y Fa (GKS LIySt sla | RRERY SQI (i KSKHRIBYRS .
| 2yySOG I 002dzyi OFly 06S dzaSR (2 f23Ay (2 GKS
hLISNIG2NE OFyy2d t23Ay (GKS 46So6 OfASyi(o

Legacy entries .
YSeLIR tLba FyYyR GlF3&a OFry o6S Fftaz2z lFaaArAdySR ¢
SaasSy i M2ty 82435 NI
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Chapter 4 Configuration

4.1 Setup with Hik-Proconnect

4.1.1Use the HikProconnect APP
The installer can use the Hikcoconnect to configure thAX PROsuch as activation, device
enrollment etc.

Download and Login the HiRroConnect

Download theHik-ProConnect mobile client and login the client before operatingAXePRO

Steps

1. Download Hi#ProConnect mobile client.
2. Optional: Register a new account if it is the first time you use th&Hi€onnect mobile client.

E@Note

For details, se®&Jse Manual of HikProConnect Mobile Client
You need an invitation code for registration. Please ask technical supports.

3. Run and login the client.

Add AX PRQ@o the Mobile Client

AddAX PR@®@o the mobile client before other operations.

Steps
1. Poweron the AX PRO
2. Create or search a site.
¢ Tap+, set site name, time zone, address, city, state/province/region an@®i&§fo create a
site.
¢ Enter site name in the search area and &garch Icorto search a site.
3. TapAdd Device
¢ TapScan QR Code enter the Scan QR code page. Scan the QR code oaXHRO

E@Note

Normally, the QR code is printed on the label stuck on the back cover 86iXHeRO

TapManual Addingto enter the Add Device page. Enter the device serial No. and verification code
to addthe device.
4. Activate theDevice

21



Add Peripheral to theAX PRO

Add peripheral to theAX PRO
Steps

1. Select a site.
2. Select a control devicAX PRD
3. Tapthe +icon.
¢ Scan the QR code on the peripheral.

¢ Tap # to enter theManuallylnput page. Eter the device serial No. argklect the device
type to add the device.

Main Page

You can view faultermand dsarm areasview device statysetc.

On the device list page, tap theX PR@nd then log in to the device (if required) to enter the
page.

< AX PRO o 0

Area

Area 1 Area 2

oMM i i
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Send Alarm
Tap © to sendalarm to Alarm Receiver Centand Hik-Connect users

View Faults
Tap to view faults.

AreaManagement

Tap+to add an area.

Tap Area to enter the area management pagefers toSet Arming/Disarming Schedufer
details.

Arm/Disarm the Area

Arm or disarm the area manually as you desired.

On the device list page, tap teX PR@nd then log in to the device (if required) to enter the Area
page.

Operations for a Single Area

Area 1

P

Away Arming Tap f¥% to away am a single area. When all the people in the detection area
leave, turn on the Away mode to arm all zones in the area after the defined dwell time.

Say Arming Tap £t to stay arm a single area. When all the people stays inside the detection
area, turn ornthe Stay mode to arm all the perimeter burglary detection set in all the zones of all
areas.

Operations for Multiple Areas

8 Ofif  f 0B

Select AreasTap Y8 to select areas you want to operate. If you do not select areas, following
operations will take effect for aflreas.

Away Aming: Tap fi* to away arm selected areas. When all the people in the detection area
leave, turn on the Away mode to arm all zones in all areas after the defined dwell time.

Stay Arming Tap £ to stay arm all areas. When the people stays iasite detection area,

turn on the Stay mode to arm all the perimeter burglary detection (such as perimeter detector,
magnetic contacts, curtain detector in the balcony) set in all the zones of all areas. At the
meantime, the detectors inside the detecti@mea are bypassed (such as PIR detectors). People
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can move inside the area and alarm will not be triggered.

Disarming Tap f& to disarm all areas. In Disarm mode, all the zones of all areas will not
trigger alarm, no matter alarm events happen or not.

ClearAlarm: Tap B to clearalarms for all areas.

ZoneManagement
1. Tap Deviceto view linkedzones

Device
All Areas ~

Wireless Zone 1
ol () (j

Tag Reader 1

2. Tap+to add a new zone.

3. Tap azoneto enter the management pag&.ou carview device status (e.g. temperature,
battery status, single strength, etc.).

4. Tap@ on the upper right corner to enter the zone settings page.

5. Select a zone type.

Instant Zone
This Zone type will immediately trigger an alarm event when armed.

Deay Zone

Exit Delay: Exit Delay provides you time to leave through the defense area without alarm.
Entry Delay: Entry Delay provides you time to enter the defense area to disarm the system
without alarm.

The system gives Entry/Exit delay time when @rised or reentered. It is usually used in
entrance/exit route (e.g. front door/main entrance), which is a key route to arm/disarm via
operating keyboard for users.

EENote
9y adz2NBE GKFG GAYSNI Aa y2 t2y3ISNI GKm¢g np &S
20+ y asSd {dFre& ! Ny 5Stle& ¢AYS FT2N) 0KS RSt

5

5 5

Follow Zone
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The zone actasdelayed zone when it detects triggering event during system Entry Delay,
while it acts as instant zenotherwise.

E@Note

Two trigger types (by trigger times and by zone statas) be selected for the zone. If the zone
status type is selected, set the trigger operation (trigger arming/disarming).

Disabled Zone
Zone disabledgnoring any alarm event. It is usuallyad to disable faulty detectors.

24-Hour Zone

The zone activatall the time with sound/siren output when alarm occurs. It is usually used
in fire hazardous areas equipped with smoke detectors and temperature sensors.

Timeout Zone

The zone activates all the time. The zone type is used to monitor and report the BCTIV
status of a zone, but it will only report and alarm this status after the programmed time has
expired. (1 to 599) Seconds. It can be used in places equipped with magnetic contacts that
require access but for only a short period (e.qg., fire hydrant kabo¢s or another external
security box door)

6. EnableCross zongSilent Alarm, etcaccording to your actual needs.

CliNote

Some zones do not support the function. Refer to the actual zone to set the function.

ForbidBypasson Arming
After enabledyou camot bypass zones when arming.

Chime
Enable the doorbelUsually used for door magnetic detectors.

Silent Alarm

After enabled, when an alarm is triggered, only the repuaitt be uploaded and no sound is
emitted.

Doubleknock

After enabledthe time interval can be set. If the same detector is triggered twice or
continuously in a period of time, the alarm will be triggered.

User Management

The installers (user of HRroConnectfan manage users. If you are the administrator, you can
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add, edit, and date users, and assign different permissions to the neadgied users.

Steps

g b~ W

EENote

There are four types of users for theX PRQONcluding administrator (or owner), operatand
installer (or setter). Different types of users have different permissionad¢cessing the
functionality of theAX PRO

. Enter the site, tap th&X PR@nd then log in to the device (if required) to enter tAX PRO

page.

. TapNextto invite the user.

EENote

The recipient need to accept the invitation.

. Tap® User ManagementhUser.
. Tap a user to enter the User Management page.
. Optional: Perform the following operations if required.

User Permission You can tap the target user on the user list and thenBdj Iconto
set the permissions authorized to the targeter.

[@Note

Only the administrator can do such an operation.

Set Linked Areas If the target user is an operator, tap the target user on the user lis
and then tapLinked Areago set the area linked to the target user.

E@Note

Only the administrator cado such an operation.

ChangeKeypad If the target user inadministrator, an installer, aan operator, you
Password can tap the target user on the user list and then GpangeKeypad
Passwordo set the keypad password to the target user.
ChangeDuress If the target user is an administrator an operator,you can tap the
Password target user on the user list and then t&hangeDuress Passwortb

set the duress password to the target user.
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[lilNote

If under duress, you can enter the duress codelmkeyboard to
arm and disarm area(s) and upload a duress alarm.

Automation Control An administratoraninstaller oran operator can controthe relay
module, wall switch and smart plug.

liNote

Configuration items and user permission will vary actaydo the user type.
You can view linkedards/tags and keyfobs of the user but you do not have permission to
configure them.

Card/Tag Management

After addingcards/tags to the wireles& X PRQOyou can swipe theard/tag to arm or disarm all
the detectas added to specific area(s) of th&X PRQOandsilence alarra.

ClilNote

The tag ID/PIN ia 32 bit long integerandthe variant could be 42949672956.

Steps

1. Enter the site, tap th&X PR@nd then log in to the device (if required) to enter the page.
2. Tap ® MUser ManagemenfhCard/Tagto enter theCard/Tagpage.
3. Taptto add a Tag.
4. When hearing the voice prompt "Swipe Tag", you should present the Tag &&XtRRQag
presenting area.
When hearing a beep sound, the Tag is recognized.
The Tag vlibe displayed on the Tag page.
. Optional: Tap a Tag to enter the Setting Page.
. TapEdit Iconto edit the Tag name.

CliNote

If you log in as an installer, skip this step. Editing Tag name is only available to administrator.
The name should contain 1 82 characters.

o O1

\‘

. SlideEnable Tag
. Select a linked user.
9. Select the Tag type

[oe]
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E@Note

Different linked users have different Tag permissions.

Operation Tag
You can swipe the Tag to arm or disarm.

Patrol Tag

When you swipe the Tag, the system wpload a record.
10. Optional: Taeleteto delete the Tag.

Device Information

You can change language and select time zone.

Steps

1. On the device list page, tap theX PR@nd then log in to the device (if required) to enter the
page.

2. Tap©® IHSysten MConfigurationto enter the page.

3. Select device language and time zone.

4. Enable DST according to your needs.
DST

Daylight saving time (alsmalledsummer time) is the practice of advancing clocks during the
lighter months so that evenings have mataylight and mornings have less.

System Management

Steps

1. On the device list page, tap tlheX PR@nd then log in to the device (if required) to enter the
page.

2. Tap® HSystemSystem OptionghSystem Managemento enter the page.

Forced Auto Arm

After enabéd, when the timed automatic armingtarts, if thereare an active fauksin azone,
the zone willbe automatically bypass

E@Note

You should disable the arming function in the Advanced Settings page. BKtR&@rming
with fault function canot be valid.

ForcedArming
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After enabéd, when manual armingtarts, if therearean active faukin azone, the zone will
be automatically bypass

System Status report
If the option is enabled, the device will upload report automatically whenAK@RGCstatus is
changed.

Voice Prompt

If the option is enabled, th&X PR@vill enable the text voice prompt.
You can set detailed prompEault Prompt On Arming, Fault Prompt On Disarming, Fault
Prompt When Armed, Fault Prompt When Disarmed, Voice PromptAlarm

System Volume

The available system volume range is from 0 to 10.
Audible Tamper Alarm

While enabled, the system will alert wiluzzer for the tamper alarm.
Alarm Duration

The time duration of the panel alarm.

Wireless Supervision Loss

Set the maimum duration for polling los3 he system will report fault if the duration is over
the limit.

Bypass on R&rm
While enabled the zonewith fault will be bypassed automatically whee-arming.
Jamming Sensitivity Settings

The device will detect RF exference and push messages when the RF interference interferes
with communication. You can adjust the detection sensitivity.

Fault LED Stay On When Armed
Whensystem is armed, the fault indicator is always on.

Arm LED Stay On
The arm LED is always on.

Hik-Connectindicator
Enable theHik-Connectndicator.

Motion Detector Restore
Motion detectors include all PIR detectors.

Power Save Mode

While enabled, the main power supply is off,-®ienters low power consumption, 4G closes,
tag reading fails, LEDfp&nd voice prompt off.

Smoke Detector Reset
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ClickResetto reset the smoke detector

Fault Check

The system determines whether to check the faults listed on the page. The system will only check

the fault that is selected.

Steps

1. On the device list pagtap theAX PR@nd then log in to the device (if required) to enter the
page.

2. Tap® HSystemhSystem OptionghSystemFault Checko enter the page.

Detect Network Camera Disconnection
If the option is enabled, when the linked network camera isahsected, an alarm will be
triggered.

Panel Battery Fault Check
If the option is enabled, when battery is disconnected or out of charge, the device will upload
events.

LAN Fault Check
If the option is enabled, when the wired network is disconnected it wther faults, the alarm
will be triggered.

Wi-Fi Fault Check
If the option is enabled, when the W is disconnected or with other faults, the alarm will be
triggered.

Cellular Network Fault Check
If the option is enabled, when the cellular data wetk is disconnected or with other faults, the
alarm will be triggered.

Main PowerLost
If the option is enabledan alarm will be triggered when the main supply is disconnected.

AC Power Loss Delay

The system checks the fault after the configured timeation after AC power down.
To compliant the EN 50133, the check time duration should be 10 s.

Arm Options

Set advanced authority parameters.

Steps
1. On the device list page, tap theX PR@nd then log in to the device (if required) to enter the
page.
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2. Tap® MHSystemSystem Optiong§hArm Optionsto enter the page.
You can set the following parameters:

Arm with Fault

Check the faults in the Enable Arming with Fault list, and the device will not stop the arming
procedure when faults occurred.

Eaty Alarm

If you enable the function, when the zone is armed and the zone is triggered, the alarm will be
triggered after the set delay time.

E@Note

The early alarm will be taken effect only after the delayed zone is triggered.

3. TapSave

Enrollment Made

Steps
1. On the device list page, tap theX PR@nd then log in to the device (if required) to enter the

page.
2. Tap® HSystemSystem OptionghEnroliment Modeto enter the page.
3. TapEnter the Enrollment ModeYou can enroll the peripheral by triggering it.

Network Camera

Add Cameras to thé& X PRO

Steps

1. In the site, tap thé& X PR@nd then log in to the devicgf required).

2. Tap® Network Camerd hNetwork Camera Channéb enter the page.
3. TapAdd Channel

4. Enter IP address, port, the user name and password of the camera.

5. TapSave Icon

6. Optional: tageditor Deleteto edit or delete the selectedamera.

Set Video Parameters

Steps

1. In the site, tap thé& X PR@nd then log in to the device (if required).
2. Tap® Network CamerdbEvent Video Setting® enter the page.
3. Select a camera and set the video parameters.
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Stream Type
Main Stream: Bing used in recording and HD preview, it has a high resolution, code rate and
picture quality.
SubStream: It is used to transmit network and preview pictures as a video streaming with
features of lower resolution, bit rate and picture quality.

Bitrate Type
Select the Bitrate type as constant or variable.

Resolution
Select the resolution of the video output.

Bitrate
The higher value corresponds to the higher video quality, but the better bandwidth is
required.

Set Arming/Disarming Schedule

Steps
1. Onthe device list page, tap th&X PR@nd then log in to the device (if required) to enter the

page.
2. Tap©® IbAreato enter the page.
3. Tap an area in the list, enable the area and select linked areas.
4. Enable the auto arm/disarm function and set theé@arm time/auto disarm time. You can also
set the late to disarm time, entry delay time, exit delay time, sounder delay time, weekend

exception and excepted holiday.

Auto Arm
Enable the area to automatically arm itself in a specific time point.

Auto Am Time
Set the schedule for the area to automatically arm itself.

Auto Disarm
Enable the area to automatically disarm itself in a specific time point.

Auto Disarm Time
Set the schedule for the area to automatically disarm itself.

Late to Disarm
Enablethe device to push a natification to the phone or tablet to remind the user to disarm the
area when the area is still armed after a specific time point.
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E@Note

You should enable the Panel Management Notification function on the Web Client of
Communication RrametersihEvent Communicatiotbefore enabling the Late to Disarm
function.

Late to Disarm Time
Set the time point mentioned ihate to Disarm
Auto Arm SoundPrompt
After disabled, the buzzer Winot beep before auto arming.
Weekend Exception
If enabled Auto Arm, Auto Disarm andLate to Disarmare disabled on the weekend.
Holiday Excepted

Enable the function and the zone will not be armed/disarmed in the holiday. You should set the
holiday schedule after enabling.

liNote

Up to 6 holiday groups can be set.

Communication

Wired Network

Steps
1. In the site, tap thé& X PR@nd then log in to the device (if required).
2. Tap® MCommunicationParameter§bhWired Networkto enter the page.

3. Set the parameters.
¢ 'dzi2YFGAO {ShimkyRaxyS®ytwsd SI ¢¢t LI2NI P
¢ alydzZt {SGGBYARYR &k ;ARMB Y S zDabSEPI & 5 RRNB A
{ SNUBRNS 3 a
4. Optional: St correct DNS server address if the device needs to visiCbiilnect server via a
domain name.

5. Clicksave

Cellular Data Network

Steps

1. In the site, tap thé X PR@nd then log in to the device (if required).
2. Tap® MCommunicationParameter§hCellular Data Network Setting® enter the page.
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3. EnableCellular Data Network

4. Tap to select a SIM caapParameter ConfiguratiodhEdit Iconand set parameters
including the user name, access password, APN, MTU and PIN code.

5. TapSave Icon

6. EnableData Usage Limit

7. EditData Used This Montland Data Limited per Month

Access Number
Input the operator dialing number.

ClilNote

Only the private network SIM card user needs to enter the access number.

User Name
Ask the network carrier and iop the user name.

Access Password
Ask the network carrier and input the password.

APN
Ask the network carrier to get the APN information and input the APN information.

Data Usage Limit

You can enable the function and set the data threshold every mdhttata usage is more
than the configured threshold, an alarm will be triggered and uploaded to the alarm center
and mobile client.

Data Used This Month
The used data will be accumulated and displayed in this text box.

Push Notifications

When an alarm ifriggered, if you want to send the alarm notification to the mobile phone, you
can set the notification push parameters.

Steps

1. In the site, tap thé X PR@nd then log in to the device (if required).

2. Tap® MCommunicationParameter§hPush Notification(sjo enter the page.
3. Enable the target notification.

Zone Alarm/Lid Opened
The device will push notifications when the zone alarm is triggered or the zone lid opened is
triggered or restored.
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E@Note

You ned to set event filtering interval time for phone calling.

Peripherals Lid Opened
The device will push notifications when lid opened of any peripherals is triggered or restored.

Panel Lid Opened

The device will push notifications when lid opened of toatrol panel is triggered or
restored.

Panic Alarm

The device will push notifications when panic alarm is triggered or restored by zones, keypads
or keyfobs.

Medical Alarm
The device will push notifications when medical alarm is triggered.

Fire Alarm
The device will push notifications when gas alarm is triggered.

Panel Status
The device will push notifications when the control panel system status is changed.

Zone Status
The device will push notifications when the zone status is changed.

Peripherals Situs
The device will push notifications when any peripheral status is changed.

Panel Operation
The device will push notifications when the user opesdtee AX PRO

Smart AlarmEvent

The device will push notifications when tak&arm is triggered itherma camera.
5. TapPhone Caland SMS
6. Tap+ Add Phone Numbetio enter the phone number.
7. Tap the added phone number to enaBleone Caland SMSaccording to your need.
8. (For Phone Call) Se¢timbers of Calling
9. (For SMS) Sérming PermissionDisarming Permissio andAlarm Clearing Permissicior
areas.

DSYSNIt | Ay
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liNote

Only WAV format is sygorted, up to 512 KB or up to 5

10. Check notifications.

Alarm Receiving Center (ARC)

You carset the alarm receiving center's parameters and all alarms will be sent to the configured
alarm center.

Steps

1. In the site, tap thé& X PR@nd then log in to the device (if required).
2. Tap® MCommunicationParameter§bAlarm Receiving Center (AR®)enter the page.
3. Select an ARC and enable it.

Protocol Type

Select the Protocol Type as ABBID, ISUP, SIZCS, *SHOCS, *ADMCIDor CSWP to set
uploading mode.

Companies

Select thesupport company as None, Hungaviulti Alarm Receiving Company or French
Alarm Receiving Company.

AddressType

Select the Address Type as IP Address and Domain Name. Enter server address/domain name,
port number and account code.

Transmission Mode

Select the Transmission Mode as TCP or UDIP. is recommended by the SIATEC
standard.

Retry Timeout Period

After the selected time, the system will retry to transmit.
Attempts

Set the number of retry attempts.
Polling Option

Set the pollingate with the range from 10 to 3888000 seconds.

Periodic Test
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Enter the periodic test interval
GMT

Enable the Greenwich Mean Time

Cloud Service Settings

Steps

1. In the site, tap thé& X PR@nd then log in to the device (if required).

2. Tap® MCommunicationParameter§hCloud Service Settings enter the page.
3. Select th&Communication Mde.

Auto

The system will select the communication mode automatically according to the sequence of,
wired network, WiFi network, and cellular data netwar®nly when the current network is
disconnected, will the device connect to other network.

Wired Network & WiFi Priority

The connection priority order from high to low is: wired network;fVicellular data
network.

Wired &Wi-Fi

The system will seleetired network first. If no wired network detected, it will select-Wi
network.

Cellular Data Network

The system will select cellular data network only.
4. EnablePeriodic TestEnter the periodic test interval.
5. TapSave

Notification by Email

Steps

1. In the site, tap thé& X PR@nd then log in to the device (if required).

2. Tap® MCommunicationParameter$hNotification by Email¢o enter the page.

3. EnableEmail

4. Enter the sender name, sender email address, SMTP server address, SMTRpoamgsand
password.

5. Select the encryption type &one, SSlor TLS

6. EnableServer Authentication

7. Enter receiver name and receiver email address.TEsp Receiver Email Addresstest
whether the email address is correct.

8. TapSave
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Check Blance

Steps

1. In the site, tap thé& X PR@nd then log in to the device (if required).

2. Tap©® MCommunicationParameter§hCheck Balanct enter the page.
3. Erter the USSD number

4. TapCheck Balance

FTP Settings

Steps
1. In the site, tap thé& X PR@nd then log in to the device (if required).
2. Tap® MCommunicationParameter§HhFTP Settingto enter the page.
3. SelecPreferred FTRr Alternated FTRPand enable FTP
4. Configure the FTP parameters
FTP Type
Set the FTP type as preferred or alternated.

Protocol Type
FTP and SFTP are selectable. The files uploading is encrypted by usingp®EDP

Server Address and Port
The FTP server address and corresponding port.

User Name and Password
The FTP user should have the permission to upload pictures. If the FTP server supports
picture uploading by anonymous users, you can check Anonytodude your device
information during uploading.

Directory Structure

The saving path of snapshots in the FTP server.
4. TapSave

Device Maintenance

You can reboot the device.

Steps

1. In the site, tap thé X PR@nd then log in to the device (if raged).
2. Tap® MMaintenancelDevice Maintenanceo enter the maintenance page.
3. TapTest and tapStart Walk Testo test the whether the device works properly or not.
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4. TapMaintenancellhReboot Device
TheAX PRWill reboot.

5.Tap ©® MMaintenancelhDevice Upgradéo enter the upgrade page.
TheAX PRill upgrade to the latest version.

4.1.2Usethe Hik-ProConnect Portal

ForAX PRGQecurity control panel, you can perform operations including arming/disarming area,
silencealarm, bypassing zone etc., and remgtebnfigure the control panel on the Portal. You can
also apply for PIN (required for upgrading the firmward&fPRPand switch the language 86X
PRO

Click @ Siteto enter the site list page, and then click the name of a site to enter site details page
Remotely OperateAX PRO

Click theAX PR@o open the operation panel. And you can perform the following operations.

Table 43 Operation Description

Operation Description

Select theAreatab, and then cliclStay Armingo stay am the

Stay Arm a Specific Area
area.

Away Arm a Specific Area| Select theAreatab and then cliclkhkway Arming

Disarm a Specific Area Select theAreatab and then cliclbisarm

Stay Arm Multiple Areas | Select theAreatab, and then select areas and clify.

Away Arm Multiple Agas | Select theAreatab, and then select areas and cli 1.

Disarm Multiple Areas Select theAreatab, and then select areas and clifs.

Silence Alarm of Multiple

Select theAreatab, and then select areas and cli 2
Areas

Select theDevicetab, and then click~~ and select an area to
Filter Peripheral Device by| only display the peripheral devices linked to the selected area,
Area selectAll to display all the peripheral devices linked to all the
areas.

Select theDevicetab, and thenselect a wireless output expande
Control Relay to display the sirens linked to it, and then select siren(s) to
enable/disable them.

Select theDevicetab, and then select a zone (i.e., detector) and

Bypass Zone turn on theBypassswitch to bypass the zone.
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< AX PRO v 0

Area

Area 1 Area 2

(o]

i 2] i

Remdely ConfigureAX PRO

You can click2 to enter the web page of the security control panel to configure the device.

CliNote

For details about security control panel configuration, see the user manual of the device.

Apply for a PIN

You can clicks » » H & to open the Apply for a PIN window, and then PIN code will be
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displayed.

Apply for a PIN X

Device Name AX PRO12
Device Serial No. Q98

PIN 4

‘ Close ‘

Switch Language

E@Note

You should have applied for a PIN.

You can clicke » » h = to open the Language window, and then set the device language and

enter the PIN.

o .

Device Name AX PRO12
Device Serial No. Q9899

Device Language English A

“PIN

Health Monitoring

1. Enter the HikProConnect Portal web site, and clid&alth MonitoringlHealth Statugo enter
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the page.

2.Select a site.

Abnormal Only v/ Display Authorized Devices Only < Upa fth Check =4 © Refresh
m AEEIRDS-2TD2617B-6-PA(E38709163) M iDS-7216HQHI-M2-FA(D93795654)
2 2 18

Network Stat Netwark Statu: HD)

@ oniine SD Card Full — © offline Normal .

@ Remote Configuratir st rpeced: 8, 5ep 2020165107 @) e 8 50p 2020165107 @)
F AXPRO ¥ [} Q DB1(D93265096) &

e ° 1

Network S Battery Networ D Card Status

@ oniine No Battery @ online No SD Card =]

=

@ Remote Configuration st inspecied 8, Sep 2020165107 @) 8 Remote Configurator e 8 Sop 2020165107 @)

3. ClickHealth Checkand clickzCheck Now

When checking is completed, you can view the status and reports of devicesalYaiso
export the report.

Health Check X

HilniPeL: EISE
Device Name Status

FRRDS-2TD26178-6-PA(E38709...  Abnormal View Report

iDS-7216HQHI-M2-FA(D93795654) Abnormal View Report

AX PRO Normal View Report
Checking Completed
DB1(D93265096) Normal
Note EFDS-2CD3726G2T-IZS(E41491...  Normal View Report

During health check, the system will check the
status and performance of the devices. Do NOT
perform operations for devices in this site
during health check, including adding, deleting,
upgrading, remote configuration, etc.

Run in Background ‘ Export Report

4.Click @ to get the latest device status.

4.2 Setup with Hik-Connect

The operator can use the H&onnect to control the device, such as genarahing/disarming
operation, and user management etc.
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Download and Login thé&lobile Client

Download the Hi#Connect mobile client and login the client before operating Ad¢PRO

Steps

1. Download HHConnect mobile client.
2. Optional: Register a new account if it is the first time you use th&Biilnect mobile client.

E@Note

For details, sedJser Manual of HKConnect Mobile Client

3. Run and login the client.

Add AX PR@o the Mobile Client

Add anAX PR@ the mobile client before other operations.

Steps

1. Power on thAX PRO
2. Select adding type.
Tap+IHScan QR Code enter the Scan QR code page. Scan the QR code @xXtiiRO

liNote

Normally, the QR code is printed on the label stuck on the back cover 8iXHeRO

Tap+TbManual Addingto enter the Add Device page. Enter the device serial No. with the Hik
Connet Domain adding type.

3. Tap® to search the device.

4. TapAddon the Results page.

5. Enter the verification code and t&K

6. After adding completed, enter the device alias and$ape

7. Optional: Tap® MDelete Deviceto delete the device.

8. Optional: Tap® M (¥ to edit the device name.

Add Peripheral to theAX PRO

Add peripheral to thedaX PRO

Steps

1. Select a control devicdK PRD
2. Tap+.
¢ TapScan QR Code enter the Scan QR code page. Scan the QR code on the peripheral.

¢ Tap # to enter the Manually Inputpage. Enter the device serial No. a®lect the device
type to add the device.
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Main Page

You can view faultgrmand dsarm areasview device statysetc.

On the device list page, tap teX PR@nd then log in to the device (if gaired) to enter the

page.
< AX PRO o 0

Area

Area 1 Area 2

¥ M A A 8

SendAlarm
Tap O to sendalarm to Alarm Receiver Center aHik-Connect users.

View Faults
Tap to view faults.

AreaManagement

Tap+to add an area.

Tap Area to enter the area management pagefers toSet Arming/Disarming Schedufer
details.

Arm/Disarm the Area
Arm or disarm the area manually as you desired.
On the device list page, tap teX PR@nd then log in to the device (if required) to enter the Area

page.

Operations for a Single Area
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Area 1

©Q

Away Arming Tap fi% to away arm a single area. When all the people in the detection area
leave, turn on the Away mode to arm all zones in the area after the defined dwell time.

Say Arming Tap ¥ to stay arm a single area. When all the people stays insiddetection

area, turn on the Stay mode to arm all the perimeter burglary detection set in all the zones of all
areas.

Operations forMultiple Areas

VAR S < B < B © |

Select AreasTap Y8 to select areas you want to operatié.you do not select areas, following
operationswill take effect for all aras.

Away Aming: Tap f¥% to away armselectedareas. When all the people in the detection area
leave, turn on the Away mode to arm all zones in all areas after the defined dwell time.

Stay Arming Tap ¥ to stay arm all areas. Vém the people stays inside the detection area,
turn on the Stay mode to arm all the perimeter burglary detection (such as perimeter detector,
magnetic contacts, curtain detector in the balcony) set in all the zones of all areas. At the
meantime, the deteatrs inside the detection area are bypassed (such as PIR detectors). People
can move inside the area and alarm will not be triggered.

Disarming Tap f& to disarm all areas. In Disarm mode, all the zones of all areas will not
trigger alarm, no matter alarm ewts happen or not.

Qear Alarm: Tap B to clearalarms for all areas.

ZoneManagement
1. Tap Deviceto view linkedzones
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Device

All Areas ~

Wireless Zone 1

ol () fj

Tag Reader 1

al @)

9

2. Tap+to add a newzone

3. Tap azoneto enter themanagement pageYou can viewdevicestatus (e.g. temperature,
battery status, single strength, etc.).

4. Tap ©® on the upper right corner to enter theonesettings page.

5. Select a zone type.

Instant Zone
This Zone type will immediately trigger aamh event when armed.

Delay Zone

Exit Delay: Exit Delay provides you time to leave through the defense area without alarm.
Entry Delay: Entry Delay provides you time to enter the defense area to disarm the system
without alarm.

The system gives EntryfiEgelay time when it is armed or reentered. It is usually used in
entrance/exit route (e.g. front door/main entrance), which is a key route to arm/disarm via
operating keyboard for users.

E@Note
QYédzNS 0 KI
., 2dz Ol-y as

2 RPY¥YYHASBNWYAKKY Obpn
Sftlre ¢AYS F2NJ GKS

, y
G

5

Follow Zone

The zone actasdelayed zone when it detects triggering event during system Entry Delay,
while it acts as instant zenotherwise.

EENote

Two trigger types (by triggeimhes and by zone status) can be selected for the zone. If the zone
status type is selected, set the trigger operation (trigger arming/disarming).

Disabled Zone
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Zone disabledgnoring any alarm event. It is usuallyed to disable faulty detectors.

24-Hour Zone

The zone activates all the time with sound/siren output when alarm occurs. It is usually used
in fire hazardous areas equipped with smoke detectors and temperature sensors.

Timeout Zone

The zone activates all the time. The zone type is used totoraamd report the "ACTIVE"
status of a zone, but it will only report and alarm this status after the programmed time has
expired. (1 to 599) Seconds. It can be used in places equipped with magnetic contacts that
require access but for only a short peri@elg., fire hydrant box's door or another external
security box door)

6. EnableCross zongSilent Alarm, etcaccording to your actual needs.

E@Note

Some zones do not support the function. Refer to the actual zone to set the function.

ForbidBypasson Arming
After enabledyou camot bypass zones when arming.

Chime
Enable the doorbelUsually used for door magnetic detectors.

Silent Alarm

After enabled, when an alarm is triggered, only the repuitt be uploaded and no sound is
emitted.

Doubleknock

After enabledthe time interval can be set. If the same detector is triggered twice or
continuously in a period of time, the alarm will be triggered.

7. Set theSounder Delay Timéel'he sounder will be triggered immediat€ls)or after the set
time.

8. If required, link a PIRCAM or a camera for the zone.

9. ClickOK

View Status
TapStatusi 2 DA SEH LISNALIKSNI faQ adl Gdza o

a7



Bypass Zone

When the area is armed, you can bypass a particular zone as you desired.

Before You Start
Link a detector to the zone.

Steps

1. On the device list page, tap theX PR@nd then log in to the device (if required) to enter the
Area page.

2. TapDevice

3. Tap a zone in the Device tab.

4. Tap® to enter the Setting page.

5. EnableBypassand the zone will be in the bypass tts.
The detector in the zone does not detect anything and you will not receive any alarm from the
zone.

User Management

The administrator and the installers can manage users. If you are the administrator, you can add,
edit, and delete users, and assigffelient permissions to the newdgdded users.

Steps

ClilNote

There are four types of users for theX PRQONcluding administrator (or owner), operator, and
installer (or setter). Different types of users have different permissions for accessing the
functionality of theAX PRO

1. On the device list page, tap theX PR@nd then log in to the device (if required) to enter the
AX PR@age.
2. Tap «¢ to enter the Recipient Page.
3. Select a user to invite.
¢ Scan QR code to invite a user.
¢ Enter email address/obile phone number to invite a user.
¢ Select a user in the list.
4. TapNextto invite the user.

_liNote

The recipient need to accept the invitation.

a1

. Tap® User ManagemenfhUser.
. Tap a user to enter the Usarfdrmation Page.
7. Optional: Performlte following operations if required.

[o2]
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User Permission

Set Linked Areas

ChangeKeypad
Password

Change Duress
Password

Automation Control

You can tap the target user on the user list and then (4) to set
the permissions authorized to the target user.

[lilNote

Only the administrator can do such an operation.

If the targetuser is an operator, tap the target user on the user list
and then tapLinked Areado set the area linked to the target user.

[lilNote

Only the administrator can do such an operation.

If the target user is an administrator, an taker or an operator, you
can tap the target user on the user list and then @pange Keypad
Passwordo set the keypad password to the target user.

E@Note

The password@PIN code) is allowed to be 4 to 6 digi® number is
disallowed with 10,000 to 10000 differs andno limit of the digit
combination.

After you add one keypad, you can add PIN code (Keypad Passw
in the user menu. When you click in the input box, there will be
indication shows that 4 to 6 numbers allowed. This is the same foi
each ser

If the target user is an administrator or an operator, you can tap tr
target user on the user list and then t&hange Duress Passwaial
set the duress password to the target user.

[lilNote

If under duress, you can enter theigss code on the keyboard to
arm and disarm area(s) and upload a duress alarm.

An administratoraninstaller oran operator can controthe relay
module, wall switch and smart plug.

E@Note

Configuration items and user permissionlwary according to the user type.
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You can view linkeda®d/'Tag and Wireless Keyfob of the user but you do not have
permission to configure them.

8. Optional: (Only for the administrator) Clieko add a user.

Card/Tag Management

After addingcards/tags to the wireles& X PRQOyou can swipe theard/tagto arm or disarm all
the detectors added to specific area(s) of ¥ PRQandsilence alarra.

Steps
1. On the device list page, tap theX PR@nd then log in to the device (if required) to enter the
page.
2. Tap® MUser ManagemenfhCard/Tagto enter the page.
3. Tapt+to add acard/tag
4. When hearing the voice prompt "Swipe Tag", you should preserdaidftagon the AX PRO
card/tagpresenting area.
When hearing a beep sound, tieard/tagis remgnized.
The Tag will be displayed on thard/tagpage.
5. Optional: Tap aard/tagto enter the Setting Page.
6. Tap (4 to edit the Tag name.

liNote

If you log in as an installer, skip this step. Editing Tag hame is only available to administrator.
The nane should contain 1 to 32 characters.

7. SlideEnableCard/Tag
8. Select a linked user.
9. Select thedg type

liNote

Different linked users have differetdig permissions.

Operation Tag
You can swipe theag to arm or disarm.

Patrol Tag

When you swip thetag, the system will upload a record.
10. Optional: Tapeleteto delete thetag.

Device Information

You can change language and select time zone.
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Steps

1. On the device list page, tap theX PR@nd then log in to the device (if required) to entbe
page.

2. Tap® HSystemConfigurationto enter the page.

3. Select device language and time zone.

4. Enable DST according to your needs.
DST

Daylight saving time (alszalledsummer time) is the practice of advancing clocks during the
lighter months so that eveningsakie more daylight and mornings have less.

System Management

Steps

1. On the device list page, tap theX PR@nd then log in to the device (if required) to enter the
page.

2. Tap©® HSystemhSystem OptionghSystem Managemento enter the page.

ForcedAuto Arm

After enabéd, when the timed automatic armingtarts, if thereare an active faukin azone,
the zone willbe automatically bypass

CliNote

You should disable the arming function in the Advanced Settings page. @KtR&@rming
with fault function cannot be valid.

ForcedArming
After enabéd, when manual armingtarts, if thereare an active faulsin azone, the zone will
be automatically bypass

System Status report
If the option is enabled, the device will upload report automatically winenAX PR@tatus is
changed.

Voice Prompt

If the option is enabled, the X PR@ill enable the text voice prompt.
You can set detailed promgEault Prompt On Arming, Fault Prompt On Disarming, Fault
Prompt When Armed, Fault Prompt When Disarmed, VorR®mpt On Alarm

System Volume
The available system volume range is from 0 to 10.

Audible Tamper Alarm
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While enabled, the system will alert withuzzer for the tamper alarm.

Alarm Duration
The time duration of the panel alarm.

Wireless Supervision Loss
Sd the maximum duration for polling los$he system will report fault if the duration is over
the limit.

Bypass on Ré&rm
While enabled the zonewith fault will be bypassed automatically whee-arming.

Jamming Sensitivity Settings

The device will detedRF interference and push messages when the RF interference interferes
with communication. You can adjust the detection sensitivity.

Fault LED Stay On When Armed
Whensystem is armed, the fault indicator is always on.

Arm LED Stay On
The arm LED is alwapn.

Hik-Connectindicator
Enable theHik-Connectindicator.

Motion Detector Restore
Motion detectors include all PIR detectors.

PowerSave Mode
While enabled, the main power supply is off,-®ienters low power consumption, 4G closes,
tag reading failsLED off, and voice prompt off.

Smoke Detector Reset
ClickResetto reset the smoke detector

Fault Check

The system determines whether to check the faults listed on the page. The system will only check
the fault that is selected.

Steps

1. On the devicést page, tap thedAX PR@nd then log in to the device (if required) to enter the

2. El)':l%ed MSystemhSystem OptionghSystemFault Checko enter the page.

Detect Network Camera Disconnection

If the option is enabled, when the linked network camés disconnected, an alarm will be
triggered.
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PanelBattery Fault Check
If the option is enabled, when battery is disconnected or out of charge, the device will upload
events.

LAN Fault Check
If the option is enabled, when the wired network is discortedor with other faults, the alarm
will be triggered.

Wi-Fi Fault Check
If the option is enabled, when the Wi is disconnected or with other faults, the alarm will be
triggered.

Cellular Network Fault Check
If the option is enabled, when the celluldata network is disconnected or with other faults, the
alarm will be triggered.

Main PowerLost
If the option is enabledan alarm will be triggered when the main supply is disconnected.

AC Power Loss Delay

The system checks the fault after the configutie duration after AC power down.
To compliant the EN 50133, the check time duration should be 10 s.

Arm Options

Set advanced authority parameters.

Steps

1. On the device list page, tap theX PR@nd then log in to the device (if required) to entee
page.

2. Tap® HSystemSystem Optiong§hArm Optionsto enter the page.

You can set the following parameters:

Arm with Fault
Check the faults in the Enable Arming with Fault list, and the device will not stop the arming
procedure when faults occuzd.

Early Alarm

If you enable the function, when the zone is armed and the zone is triggered, the alarm will be
triggered after the set delay time.

liNote

The early alarm will be taken effect only after the delayed zone is triggered.

3. TapSave
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Enrolment Mode

Steps
1. On the device list page, tap theX PR@nd then log in to the device (if required) to enter the

page.
2. Tap©® HSystemhSystem OptionghEnrollment Modeto enter the page.
3. TapEnter the Enrollment ModeYou can enroll the peripheral by triggering it.

Network Camera Channel

Add, edit and delete network camera channels.

Steps
1. On the device list page, tdpe AX PR@nd then log in to the device (if required) to enter the

page.
2. Tap® HSystemNetwork CamerdhNetwork Camera Channéb enter the page.
3. Tapt Add Channeland enter IP address, user name, password to add the channel.
4. Tap the Camer&bu can view its parameters or tdpeleteto delete it.

5.Tap 4 to edit parameters.

Set Video Parameters

Steps
1. In the site, tap thé& X PR@nd then log in to the device (if required).
2. Tap® Network CamerdhEvent Video Setting® enter the page.
3. Select a camera and set the video parameters.
Stream Type
Main Stream: Being used in recording and HD preview, it has a high resolution, code rate and
picture quality.
SubStream: It is used to transmit network and preview pictures as a video strgamiih
features of lower resolution, bit rate and picture quality.

Bitrate Type
Select the Bitrate type as constant or variable.

Resolution
Select the resolution of the video output.

Bitrate

The higher value corresponds to the higher video quality thetetter bandwidth is
required.
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Set Arming/Disarming Schedule

Steps

1. On the device list page, tap theX PR@nd then log in to the device (if required) to enter the
page.

2. Tap® IbAreato enter the page.

3. Tap an area in the list, enable the asrad select linked areas.

4. Enable the auto arm/disarm function and set the auto arm time/auto disarm time. You can also
set the late to disarm time, entry delay time, exit delay time, sounder delay time, weekend
exception and excepted holiday.

Auto Arm
Enable the area to automatically arm itself in a specific time point.

Auto Arm Time
Set the schedule for the area to automatically arm itself.

Auto Disarm
Enable the area to automatically disarm itself in a specific time point.

Auto Disarm Time
Set theschedule for the area to automatically disarm itself.

Late to Disarm
Enable the device to push a notification to the phone or tablet to remind the user to disarm the
area when the area is still armed after a specific time point.

E@Note

You should enablehe Panel Management Notification function on the Web Client of
Communication ParameterBhEvent Communicatiotbefore enabling the Late to Disarm

function.

Late to Disarm Time
Set the time point mentioned ihate to Disarm

Auto Arm SoundPrompt
After disabled, the buzzer Winot beep before auto arming.

Weekend Exception
If enabled Auto Arm, Auto Disarm andLate to Disarmare disabled on the weekend.

Holiday Excepted
Enable the function and the zone will not be armed/disarmed in the holiday. You should set the
holiday schedule after enabling.
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E@Note

Up to 6 holiday groups can be set.

Communication

Wired Network

Steps
1. In the site, tap thé& X PR@nd then log in to the device (if required).
2. Tap©® MCommunicationParameter§hWired Networkto enter the page.
3. Set the parameters.
¢ !'dzi2zYFGAO {ShilnywRaxS®ydmd Sl ¢¢t L2 NI
¢ alydzZf {SGUBYHARYR Ra&l GRMB (S DAl SEPI & 5 RRNB a
{ SNUBRNS a a
4. Optional: St correct DNS server address if the device needs to visiCbiilnect server via a
domain name.
5. Clicksave

Cellular Data Network

Steps

1. In the site, tap thé& X PR@nd then log in to the device (if required).

2. Tap® MCommunicationParameter§hCellular Data Network Setting® enter the page.
3. EnableCellular Data Network

4. Tap to select a SIM caapParameter ConfiguratiodhEdit Iconand set parameters
including the user name, access password, APN, MTU and PIN code.

. TapSave Icon

. EnableData Usage Limit

7. EditData Used This Montland Data Limited per Month

o O1

Access Number
Input the operator dialing number.

CliNote

Only the private network SIM card user needs to enter the access number.

User Name
Ask the network carrier and i the user name.

Access Password
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Ask the network carrier and input the password.

APN
Ask the network carrier to get the APN information and input the APN information.

Data Usage Limit
You can enable the function and set the data threshold every mdhttata usage is more
than the configured threshold, an alarm will be triggered and uploaded to the alarm center
and mobile client.

Data Used This Month
The used data will be accumulated and displayed in this text box.

Push Notifications
When an alarm ifriggered, if you want to send the alarm notification to the mobile phone, you
can set the notification push parameters.
Steps
1. In the site, tap thé& X PR@nd then log in to the device (if required).
2. Tap® MCommunicationParameter§hPush Notification(s}o enter the page.
3. Enable the target notification.
Zone Alarm/Lid Opened

The device will push notifications when the zone alarm is triggered or the zone lid opened is
triggered or restored.

E@Note

You ned to set event filtering interval time for phone calling.

Peripherals Lid Opened
The device will push notifications when lid opened of any peripherals is triggered or restored.

Panel Lid Opened

The device will push notifications when lid opened of toatrol panel is triggered or
restored.

Panic Alarm

The device will push notifications when panic alarm is triggered or restored by zones, keypads
or keyfobs.

Medical Alarm
The device will push notifications when medical alarm is triggered.

Fire Alarm
The device will push notifications when gas alarm is triggered.

Panel Status
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The device will push notifications when the control panel system status is changed.
Zone Status
The device will push notifications when the zone status is changed.

Peripherals Situs

The device will push notifications when any peripheral status is changed.
Panel Operation

The device will push notifications when the user opesdtee AX PRO

Smart AlarmEvent

The device will push notifications when takarm is triggered itherma camera.
5. TapPhone Caland SMS
6. Tap+ Add Phone Numbetio enter the phone number.
7. Tap the added phone number to enaBleone Caland SMSaccording to your need.
8. (For Phone Call) Se¢timbers of Calling
9. (For SMS) Sérming PermissionDisarming Permissio andAlarm Clearing Permissicior
areas.

DSYSNIt | Ayl
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CliNote

Only WAV format is sygorted, up to 512 KB or up to 5

10. Check naotifications.

Alarm Receiving Center (ARC)

You carset the alarm receiving center's parameters and all alarms will be sent to the configured
alarm center.

Steps

1. In the site, tap thé& X PR@nd then log in to the device (if required).
2. Tap©® MCommunicationParameter§hAlarm Receiving Center (AR®)enter the page.
3. Select an ARC and enable it.

Protocol Type

Select the Protocol Type as ABBID, ISUP, SIZCS, *SHDCS, *ADMCIDor CSMP to set
uploading mode.
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Companies

Select thesupport company as None, Hungaviulti Alarm Receiving Company or French
Alarm Receiving Company.

AddressType

Select the Address Type as IP Address and Domain Name. Enter server address/domain name,
port number and account code.

Transmission Mode

Select the Transmission Mode as TCP or UDIP. is recommended by the SIATEC
standard.

Retry Timeout Period

After the selected time, the system will retry to transmit.
Attempts

Set the number of retry attempts.
Polling Option

Set the pollingate with the range from 10 to 3888000 seconds.
Periodic Test

Enter the periodic test interval
GMT

Enable the Greenwich Mean Time

Cloud Service Settings

Steps
1. In the site, tap thé& X PR@nd then log in to the device (if required).
2. Tap® MCommunicationParameter§hCloud Service Settings enter the page.
3. Select theCommunication Mde.
Auto
The system will select the communication mode automatically according to the sequence of,
wired network, WiFi network, and cellular data netwarnly when the current network is
disconnected, will the device connect to other network.
Wired Network & WiFi Priority

The connection priority order from high to low is: wired network;FVicellular data
network.
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Wired &Wi-Fi

The system will seleetired network first. If no wired network detected, it will select-Wi
network.

Cellular Data Network
The system will select cellular data network only.

4. EnablePeriodic TestEnter the periodic test interval.
5. TapSave

Notification by Email

Steps

1. In the site, tap thé& X PR@nd then log in to the device (if required).

2. Tap® CommunicationParameter$bhNotification by Emaildo enter the page.

3. EnableEmail

4. Enter the sender name, sender email address, SMTP server address, SMTRpoamgsand
password.

5. Select the encryption type &one SSlor TLS

6. EnableServer Authentication

7. Enter receiver name and receiver email address. TEsp Receiver Email Addresstest
whether the email address is correct.

8. TapSave

Check Blance

Steps

1. In the site, tap thé& X PR@nd then log in to the device (if required).

2. Tap® MCommunicationParameter§bhCheck Balanc® enter the page.
3. Enter the USSD number

4. TapCheck Balance

FTP Settings

Steps

1. In the site, tap thé& X PR@nd then log in to the device (if required).

2. Tap©® MCommunicationParameter§HFTP Settingto enter the page.
3. SelecPreferred FTRr Alternated FTRPand enable FTP

4. Configure the FTP parameters

FTP Type
Set the FTP type as preferred or alternated.

Protocol Type
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FTP and SFTP are selectable. The files uploading is encrypted by usingp®EDP

Server Address and Port
The FTP server address and corresponding port.

User Name and Password
The FTP user should have the permission to upload pictures. If the FTP server supports
picture uploading by anonymous users, you can check Anonytodude your device
information during uploading.

Directory Structure

The saving path of snapshots in the FTP server.
4. TapSave

Device Maintenance

You can reboot the device.

Steps
1. In the site, tap thé& X PR@nd then log in to the device (if raged).
2. Tap® MMaintenancelhDevice Maintenancéo enter the maintenance page.
3. TapTest and tapStart Walk Testo test the whether the device works properly or not.
4. TapMaintenancellhReboot Device
TheAX PRWill reboot.
5.Tap ©® MMaintenancelhDevice Upgradéo enter the upgrade page.
TheAX PRill upgrade to the latest version.
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Wi-Fi Connection

You can make thA&X PR@onnect to WiFi through APP.

Steps

1. On the device list page, tap theX PR@nd then log in to the device (if required) to enter the
page.

2. Tap©® ConfigureWi-Fi Network

3. Follow the instructions on the page and changeAlkePR@o the AP mode. TaNext

4. Select a stable Wi for the device to connect.

5. Back to configuration page to enter the-Wipassword and taNext

6. TapConnect b a networkand wait for connection.
After the connection is completed, th&X PR®ill prompt to exit AP mode and automatically
switch to STA mode.

Check Alarm Notification

When an alarm is triggered, and you will receive an alarm notification. You eak ttte alarm
information from the mobile client.
Before You Start

Make sure you have linked a zone with a detector.
Make sure the zone is not bypassed.
Make sure you have not enabled the silent zone function.

Steps

1. TapNotification in the mobile cliat to enter the page.
All alarm notifications are listed in Notification page.
2. Select an alarm and you can view the alarm details.
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3. Optional: If the zone has linked a camera, you can view the playback when the alarm is
triggered.

4. Optional: Tap to search events by dates or devices.

4.3 Setup with the Web Client

Steps

1. Connect the device to the Ethernet.

2. Search the device IP address via the client software and the SADP software.
3. Enter the searched IP address in the address bar.

4. Usethe activation user name and password to login.
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