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Legal Information

© 2022 Hangzhou Hikvision Digital Technology Co., Ltd. All rights reserved.

About this Manual

The Manualncludes instructions for using and managing the Product. Pictures, charts, images and
all other information hereinafter are for description and explanation only. The information
contained in the Manual is subject to change, without notice, due to firmwaiates or other
reasons. Please find the latest version of this Manual at the Hikvision website
(https://www.hikvision.com/).

Please use this Manual with the guidance and assistance of professionals trainpgantsg the
Product.

Trademarks

HIK VISION and other Hikvision's trademarks and logos are the properties of

Hikvision in various jurisdictions.
Other trademarks and logos mentioned are the properties of their respective owners.

HEIITII : The terms HDMI and HDMI Hiflefinition Multimedia Interface, and the HDMI

FINITION MULTIMEDIA INT

Logo are trademarks or registered trademarks of HDMI Licensing Administrator, Inc. in the United
States and other countries.

Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THIS MANUAL AND THE PRODL
DESCRIBED, WITH ITS HARDWARE, SOFTWARE AND FIRMWARE, ARE PROVIDED "AS IS" ANL
"WITH ALL FAULTS AND ERRORS". HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIE
INCLUDING WITHOUT LIMITATION, MERCHANTABILITY, SATISFACTORY QUALITY, OR FITNES
A PARTICURAPURPOSE. THE USE OF THE PRODUCT BY YOU IS AT YOUR OWN RISK. IN NO E
WILL HIKVISION BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR IN
DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUS
INTERRUPTIOQIR LOSS OF DATA, CORRUPTION OF SYSTEMS, OR LOSS OF DOCUMENTATIOI
WHETHER BASED ON BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE), PRODUCT
LIABILITY, OR OTHERWISE, IN CONNECTION WITH THE USE OF THE PRODUCT, EVEN IF HIK\
HAS BEEN ADVISED OF THEBMO$%IOF SUCH DAMAGES OR LOSS.

YOU ACKNOWLEDGE THAT THE NATURE OF THE INTERNET PROVIDES FOR INHERENT SECI
RISKS, AND HIKVISION SHALL NOT TAKE ANY RESPONSIBILITIES FOR ABNORMAL OPERATIC
PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROMCKBEKER ATTACK,

VIRUS INFECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, HIKVISION WILL PRO
TIMELY TECHNICAL SUPPORT IF REQUIRED.

YOU AGREE TO USE THIS PRODUCT IN COMPLIANCE WITH ALL APPLICABLE LAWS, AND YOl
SOLELY RESPONSIBLE FOR ENSURING THAT YOUR USE CONFORMS TO THE APPLICABLE L
ESPECIALLY, YOU ARE RESPONSIBLE, FOR USING THIS PRODUCT IN A MANNER THAT DOES¢
INFRINGE ON EHRIGHTS OF THIRD PARTIES, INCLUDING WITHOUT LIMITATION, RIGHTS OF
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PUBLICITY, INTELLECTUAL PROPERTY RIGHTS, OR DATA PROTECTION AND OTHER PRIVAC
YOU SHALL NOT USE THIS PRODUCT FOR ANY PROHIBBEHSDINRDUDING THE

DEVELOPMENT OR PRODUCTIMEAPONS OF MASS DESTRUCTION, THE DEVELOPMENT OR
PRODUCTION OF CHEMICAL OR BIOLOGICAL WEAPONS, ANY ACTIVITIES IN THE CONTEXT F
TO ANY NUCLEAR EXPLOSIVE OR UNSAFE NUGKHAR EUBR IN SUPPORT OF HUMAN

RIGHTS ABUSES.

IN THE EVENT OF ANY CONFLETVWEEBN THIS MANUAL AND THE APPLICABLE LAW, THE
LATTER PREVAILS.
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Regulatory Information

FCC Information

Please take attention that changes or modification not expressly approved by the party
responsible for compliance could void the user's authoritpperate the equipment.
FCC compliance: This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interé&nce in a residential installation. This equipment
generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to cotnect t
interference by one or more of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the recesver i

connected.

Consult the dealer or an experienced radio/TV technician for help.

FCC Conditions
This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:
This device may not cause harmful interference.
Thisdevice must accept any interference received, including interference that may cause
undesired operation.

EU Conformity Statement

This product and if applicable- the supplied accessories too are marke

c € with "CE" and comply therefore with the applila harmonized
European standards listed under the EMC Directive 2014/30/EU, LVL
Directive 2014/35/EU, the RoHS Directive 2011/65/EU.

2012/19/EU (WEEE directive): Products marked with this symbol can
be disposed of as unsorted municipal waste in the European Union. F
K proper recycling, return this product to your local supplier upon the
purchase of equivalent new equipment, or dispa¥ it at designated
[ collection points. For more information see:
http://www.recyclethis.info.
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2006/66/EC (battery directive): This product contains a battery that
cannot be disposed of as unsorted municipaiste in the European
Union. See the product documentation for specific battery informatior
The battery is marked with this symbol, which may include lettering tc
indicate cadmium (Cd), lead (Pb), or mercury (Hg). For proper recycli
return the batteryto your supplier or to a designated collection point. F
more information seehttp://www.recyclethis.info.

Industry Canada ICEH®3 Compliance
This device meets the CAN 1€EE3)/NMB3(A) standardsequirements.
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Applicable Model

This manual is applicable to the following models.

Series Model
DSEO4HGHB
DSEOOHGHB
DSEOSHGHB
DSEOOHQHB DSE04HQHB
DS7104HGHM1
DS7100HGHM1 DS7108HGHM1
DS7116HGHM1
DS7204HGHM1
DS7200HGHM1 DS7208HGHM1
DS7216HGHM1
DS7200HGHiM2 DS7232HGHM2
, iDS7104HQHM1/E
iDS7100HQHM1/E :
iDS7108HQHM1/E
, iDS7104HQHM1/S
iDS7100HQHM1/S :
iDS7108HQHM1/S
iDS7100HQHM1/S iDS7116HQHM1/S
, iDS7104HUHM1/S
iDS7100HUHM1/S :
iDS7108HUHM1/S
iDS7204HQHM1/FA
iDS7200HQHM1/FA iDS7208HQHM1/FA
iDS7216HQHM1/FA
iDS7204HQHM1/S
iDS7200HQHM1/S iDS7208HQHM1/S
iDS7216HQHM1/S
iDS7200HQHM1/E iDS7216HQHM1/E
iDS7200HQHM2/FA iDS7208HQHM2/FA
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Series

Model

IDS7216HQHM2/FA

iDS7200HQHM2/S

iDS7208HQHM2/S

iDS7216HQHM2/S

IDS7232HQHM2/S

iDS7200HTHM/S

IDS7204HTHM1/S

IDS7204HTHM2/S

IDS7208HTHM2/S

iDS7200HUHM1/FA

IDS7204HUHM1/FA

IDS7208HUHM1/FA

iDS7200HUHM1/E

IDS7204HUHM1/E

IDS7208HUHM1/E

iDS7200HUHM1/S

IDS7204HUHM1/S

IDS7208HUHM1/S

iDS7200HUHM2/FA

IDS7204HUHM2/FA

IDS7208HUHM2/FA

iDS7200HUHM2/S

IDS7204HUHM2/S

IDS7208HUHM2/S

IDS7216HUHM2/S

iDS7200HUHM/P

IDS7204HUHM1/P

IDS7208HUHM2/P

IDS7216HUHM2/P

Vi
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Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description

&Danger Indicates a hazardous situation which, if not avoided, or could
result in death or serious injury.

& : Indicates a potentially hazardous situation which, if not avoided,
Caution . .

could result in equipment damage, data loss, performance
degradation, or unexpected results.

E@Note Provides additionahformation to emphasize or supplement
important points of the main text.

Vil
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Safety Instruction

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or eneuser.
In the use of the product, you musebn strict compliance with the electrical safety regulations
of the nation and region.
Firmly connect the plug to the power socket. Do not connect several devices to one power
adapter. Power off the device before connecting and disconnecting accessodg®apherals.
Shock hazard! Disconnect all power sources before maintenance.
The equipment must be connected to an earthed mains seokéet.
The sockebutlet shall be installed near the equipment and shall be easily accessible.

% indicates hazardoukve and the external wiring connected to the terminals requires
installation by an instructed person.
Never place the equipment in an unstable location. The equipment may fall, causing serious
personal injury or death.
Input voltage should meet the SELSafety Extra Low Voltage) and the LPS (Limited Power
Source) according to the IEC62368.
High touch current! Connect to earth before connecting to the power supply.
If smoke, odor or noise rise from the device, turn off the power at once and unplugpther
cable, and then please contact the service center.
Use the device in conjunction with an UPS, and use factory recommended HDD if possible.
This product contains a coin/button cell battery. If the battery is swallowed, it can cause severe
internal bumns in just 2 hours and can lead to death.
This equipment is not suitable for use in locations where children are likely to be present.
CAUTION: Risk of explosion if the battery is replaced by an incorrect type.
Improper replacement of the battery with ancorrect type may defeat a safeguard (for
example, in the case of some lithium battery types).
Do not dispose of the battery into fire or a hot oven, or mechanically crush or cut the battery,
which may result in an explosion.
Do not leave the battery inraextremely high temperature surrounding environment, which
may result in an explosion or the leakage of flammable liquid or gas.
Do not subject the battery to extremely low air pressure, which may result in an explosion or
the leakage of flammable liquiot gas.
Dispose of used batteries according to the instructions.
Keep body parts away from fan blades and motors. Disconnect the power source during
servicing.
Keep body parts away from motors. Disconnect the power source during servicing.
In order to preent data leakage, please use the Secure Erase function to clear data before
discarding youSSDOievice.

viii
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Preventive and Cautionary Tips

Before connecting and operating your device, please be advised of the following tips:
The device is designed for indagse only. Install it in a wellentilated, dustfree environment
without liquids.
Ensure recorder is properly secured to a rack or shelf. Major shocks or jolts to the recorder as a
result of dropping it may cause damage to the sensitive electronics witkinecorder.
The equipment shall not be exposed to dripping or splashing and that no objects filled with
liquids shall be placed on the equipment, such as vases.
No naked flame sources, such as lighted candles, should be placed on the equipment.
The ventiation should not be impeded by covering the ventilation openings with items, such as
newspapers, tabkeloths, curtains, etc. The openings shall never be blocked by placing the
equipment on a bed, sofa, rug or other similar surface.
For certain models, esure correct wiring of the terminals for connection to an AC mains supply.
For certain models, the equipment has been designed, when required, modified for connection
to an IT power distribution system.
identifies the battery holder itself and identifiése positioning of the cell(s) inside the
battery holder.
+ identifies the positive terminal(s) of equipment which is used with, or generates direct
current. + identifies the negative terminal(s) of equipment which is used with, or generates
direct current
Keep a minimum 200 mm (7.87 inch) distance around the equipment for sufficient ventilation.
For certain models, ensure correct wiring of the terminals for connection to an AC mains supply.
Use only power supplies listed in the user manual or ussruction.
The USB port of the equipment is used for connecting to a mouse, keyboard, USB flash drive, or
Wi-Fi dongle only.
Use only power supplies listed in the user manual or user instruction.
Do not touch the sharp edges or corners.
When the devicesi running above 45 °C (113 F), or its HDD temperature in S.M.A.R.T. exceeds
the stated value, please ensure the device is running in a cool environment, or replace HDD(S)
to make the HDD temperature in S.M.A.R.T. below the stated value.
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Chapter 1 Startup

1.1 Activate Your Device

For the firsttime access, you need to activate the video recorder by setting an admin password.
No operation is allowed before activation. You can also actithetevideo recorder via web

browser, SADP or client software.

Before You Start

Power on your device.

Steps

1. Select a language.
2. ClickApply.
3. Input the same password Fasswordand Confirm Password

Warning

Strong Password recommend&tle highly reommend you create a strong password of your

own choosing (Using a minimum of 8 characters, including at least three of the following
categories: upper case letters, lower case letters, numbers, and special characters.) in order to
increase the security gfour product. And we recommend you reset your password regularly,
especially in the high security system, resetting the password monthly or weekly can better
protect your product.

4. Activate network camera(s) connected to the device.
¢ CheclUse theDevice Passwortb use the device password to activate the inactive network
camera(s).
¢ Enter a password i@amera Activation Passworth activate network camera(s).
5. ClickActivate.

Figure 11 Activation
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What to do next

Follow the wizard to set basparameters.
When you forget your password, there are three methods to reset it, including password
resetting email, H#Connect, and security questions. You have to configure at least one
password resetting method. Refer 8et Password Resetting Emaihtd Hik-Connecfor details.
For unlock pattern. Refer t8et Unlock Patterror details.
For general system parameters. Refe@eneralfor details.
For general network parameters. ReferGeneralfor details.
For storage device configuration. ReferStwrage Devicdor details.
For adding network cameras. ReferNetwork Camerdor details.
For platform configuration. Refétik-Connecto for details.

1.2 Login

1.2.1 Set Unlock Pattern

Admin user can use the unlock pattern to login. You can configure the yvddkekn after the
device is activated.
Steps

1. Use the mouse to draw a pattern among the 9 dots on the screen. Release the mouse when the
pattern is done.

EENote

The pattern shall have 4 dots at least.
Each dot can be connected for once only.

2. Drawthe same pattern again to confirm it.

Figure 12 Set Unlock Pattern
When the two patterns match, the pattern is configured successfully.
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1.2.2 Log in via Unlock Pattern

Steps
1. Right click the mouse on live view.

Figure 13 Draw the Unlock Pattern
2. Draw the predefined pattern to enter the menu operation.

lilNote

If you have forgotten your pattern, you cli€lorgot My Patternor Switch Useto log in via

password.
If you have drawn the wrong pattern for more than 5 times, the system will switch to the

normal login mode automatically.

1.2.3 Log in via Password

If your video recorder has logged out, you must login before operating the menu and other
functions.

Steps
1. SelectUser Name
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admin

Figure 14 Login Interface
2. Input password.

3. Click_ogin
CliNote

When you forget the password of the admin, you can dfickgot Passwordo reset the
password.

If you enter the wrong password 7 times, the current user account will be locked for 60
seconds.
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Chapter 2 Live View

2.1 GUI Introduction

ClickTargetDetectionat the uppetleft corner, and selecB] or B to display the specified
live target detection results. For result details, cNdkew More.

TilNote

Target Detections only available for certain models.

Target Detections valid when HDD is installed.

B is valid for motion detection, line crossing detection, intrusion detection, and facial
detection.

Click & to start/stop autoswitch. The screen will automatically switch to the next one.
Click B¥ to enter full screen mode.

Double click a camera tgew it in singlescreen mode. Double click again to exit sirgeeen
mode.

Change a camera live view screen by dragging it from its screen to the desired screen.
Scroll up/down to turn to previous/next screen.

Position the cursor on a camera to show ghat menu.

D1 8 @ 2 8§ ¥
Figure 21 Shortcut Menu
Table 21 Shortcut Menu Description

Button Description

®

Start playing videos recorded in the latest five minutes.

Digital zoom. You can adjust zoamtimes and view the desired are
Click it to enter PT&ontrol mode.

= Turn on/off live view audio.

Switch video stream.

In the live view interface, there are icons at the uppight corner of the screen for each
camera, showing the camera recording and alarm status.

Table 22 Live View Icon Descriptio

Icon Description

D Alarming (normal event and smart event).
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Icon Description

E Recording.

Right click your mouse to display the shortcut menu.

Figure 22 Right Click Shortcut Menu

2.2 PTZ Control

2.2.1 Configure PTZ Parameter

You shall configure PTZ parametkesore controlling a PTZ camera.

Steps
1. Preview a camera in live view and c/EX on shortcut menu.
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Preset Patrol Pattern
Preset 1 \=
Preset 2 o
Preset 3 \=
Preset 4 2
Preset 5 \=

Preset 6 |\

Preset 7 o

Preset 8 =

Preset 9 \g

Preset 10 \g

Preset 11 |\

Preset 12 \o

Figure 23 PTZ Settings

2. Click &l
3. Set the PTZ camera parameters.

E@Note

All parameters should be the same as the PTZ camera.

4. ClickOK
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PTZControl Panel Introduction

Table 23 PTZ Panel Description

Icon Description

Direction buttons, and the autoycle button.

The speed of the PTZ movement.

Slow . Fast
(< ] Zoom-/+.
E/= Focus/+.
BB Iris -/+.

2.2.2 Customize Preset

Set a preset locatiowhere the PTZ camera would point to when an event occurs.

Steps

1. Preview a camera in live view and clEX on shortcut menu.

2. Select a desired preset in preset list.

3. Use direction buttons to wheel the camera to required locations. Adjust zoonoand s your
desire.

4. Click I &.

What to do next

Double click a preset in the preset list to call it.

2.2.3 Customize Patrol

Patrol refers to a path consists of a series of presets with designated sequence. It provides
dynamic live image for monitorirggveral presets.
Steps

1. Preview a camera in live view and click Eh shortcut menu.
2. ClickPatrol.
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3. Click & of a desired patrol.

4. Click E4.

5. Configure key point parameters, such as the key point No., duration of staying for one key point
and speed of patrol. The key point is corresponding to the preset. The preset number
determines the order at which the PTZ will follow while cycling thrahghpatrol. Duration
refers to the time span to stay at the corresponding key pdpeeddefines the speed at which
the PTZ will move from one key point to the next.

KeyPoint

Preset Preset1
Speed 1

Duration )

Cancel

Figure 24 Patrol Settings

6. ClickOK
7. Clicksave

What to do next

Select a pawl and click[@ to call it. The PTZ camera will move according the predefined patrol
path.

2.2.4 Customize Pattern

A pattern records the movement path and dwell time in a certain position. When you call a
pattern, the PTZ camera will move according to theorded path.

Steps

1. Preview a camera in live view and clEX on shortcut menu.

2. ClickPattern.

3. Select a pattern.

4. Click[&.

5. Use direction buttons to wheel the camera to required locations. Adjust zoom and focus as your
desire.

6. Click = . Theprevious PTZ camera moving path is recorded as a pattern.

What to do next

Select a pattern and clicl8 to call it. The PTZ camera will move according the predefined
pattern.
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Chapter 3 Playback

3.1 GUI Introduction

Go toPlayback

Normal

(] (] (] [&] [

Figure 31 Playback

Table 31 Playback Interface Description

Button Operation Button Operation
30 s reverse. 30 s forward.
Ed Full screen. [»| Start playback.
4] Speed down. DD | Speed up.
X 1] Speed.
11:14:1

Figure 32 Timeline

Position the cursor on the timeline, drag thimeline to position to a certain time.

Period marked with blue bar contains video. Red bar indicates the video in the period is event
video.

Scroll up/down to zoom out/in timeline.

10
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3.2 Normal Playback

Play back normal videos.

Steps

1. Go toPlayback
2.Select a camera from the camera list.
3. Select a date on the calendar for playback.

ClilNote

The blue triangle at the calendar date corner indicates there are available videos. For example,
means video is availabldiill means no video.

4. Optional:Position the cursor on playback window to show control bar.
D1 @ [ g ¥
Figure 33 Control Bar

Table 32 Button Description

Button Description Button Description
Window Zoom in/out
E E] division, group - playback
the channels ' image
and play. ge.
um on/oft Add tag.
A \I;i(;(élgunlock Clip video.
Show videos Show videos
B that contain that contain
human. vehicle.
If you have
clicked BV &,
the device will
hide other
Skip Normal Videos videos, and
only show and
play videos that
contain human
or vehicle
during

11
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Button Description Button Description
playback.

3.3 Event Playback

When you select the event playback mode, the system will analyze and mark videos that contain
the motion detectionJine crossing detection, or intrusion detection information, .

Before You Start

Ensure the camera has enablBdalVCA You can enable it via the camera web browser
interface inConfigurationlhVideo/Audio MDisplay Info. on Stream

Ensure your video recder has enable®ave VCA Datarou can enable it i@onfigurationlh
RecordlbAdvanced

Steps

1. Go toPlayback
2. Clickevent

3. Select a camera.

[D1] Thermal Camera

Figure 34 Event Playback
4. Position the cursor on playback window to show control bar.

Table 33 Button Description

Button Description Button Description
. Zoom in/out playback
= Add tag. image.
Clip video. A Lock/unlock video.

12
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Button Description Button Description

Configure detection - Turn on/off audio.

area.

5. Click @l to set detection areas of line crossing detection, intrusion detection, or motion

detection.
6. Click® to search videos. Videos meet the detection rule requirement will be marked in red.

7. Click & to configure the play strategy.
Do not Play Normal Vide®
If it is enabled, videos without smart information will not be played.

Normal Video

Set normal video playback speed. The option is only valid \Rieenot Play Normal Videos
unchecked.

Play Speed of Smart/Custom Video

Set playback speed of videos with smart information. The option is only valid et
Play Normal Videoss enabled.

Play Strategy

Do not Play Normal Videos

Cancel

Figure 35 Play Strategy

3.4 Back up Clip

You can clip videos during playback. Video clips can be exported to the backup device (USB flash

13
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drive, etc.).

Before You Start
Connect a backup device to your video recorder.

Steps

1. Start playback. Refer ddormal Playb&k for details.

2. Click E4.

3. Set the start and end time. You can also adjust cursors on the time bar to set the time period.
4. Clicksave

5. Select the backup device and folder.

6. Clicksaveto export the clip to backup device.

14
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Chapter 4 File Search

4.1 Search File

Steps
1. Go toSearch

Figure 41 Search

2. Select a search type (video, picture, event, etc.).
3. Set search conditions.
4. ClickSearch
¢ Click @ to play the video.
¢ Click B to lock the file. Locked file will not be overwritten.
¢ Select file(s), and clidkxportto export file(s) to backup device.

4.2 Search Human by Face Picture

You can search human records by the provided face picture.

Before You Start

Ensure you have enabled face picture comparison.
Steps

1. Go toSearchifhbHuman.

15
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Wy Upload from Face Picture Library

Start/End Time

Channel

Search

Figure 42 Search Human by Face Picture

2. SetSearch Methody By Picture

3. Upload a face picture.
¢ ClickUpload from Locato upload a face picture from a local storage device, such as USB

flash drive.
¢ ClickUpload from Face Picture Libratg upload a face picture from a face picture library.

E@Note

Only JPG and JPEG formats are supported.
Each picture size should be less than 1 MB.
The picture resolution shall be between 80 x 80 and 1920 x 1080.

4. Set the start time and end time.
5. SetSimilarity.
Similarity
Similarity value ranges from 0 to 100. Device will analyze the similarity between the detected
face picture and face pictures in the library. When the similarity reaches the threshold value,

the face picture comparison succeededdahe face picture is recognized.
6. ClickSearch

16
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4.3 Quick Backup

Before You Start
Connect a backup device to your video recorder.

Steps

1. Go toSearch

2. Set search conditions.

3. CliclkQuick Export

4. Select backup device and path.
5. ClickOKto start exporting.

17
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Chapter 5 Configuration (Easy Mode)
Easy mode contains basic configurations. GGdafiguration and clickEasy Mode

5.1 System Configuration

5.1.1 General

You can configure the output resolution, system time, etc.

Steps
1. Go toConfigurationhSystemhGeneral

System Date
System Time C)

Resolution 1920*1080/60Hz(1080P)(Re¢ v

Wizard @

Lock Screen Password @
NTP Time Sync k]
Interval (min) 60

NTP Server time1.google.com

NTP Server Port 123

Figure 51 General Settings
2. Configure the parameters as your desire.

Wizard
The wizard will pop up after the device starts up.

Lock Screen Password
You need to enter your password if the screen is locked.

18
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NTP Time ¥hc

Network time protocol (NTP) is a networking protocol for time synchronization. The device
can connect to NTP (network time protocol) server to sync time.

Interval (min)
Time interval between two time synchronization with NTP server.

NTP Server

IPaddress of the NTP server.
3. ClickApply.

5.1.2 User

Add User

There is a default account: Administrator. The administrator user namenmsn. Administrator
has the permission to add, delete, and edit user. Guest user only has live view, playback, and log
search permission.

Steps

1. Go toConfigurationhSystemihUser.
2. ClickAdd and confirm your admin password.

User Name
Create Password

Confirm

User Level Guest

A normal user only has permissi

Cancel

Figure 52 Add User

3. Enter user name.
4. Enter the same passwordRasswordand Confirm

19
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Warning

We highly recommend you create a stropgssword of your own choosing (Using a minimum of
8 characters, including at least three of the following categories: upper case letters, lower case
letters, numbers, and special characters.) in order to increase the security of your product. And
we recomnend you reset your password regularly, especially in the high security system,
resetting the password monthly or weekly can better protect your product.

5. ClickOK
¢ Click B/ to edit/delete user.

Set Password Resetting Email

When you forget your logipattern and password, the device will send an email contains
verification code to your email for password resetting.

Steps

1. Go toConfigurationhSystemihUser.

2. ClickPassword Resetting Email

3. Enter admin password for authorization.
4. Enter aremail address.

5. ClickOK

Reset Password

You can reset your password when you forgot your login pattern and password.

Steps

1. Click-orgot Passworat the password login interface.

2. ClickNextif you agree the Privacy Policy, you can scan the QRtoaéad it.
3. Follow the wizard to reset password.

5.1.3 Exception

You can receive exception events hint in alarm center, and set exception linkage actions.

Steps
1. Go toConfigurationHhSystemhException
2. Optional: Configure event hint. When thet events occur, you will receive hints in alarm
center.
1) EnableEvent Hint
2) ClickI& at the upperright corner of local menu to enter alarm center.
3) Select an event type.
4) ClickSetto select events to hint.
3. SetException Type

20
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4. SelectNormalLinkageand Trigger Alarm Outputype for exception linkage actions.

Event Hint (&)

Exception Type All

[0 Normal Linkage [ Trigger Alarm Output

[0 Buzzer Alarm OLocal->1
O
O

[ Notify Surveillance Center

[0 Send Email

Figure 53 Exceptions
5. ClickApply.

5.2 Network Configuration

5.2.1 General

You shall properly configure the network settings before operating the device over network.
Steps
1. Go toConfigurationfpNetwork 'hGeneral
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DHCP (I1Pv4)
|P Address

Subnet Mask

Default Gateway

Auto Obtain DNS

Preferred DNS Server

Alternate DNS Server

Figure 54 Network
2. Set network parameters.

DHCP

If the DHCP server is available, you can en@bl€Ro automatically obtain an IP address
and other network settings from that server.

Auto Obtain DNS
If DHCHs enabled. You can enabdaito Obtain DNSo automatically obtairPreferred DNS
ServerandAlternate DNS Server
3. ClickApply.

5.2.2 HikConnect

Hik-Connect provides mobile phone application and platform service to access and manage your
connecteddevices, which enables you to get a convenient remote access widke security
system.

Steps
1. Go toConfigurationfpNetwork MHik-Connect
2. Turn orEnable The service terms will pop up.
1) Scan the QR code to read the service terms and prstatgment.
2) Chechk have read and agree to Service Terms and Privacy Statenifeydu agree with the
service terms and privacy statement..
3) ClickOK
3. Click & to set verification code.
4. Optional: Enabl&tream Encryptionlt requires to enter vefication code in remote access and
live view after this function is enabled.
5. Optional: EdiServer IP
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6. Bind your device with a H&onnect account.
1) Use a smart phone to scan the QR code, and downloa@dtikect app. You can also
download it fromhttps://appstore.hikvision.com or the QR code below. Refer k-
Connect Mobile Client User Mandiait details.

Figure 55 Download HikConnect
2) Use H#Connect to scan the device QR, and bind the @evic

lilNote

If the device is already bound with an account, you can tlidkindto unbind with the
current account.

You can also use the QR codelEh at the uppetleft corner to download H#Connect and
bind your device.

7. ClickApply.

Result

If your device is connected with Honnect platformConnection Statusvill be Online.
If your device is bound with a H&onnect accounBind Statuswill be Yes

What to do next
You can access your video recorder viaGbknect.

5.2.3 Emall

Set an emil account to receive event notification.

Before You Start

Ensure SMTP service is available for your email.

Configure your network parameters. ReferGeneralfor details.
Steps
1. Go toConfigurationfpNetwork lHEmail

23
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Figure 56 Email
. Set emalil parameters
Server Authentication
Check it to enable the server authentication feature.

User Name
The user account of email sender for SMTP server authentication.

Password
The password of email sender for SMTP server autbatibn.

SSL/TLS
(Optional) Enable SSL/TLS if it is required by the SMTP server.

Attached Picture
(Optional) If events are triggered, it will send images as email attachment.

Sender
The sender name.

Sender's Address
The sender's email address.

24












































































































































































































