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© 2020 Hangzhou Hikvision Digital Technology Co., Ltd. All rights reserved.

This Manual is theproperty of Hangzhou Hikvision Digital Technology Co., Ltd. or

its affiliates (hereinafter referred to as "Hikvision"), and it cannot be reproduced,
changed, translated, or distributed, partially or wholly, by any means, without the
prior written permissio of Hikvision. Unless otherwise expressly stated herein,
Hikvision does not make any warranties, guarantees or representations, express or

implied, regarding to the Manual, any information contained herein.

About this Manual

The Manual includemstructions for using and managing the Product. Pictures, charts,
images and all other information hereinafter are for description and explanation only.
The information contained in the Manual is subject to change, without notice, due to
firmware updatesr other reasons. Please find the latest version of this Manual at the
Hikvision website [ittp://www.hikvision.comy.

Please use this Manual with the guidance and assistance of professionals trained in

supporting the Product.

Trademar ks Acknowl edgement
HIKVISION and ot her Hi kvi sionbés trademar ks ar

Hi kvision in various jurisdictions.

Ot her trademarks and |l ogos mentioned ar
owner s.

HOM'The terms HDMI -Derfd nHHDMlonHIMph t i medi a |
the HDMI Logo are trademar ks or register
Administrator, I nc. in the United States

LEGAL DISCLAIMER
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THIS
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MANUAL AND THE PRODUCT DESCRIBED, WITH ITS HARDWAE,
SOFTWARE AND FIRMWARE, ARE PROVIDED "AS IS" AND "WITH ALL
FAULTS AND ERRORS". HIKVISION MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION,
MERCHANTABILITY, SATISFACTORY QUALITY, OR FITNESS FOR A
PARTICULAR PURPOSE. THE USE OF THE PB®UCT BY YOU IS AT
YOUR OWN RISK. IN NO EVENT WILL HIKVISION BE LIABLE TO YOU
FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR INDIRECT
DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF
BUSINESS PROFITS, BUSINESS INTERRUPTION, OR LOSS OF DATA,
CORRUPTION OF SYSTEMS, OR LOSS OF DOCUMENTATION,
WHETHER BASED ON BREACH OF CONTRACT, TORT (INCLUDING
NEGLIGENCE), PRODUCT LIABILITY, OR OTHERWISE, IN
CONNECTION WITH THE USE OF THE PRODUCT, EVEN IF HIKVISION
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR
LOSS.

YOU ACKNOWLEDGE THAT THE NATURE OF INTERNET PROVIDES
FOR INHERENT SECURITY RISKS, AND HIKVISION SHALL NOT TAKE
ANY RESPONSIBILITIES FOR ABNORMAL OPERATION, PRIVACY
LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBERTTACK,
HACKER ATTACK, VIRUS INSPECTION, OR OTHER INTERNET
SECURITY RISKS; HOWEVER, HIKVISION WILL PROVIDE TIMELY
TECHNICAL SUPPORT IF REQUIRED.

YOU AGREE TO USE THIS PRODUCT IN COMPLIANCE WITH ALL
APPLICABLE LAWS, AND YOU ARE SOLELY RESPONSIBLE FOR
ENSURING THAT YOUR USE CONFORMS TO THE APPLIGAE LAW.
ESPECIALLY, YOU ARE RESPONSIBLE, FOR USING THIS PRODUCT IN
A MANNER THAT DOES NOT INFRINGE ON THE RIGHTS OF THIRD
PARTIES, INCLUDING WITHOUT LIMITATION, RIGHTS OF PUBLICITY,

INTELLECTUAL PROPERTY RIGHTS, OR DATA PROTECTION AND
2
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OTHER PRIVACY RIGHTS YOU SHALL NOT USE THIS PRODUCT FOR
ANY PROHIBITED END-USES, INCLUDING THE DEVELOPMENT OR
PRODUCTION OF WEAPONS OF MASS DESTRUCTION, THE
DEVELOPMENT OR PRODUCTION OF CHEMICAL OR BIOLOGICAL
WEAPONS, ANY ACTIVITIES IN THE CONTEXT RELATED TO ANY
NUCLEAR EXPLOSIVE OR UNSAFE NUCLEAR FUEICYCLE, OR IN
SUPPORT OF HUMAN RIGHTS ABUSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE

APPLICABLE LAW, THE LATER PREVAILS.

Noti ce:
| f camera fails to synchronize | oc
up camera tMime tmdarmealclayner a and ent

time setting.

Safety I nstruction

These instructions are intended to ensure
avoid danger or property | oss.

The precaution measure is divided into 0Wa
WarniingSserious injury or death mgg beecau:

negl ected.

Cautiohsjury or equipment damage may be c

negl ected.

A\ A

Warni Rgll ow t hese|lCautiFoonlsl ow t hese
prevent serious prevent potenti g

damage.
AWarni ngs:
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Pl ease adopt the power adapter which cal
( SELV) standar d. VIAQodr 9¥204(rdeeeg ewidti mMmgl1?n mod
according0%80 amel LE®6t ed Power Source st a
To reduce the risk of fire or electrical

moi stur e.

This installation should be made by a qua
to all the |l ocal codes.

Pl easl!l imlsa@akouts equipment into the pow
supply interruption.

Pl ease make sure that the ceiling can sup
the camemdatiostfhie ceiling.

Il f the product does not work properly, p
service center. Never attempt to disasse
assume any responsibility for probl ems

mai nt enance. )

ACautions:

Make sure the power supply voltage is cor
Do not drop the camera or subject it to g

Do not touch sensor modules with fingers

cloth with a bit of ethanol and wipe it ¢
extended period of ti me, put on the | ens
Do notheimamera | ens at the strong |ight
The strong | ight can cause fatal damage t
The sensor may be burned out by a | aser
being used, make sure ohabethbhgpssefiate o
beam.

Do not place the camera | nr edgxetrr etnoe | yr ohdout

specification for, wlarskiyngort ednapnepr ag¢ ruwier o nn


http://www.cibo.cn/?dictkeyword=supply+interruption
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expose it to high electromagnetic radiat:
To avoid ke adonnsawcrcaugrtud dr getnes i tl lae i deavi c e.
Kedmpme caméramaway and. any | iquid

Whil e sphhadppengamer a, i ori espwuacrkkaanmamil al s .
Or packing the same texture

| mproper use or reg p/l antaeymernd s uol ft tihne hbaaztatr

Pl ease use the manufacturer recommended ¢

Not es:

For the camera supports Il R, you are requi

precautions to prevent IR reflection:

, Dust or grease omause IdR mee fcloevetri om .l | Pl e
the dome cover film until the installati
the dome cover, clean the dome cover with

., Make certain the i nsthalvleatrieofn elcaciavtei osnu rdf
too close to the camer a. The IR light fr

|l ens causing reflection.
The foam ring around the |l ens must be se
the bubble toomsbhaet ERt hEDBEenfabten the ¢

body so that the foam ring and the dome c
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Chapter 1

System Requilr

en

Operating System

Microsoft Windows XP SP1 and above versiol

CPU

2 0 GHz or higher

RAM

1G or higher

Di spl ay

10241768 resolution or higher

Web Browser

For camesmupptomdth plreg | i ve view

| ntedr nExpil br eMoBi | |l a Fibefosvea8®. 8ndandGoagl
ChromeO4and above version.

Not e:

For Google Chrome 45 and its above versi:
ver si on whiinc hPraereaniel auygh acmlct i ons are hi dde
To use ment swineedwehu nlerta wner , change to t
change to I nternet Explorer 8.0 and abov:

For camera that

d eiens

fNFGeTe sluipvpeo rvti epw u g

| ntedr nEx pillolr eMo z8 | | a T B laned o&o a3yPI480.TChr o me

4 4

10
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Chapter2 Net wor k Connect

Not e:

, You shall acknowledge that the wuse of th
under net wor k security risks. For avoi f
i nformation | eakage, opphepso®tetctteagtheéen vy
not work properly, pl ease contact with vy

To ensure the network security of the ne
have the network camera assaeassodtacd wsi

you need such service.

Before :you start

, I'f youswant he net wbAM Loamdr aArwiagpp Nea swer k)
ref &acttdZadlet ti ng the Networ.k Camera over t
I f youswant heamet sasWhk K@Wwi de Area pPlee¢ avoe k)

5

ref &actt2Za&@etting the Networ.k Camera over t

21Setting the Network Camer a

Pur pose:

To view and confiagclAlNe tylbe oaa&mer a ovicaonnect
camera in tiwetbapeapwpuh maétt SIAID Pt loe-4 2 WVAMS
software to sear thneeamnwo rckh acnagnee rtahe | P of

Note: For the detailed introduction of SADP, please refer to Appendix 1.

211 Wiring over the LAN

The following figures show arhet wowok wcaaynse raaf
anacomput er
Pur pose

To testrkheametwp you can directly conne

5

11
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computer with a netwoflk cable as shown ir
, Refetrhd oFi2guroeed2ewtor Kk camerai @avear stwhech Ad|

r oeurt

‘ Or@ ————————Network Cable—— ‘r.]
<4

Network Camera
GComputer

Figure2-1Connecting Directly

o
\\\e,\\N NG .
@ "o '/
Network Camera GComputer

Figure2-2Connecting wRauwmerlSwitch or

212 Acti vating the Camer a

You are required to activate the camera fi
you can use the camer a

Act i vwatai owe b ARcrtoi weacetai ,0SPAB Bt | avadal p®donftt war e

are all supported.

x Acti vwita oWeb Br owser

Steps:

1. Power on the camer a, and connect t he came

2.l nput the | P address inter tharEdaddgbiesls ba

enter the activation interface.
Not es:
The default | P address of the camera is 1

The computer and the camera should belong

For the camera enables the DHCP by def aul

12
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to search the | P address.

Activation

User Mame

Password []
Strong

Confirm (ILIITT]

Figure2-3 Act i waVée Bnowser

3. Creaneg imppudward into the password f

A password with user name in it

el d.

S not

security ofAngowre precowmemend you

especially in the high security

QSTRONG PASSREEGOMMENDWE highly re

create a strong password of your

r

can better protect your product.

4. Confirm t he password.

5. Cl iCcKk 0 s ave tahred peanstsemortdhe | i ve

x Acti vwita o95ADP Soft war e
SADP softwar e i s used for det ect i

resetting the password.

Get the SADP software from the supelied

SADP according to the prompts. Fol
Steps:

1. Run the SADP software to search

13

gset

Vi ew

t

ng

| ow

he

t

own

al

sfly st em,

commend

C

i nt e

he

t he

onl

(0]

di

n

charact erat, lienadtudtimrgee o fuppher fmdde wlientgt
|l ower case letters, number sncramap es ptelte a

you

¢
R
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2.Check the device status from the device |

¥ doices:| 9 re 1 Actate the Device
ol = | Device Type | Security | 1Pv4 Address | Port | Software Version | IPv4 Gateway | HTTP Port | Device Serial No.

< 007 Inactive 192.168.1.64

You can modify the network parameters after

‘Select inactive device.” e scthnin

Input and confirm
password.

Figure2-4SADP I nt er face

Not e:

The SADP suumpfptowarse activating the camera in
of SADP software for details.

3. Create and input the password in the pass
A password with user name in it is not al

é STRONG PASSWORD RECOMMENDEDT We hi ghly r|lecommen

you create a strong password o your o
of 8 characaerseasnhcilimdierg of {he foll
upper case | etters, | ower <case |l etters

order t o sienccureiatsye otfAeydo uwe preacdummte.nd yo
reset your password regularly, especi a

resetting the passwamdbetoneéehl!| YWr otr e cwe €

product.

Not e:

You can en@dhredthesddn ki cagfacttihatdemi ce du
4. Click Activate to start activation.

You can check whether the activation is col

14
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failed, please make sure that the password
5. Change the device sluPnaeddrwistsh tyoo utrh ec osngpme

modi fying the I P address manually or <chec

I Modify Network Parameters

[ Enable DHCP
Enable Hik-Connect

Device Serial No.: ‘xx—xxnmx—xxxxxxx)umxmmx ‘

IP Address: |192.168.1.64)

Port:

8000

Subnet Mask:

255.255.255.0

Gateway: |192.168.1.1

IPv6 Address: |

IPvE Gateway: |

IPv6 Prefix Length: ‘0

HTTP Port: |80

Security Verification

Admin Password:

Forgot Password

Figure2-5Modi fy the | P Address
6. l nput t he admin Madistiwp r d c taindat @ iyokur | F
modi fication.
The batch I P adsuppsesrmedi bycthe o8ADB. Ref er
of SADP for details.

x Acti vwita o@l i ent Soft war e
The client softwar e i s ver satil e video ma

devices.

Get the client software fwelnsitthe, samppli est
software according to the prompts. Foll ow
Steps:

1. Run the client software and the control P

15
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Tool Help

mm =
mm Control Panel =

Operation and Control

Maintenance and Management

Device Management
The mana
ps: ac

gurati

m Account Management

3 ting users and assigning
@

missions.

Data and statistics

(%’ HeatMap
() The statistical data to see the heat.

on Alarm

gur e

bel

Device Management

o w.

r

iVMS-4200

] Remote Playback
Searching tr cord files and
playbacl

m Event Management

uration of alarm, abnormal
and linkage actions of the

nd backup local and

“ PeopleCounting
The statistical data to see the people

)
|l ™ counting.

o

admin

ng, and basic|

g schedule and

= Record Schedule
L) G et

System Configuration
Cc eral parameters.
o

Counting
Counting Statistics

2. Cl i

ckhevihee

shown in t

Figure2-6Cont r o |

Maneag ¢ meretnt er

he

figure

16
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Panel

t he Devi

ow.
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View Tool Help % ivms-4200 admin @ &8 B 16:25:0-
mm Control Panel = Device Management
& Server Wl Group
Organization Device for Management (0)
_ Add Device Modify Delete Remote C VCA Alloca... Activate Refresh All Filter
Add New Device Type Mickname = |IP Device Serial Mo. Security Met Status HDD Statu
Online Device (3) Refresh Every 155
Add to Client Add All Madify Netinfo Reset Password Activate Filter
IP Device Type Firmware Version ¥ | Security Server Port | Starttime Ad
192.168.1.64 DO Vx.x.xbuild xoooom Inactive 8000 2015-03-20 16:13:47 M
Encoding device: 10.16.1.222 KX-X0000CXX Vx.x.xbuild xoooox Active 8000 2015-03-20 10:27.51 Ne
DVRIDVSMVRAPC/PDAVIMS-4200
PCNVRIVMS-4200 EncodeCard 192.0.0.64 XU-XMXUAA-XXX Vax.xbuild xeoomxx Active 8000 2015-03-20 07:53:43 Ne -
server . .
L5 B = Motion Detection Alarm

Figure2-7Devi ce Management I nterface
3.Check the device status from the device |
4. Cl i ckct hkrattteon to pop up the Activation i
5, Creat evoa dpasansd i nput the password in the

passwor d.

A password with user name in it is not al

A STRONG PASSWORD RECOMMENDEDiWe hi ghly |recommen
you create a strong password of your o
8 charact eats,| eansctl utdh mege of uphpler foll ow
case letters, | ower <case |l ettelrs, numb
t o i ncrecawrei ttyheofsWgouecpopmomemadat you rese
password regularly, especially|l in the

password monthly or weekly can| better

17
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User Mame: admin
Password: I

Strong

Yalid password range [8-16]. You can
use a combination of numbers,
lowercase, uppercase and special
character for your password with at least
two kinds of them contained.

Confirm Mew Password: [-uuu-| ]

Ok Cancel

Figure2-8 Act i vat i drClli retnear fSoodd war e)
6. Cl iCckKbutton twastant act

7.Click the Modify Netinfo button to pop u

interface, as shown in the figure bel ow.
Modify Network Parameter x
MAC Address: XXM XK- XX Copy
Software Version: Wi x.xbuild sxoooxx Copy
Device Serial No.: SOC-X00OCON0OOOOOOONOCOOCOOOOONOCOO Copy
DHCP
Port: 2000

v IPv4{Enable)

IP address: 192.168.1.64

Subnet Mask: 255 2556.266.0

Gateway: 192.168.1.1
IPvB(Disable)

Passwaord:

0K Cancel

Figure229Mo di f yi ng t he Net work Paramet e
8 Change the device | P address to the same
modi fyiaddthesl| manually or checking the <c

9. l nput the password to activate your | P ad

18
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213 ( Opti Detatbigregr i ty Questi on

Security question is used to reset the adi
passwor d.

Admin wuser carmpf oMilnadw wt teo pcopnmpl et e secur i
during camera activatUsenr. Man a gaédare fia we etr o C s

up the function.

22Set ttihreg Net wor k Camera over

Pur pose:
This sectiotmho exprhrmae aits thlmev netwiotrlkk & asgneatai d ¢

or a dynamic | P.

221 Static I P Connection

Before you start:

Pl egpsgped ya a st atSke (IIPhtferoomtaierr vi the Psbat de
addryosws ,can connect the wmet womkecamera twi a
directly.

Connecting the network camera via a route
Steps

1. Connect the network camera to the router
2. Assign & laAdMress, t he sulRredterma ok Sercd itome
for detailed I P addrwosgsk .ocoamfeir;gaur ati on of
3. Save the static I P in the router.

4. Sepgor t mag, B0, 80Q0, and 554 ports.he st eps for port ma
accordingdi ftfoer ehe rout er s. Pl ease call
assistance with port mapping.

NotRefer to flprpedrnedtiaxi 122 d i ndppimagi on about |
19
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5. Visit the networ k camet lacelti emd uopicefldewwe @ b

internet .

—
Router with Computer
Static IP

: 'alha

B ) ol | |

)] \ -4 Vv’ \
Network Camera
Figure 2-10 Ac c e s shien f«Cameo agh Router with St at
Connecting the net wor kctclaymera with static
You can also save the static I P in the cal
wit hout wusRenfgera troo uSteecrt.i on 2. 1.2 for detail

the net work camer a.

\
« A\
‘ or —Network cable- & Internet ) -Network cable— ./
\ < J i -~
Network Camera with Static IP Computer

Figure 2-11 Ac c e ¢ shien cCwimte ln a SDi a teica | IyP

222 DynamiConinRcti on

Before you start:

Pl eppd dagmalmP cfromviarh ItSR dyngmucchR addnes:
the net womk moa@amenr ®r a router.

Connecting the network camera via a route
Steps

1. Connect the network camera to the router.
2.1l n caahmesaigm a LAN | P address, RBéesubnet
to Section 2.1.2 for detailed I.P address
3.l n the router, set the PPPOE user name, p
4, Sepor t mg.p. B4, 800, and 554 portsT he st eps for port m e

depending on different routers. Pl ease c:

20
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with port mapping.

NotRefer to Apetrtadl ad?2i hooranpaptiinognn. about por
5. Apply a domain mame fpromiaedomain

6. Configure the DDNS settings in the settin
7.Visit the camera via the applied domain n
Connecting the network camera via a moden
Pur pose:

This camera supporutps ftuhnec tH ROMo E paaubtl oc adrmkaPl a
address byupADSL edi atlhe camer a Yos oeede dtoed
configure the PPPOE par aRetff erS®e ¢ twi.olit Be net

Configuring PBPoBHBeSa@atiitiedgsonfiguration.

‘ or —Network cable— @ —Network cable— lmcrnct ) -Network cable— lr./

\\_ﬂ\; ]

Network Camera Modem Computer
Figure 2-12Ac e 8 it h@a memia h Dynamic | P
NotTehe obtained | P address is dynamically
al ways changes after r e boiondammgyv ethh & nc a merf a
dynami c I P, y ou need t o get a domain nar
DynDns. com) .t Rsétedamsdefoafro | nl corwma | domain name r
private domain name resolution to solve th

E Nor mal Domai n Name Resolution

Domain Name
Resolution Server

Port Map

s \,
Network = = Network _ Network__ ./
‘ oF O‘ T cable - T cable —\\ Internet )_ cable
A A
Network Camera Router ,With Computer
Dynamic IP
Figure 2-13No r ma | Domain Name Resolution

Steps:
21
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1. Apply a domain name from a domain name pr
2. Configure the DIIDNDNSseStettintignsgsanet bé t he
cameRaf erSctto7rodCa@nfi guring DDNIS &et ail ngd
configuration.

3.Visit the camera via the applied domain n

22
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Chapter3 Accesd hd o Net wo
Camer a

31AccessWely Brypswser

Not e:

For certain camera models, HTTPS is enabled by diefaud the camera creates an
unsigned certificate automatically. When you access to the caimefiast time, the
web browsepromptsa notification about the certificate issue.

To cancel the notification,nstall a signedertificate to the cama. For detailed
operation, se@.2.6HTTPS Settings.

Steps:

1.0pen the web browser.

2l n the browseirnpaudtdrtehses IbPAaraddr ess of the n

t hEentkeaey t o enter the login interface.
Not e:
The defaul't |l P address is 192.168.1.64.

addressame dghenet with your computer.
3.Input the user name ampassword and click o g.i n
The admin user should configure the devic

properl y. Del ete the unnecessary account s
Not e:
The | P address gets |l ocked i fr d hat taedmmpitns

(5 attempts for the wuser/ operator).

Y ‘
| ‘kdh.‘“w '\ 1 ..._'-NA ‘l|‘ lL‘._ V) VST TR i T T T 1T TH U7 TS
Figure3-1Logi n I nterface

23
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4.Click Login.
5. (Optional)Installthe plugin before viewing the live video araperatingthe
cameraFollow the installation prompts to install the piuyg
Not e:
For camera that suppogtug-in free live view, 1 you are using Google Chrome 45
and its above version or Mozilla Firefox 52 and its above version,-iplug
installation is not requiredButP i c tanflé ay baialkti onsTarweseri dde
mentioned funct iomhhmanvgiea twe bt hberiorwsleawer ver

Il nternet Explorer 8.0 and above version.

32AccessClnigemty Soft war e

The product CD -4c20n® iae mts. Yo dufetchad&St he | i ve vi
and managewitthte tcreemes@af t war e
Follow the insallationprompts to install theoftware.The control panel and live view

interfaceofi VM&2 ©¢0 i e nt ars shovin akalove

View Tool Help A jvms-4200 admin @ 4

= = /
== Control Panel &= Device Management

‘Operation and Control

90 Remote Playback E-map
‘j ecord files and ! i A odifying, deleting, and basic)
— playback. - operations of E-map.

Maintenance and Management

f alarm, abnormal
nd linkage actions ofthe

ng scheduls and

System Configuration
Configure general parameters
53

Data and statistics

Z l HeatMap #
() The statistical data to see the heat H

iting Counting
cal data to see the people m Counting Statistics

) L= B ¥= wotion Detection Alarm

24
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Figure 3-21 VM&2 CdO nt rol Panel

View Tool Help & ivms-4200 root @ 4 §

BE  Control Panel = Device Management & EventManagement .’:T-_‘ Main View 4 Remote Play

L 1-Screen
Lol 4-Screen
kf 9-Screen
|4 16-Screen

+ [B Custom View

Camera

Search... p

@ Cameral_IPC

PTZ Contral

Figure 3-31 VM&2 M@ i n Vi ew
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Chapter4 WIi-FI Setti ngs

Pur pose:
By connecting to the nwierdelteos su snee t owaobrlke, oyfo u

net work connection, which is very convenie]

NotTehhi s chapter is only appliimc#&Wl enodatl et he

41Conf i gurFiingCoWinecti on I N M
AdhoModes

Pur pose:

Two connection modes are supported. Choose

steps to ceénf.igure the Wi

Wi reless Connection in Manage Mode

Steps:

1. Ent er -Ftihe oWif i guration interface.
Configurati cAdx aMectevdo MBkestit i ngs >

2. Cl iScekat oh search the online wireless conn

SNMP FTP  Email Plafform Access  HTTPS QoS Wi WLANAP
Wireless List
Mo. 581D Warking Mode Security Mode Channel Signal Strength Speed(Mbps)
1 TP-LINK_SoftWare Manage dizable 1 a1 150 -
2 C-WEP Manage WEP 11 50 54
3 C-not-encrypted Manage disable 1 50 54
4 C-WPAZ-Personal Manage WPAZ-personal 11 47 54
5 FINALHAUT Manage WPAZ-personal B 46 54
i} G688 Manage WPAZ-personal i} 46 54
T C199TH Manage WPAZ-personal i] 46 54 3
8 G688 Manage WPAZ-personal 6 44 54
9 FINALHAUT Manage WPAZ-personal B 44 54
10 maomao Manage WPAZ-personal i} 43 54
1 yingkongshi12 Manage WPAZ-personal i] 43 54
12 Hik-Guest Manage WPA-personal 1 43 54
13 Hik-Meeting Manage WEP 1 43 54 2

Figure4-1 Wi-Fi Li st
26
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3.Click to choose a wireless connection o
WWi-Fi
SSID C-WPA2-Personal
Metwork Mode @ Manage ) Ad-Hoc
Security Mode WPAZ-personal |E|
Encryption Type TKIP |E|
Key 1@

Figure 4-2 Wi-Fi  SeMatniangge Mo d e
4. Check atdheot butsedNetiwot hdmodgred t he
Securi by mbdenetwobcal ig abhbobowmawhen you
wireless network, please dondét change i1
NotTehese parameters are exactly identical
5. Enter the key to connect the wireless ni

wirelessoneewdbirkn you set on the router

Wireless ConmectM®ode i n Ad
|l f you chlhocsemdde, Adou dondt need to connec
router. The scenario is the same as you col

net wor k cabl e.

Steps:
1.ChoosttoAdmode.
WWi-Fi
SSID C-WPA2-Personal
Metwaork Modea ~ Manage @ Ad-Hoc
Security Mode WPAZ-personal El
Encryption Type TKIP El
Key 1@

Figure 4-3 Wi-Fi SeAtdhong
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22Customize a SSI D for the camer a.
3.Choose the Security Mode of the wireless

4 Enable the wireless connection function f

50n the PC side, search the metnearak and yc
i sted.
cameraG4GTwifi -8
belkins4g o
Tenda_0A0698 =L
yourPC R
HenryHu R
APPLE Al
Peter_Ma N
Open Network and Sharing Center

Figure4-4Adhoc Connection Point

6. Choose the SSI D and connect

Security Mode Description:

WPAZ-personal - |
not-encrypted
WEP
WPA-personal
WPA-enterprise
WPAZ-personal
WPAZ-enterprise

Figure4-5Secur ity Mode
You can choose the-e8ecypted, -MavdE®Lo naagl/P,An ot
WPAe nt er pr ipseer,s oA 2-e natnedr pWPiA2e .
WEP mode:

28
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Security Mode WEP |Z|
Authentication @ Open Shared

Key Length @ G4bit o 128bit

Key Type @ HEX ™ ASCI

Key 1@

key 2

Key 3

key 4

Figure 4-6 WE Mo d e

Aut hentselagactonOpen or Shared Key System A
the method used by your access point. N o
which case they probably use Open System,
Aut hentication.

Key |-€efthgtsh sets the | ength of the key usecf
128 bit. The encryption key | ength can

104/ 128.

Key tylpe key types available depend on t

foll owimomgpsopmare availabl e:

HEXAlI |l ows you to manually enter the hex

ASCHlln this method the stringbinmusWEPbeannedx a

13 charachietr swEB.r 128
WPAper sonal -pe&emd oWRA2 Mode:
Enter the-shagqeiilmeKee yPree access

number or a passphrase.

Security Mode WPA-personal |E|
Encryption Type TKIP |E|
Key 1@

Figure4-7Secur i tWPAMedeonal
WPAenterprisentaeadp WP&2 Mode:

29
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Choose the type of client/ server aut hent i

EAH LS o P ERARP

EAHLS
Security Mode WPA-enterprise |E|
Authentication EAP-TTLS |E|
User Mame
Fassword (TTTTT]
Inner authentication PAF |E|

Anonymuous identity
EAPOL version 1 |E|

CA cerificate Browse Upload

Figure 4-8 EAH L S
|l denEntgr the user | D to present to the n
Privat e kieBn tpears stwhoer dpassword for your wuse
EAPOL v-e&sredieenn t he version used (1 or 2) i
CA CertdUplcmadsa CA certifacade s tmoipnrte sfe
authentication.

EAPEAP:

User -Namer the user name to present to t1}
Passwolbnrtder t he password of the net work
PEAP VeSasliommt the PEAP version used at t hi
Lab-&klect the | abeoli nutssed by the access p
EAPOL v -eSeslieocnt version (1 or 2) dependi nq
access point

CA Cert4dUpglcmadksa CA certificate to prese

aut hentication

A

For your privacy and to better protect |

30
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strongly recommend the wuse of strong ©pas
devices. The password should be somet hi
mi ni mum of 8 udh ammgacatterlseasitnctlhree of t he
upper case | etters, |l ower case letters,
il ncrease the security of your product.

Proper configuration of al |l passwords é

respomgsiybiof the tumssetral |l er and/ or end

42Easy-FWi Connection with WPS

Pur pose:

The setting of the wireless network connecH
setting of the wireless connection you <can
WPS {Wirotected Setup) refers to the easy ¢c
connection between the device and the wire
new devices to an existing network without
modes of tehoet iIWPIS5, ctomen PBC mode and the PIN
Notlef: yout eenaWP® functi on, you do not need
such as the encryption type and you donot
connection.

Steps:

Figure 4-9 Wi-Fi Se-WMPiSngs
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