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di sclosure and i mproper use, including bu:
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around the world, and we bel icetvieved hraal & hien
more aspects of soci al l'ife. Any abuse of
rights or | eading to criminal activities
technol ogi cal i nnovation and product devel
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ensure that every product is wused in a pr.
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User Manual

© 2020 Hangzhou Hikvision Digital Technology Co., Ltd. All rights reserved.

This Manual is theroperty of Hangzhou Hikvision Digital Technology Co., Ltd. or

its affiliates (hereinafter referred to as "Hikvision™), and it cannot be reproduced,
changed, translated, or distributed, partially or wholly, by any means, without the
prior written permissin of Hikvision. Unless otherwise expressly stated herein,
Hikvision does not make any warranties, guarantees or representations, express or

implied, regarding to the Manual, any information contained herein.

About this Manual

The Manual includemstructions for using and managing the Product. Pictures, charts,
images and all other information hereinafter are for description and explanation only.
The information contained in the Manual is subject to change, without notice, due to
firmware updatesr other reasons. Please find the latest version of this Manual at the
Hikvision website Iittp://www.hikvision.comy.

Please use this Manual with the guidance and assistance of professionals trained in

supporting the Product.

Trademar ks Acknowl edgement
HIKVISION a n d ot her Hi kvi si ono6s trademar ks ar

Hi kvi sion in various jurisdictions.

., Ot her trademarks and | ogos mentioned ar
owner s.
HOM'The terms HDMI -Deefd nHDMlonHIMgh t i medi a |
the HDMI Logo are trademarks or register
Administrator, |l nc. in the United States

LEGAL DISCLAIMER
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THIS
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MANUAL AND THE PRODUCT DESCRIBED, WITH ITS HARDWARE,
SOFTWARE AND FIRMWARE, ARE PROVIDED "AS IS" AND "WITH ALL
FAULTS AND ERRORS". HIKVISION MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION,
MERCHANTABILITY, SATISFACTORY QUALITY, OR FITNESS FOR A
PARTICULAR PURPOSE. THE USE OF THE PB®UCT BY YOU IS AT
YOUR OWN RISK. IN NO EVENT WILL HIKVISION BE LIABLE TO YOU
FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR INDIRECT
DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF
BUSINESS PROFITS, BUSINESS INTERRUPTION, OR LOSS OF DATA,
CORRUPTION OF SYSTEMS, OR LOSS OF DOCUMENTATION,
WHETHER BASED ON BREACH OF CONTRACT, TORT (INCLUDING
NEGLIGENCE), PRODUCT LIABILITY, OR OTHERWISE, IN
CONNECTION WITH THE USE OF THE PRODUCT, EVEN IF HIKVISION
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR
LOSS.

YOU ACKNOWLEDGE THAT THE NATURE OF INTERNET PROVIDES
FOR INHERENT SECURITY RISKS, AND HIKVISION SHALL NOT TAKE
ANY RESPONSIBILITIES FOR ABNORMAL OPERATION, PRIVACY
LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBERTTACK,
HACKER ATTACK, VIRUS INSPECTION, OR OTHER INTERNET
SECURITY RISKS; HOWEVER, HIKVISION WILL PROVIDE TIMELY
TECHNICAL SUPPORT IF REQUIRED.

YOU AGREE TO USE THIS PRODUCT IN COMPLIANCE WITH ALL
APPLICABLE LAWS, AND YOU ARE SOLELY RESPONSIBLE FOR
ENSURING THAT YOUR USE CONFORMS TO THE APPLIGAE LAW.
ESPECIALLY, YOU ARE RESPONSIBLE, FOR USING THIS PRODUCT IN
A MANNER THAT DOES NOT INFRINGE ON THE RIGHTS OF THIRD
PARTIES, INCLUDING WITHOUT LIMITATION, RIGHTS OF PUBLICITY,

INTELLECTUAL PROPERTY RIGHTS, OR DATA PROTECTION AND
4
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OTHER PRIVACY RIGHTS YOU SHALL NOT USE THIS PRODUCT FOR
ANY PROHIBITED END-USES, INCLUDING THE DEVELOPMENT OR
PRODUCTION OF WEAPONS OF MASS DESTRUCTION, THE
DEVELOPMENT OR PRODUCTION OF CHEMICAL OR BIOLOGICAL
WEAPONS, ANY ACTIVITIES IN THE CONTEXT RELATED TO ANY
NUCLEAR EXPLOSIVE OR UNSAFE NUCLEAR FUEICYCLE, OR IN
SUPPORT OF HUMAN RIGHTS ABUSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE

APPLICABLE LAW, THE LATER PREVAILS.

Noti ce:
| f camera fails to synchronize | oc
up camera tMime tmarmealclayner a and ent

ti me setting.

Safety I nstruction

These instructions are intended to ensure
avoid danger or property | oss.

The precaution measure is divided into 0Wal
War niingSseri ous injury ofr death mgyg beecau:

negl ected.

Cautiohsjury or equi pment damage may be ca

negl ected.

A\ JAN

War ni hglsl ow these|{CautiFoonlsl ow t hese
prevent serious prevent potenti g

damage.
AWarni ngs:
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Pl ease adopt t he power adapter whi ch catl
( SELV) standar d. VIAGQodr %208G(rdeeg ewidi mgladn mod
according0950 almel LEG6ted Power Source st a

To reduce the risk of fire or electrical
moi stur e.

This installation should be made by a qua
to all the |l ocal <codes.

Pl easlel imlsaakouts equi pment i nto the pow
supply interruption.

Pl ease make sure that the ceiling can sup
the camedatiostthie ceiling.

I f the product does not work properly, p
service center. Never attempt to disasse
assume any responsibility for probl ems
mai ntenance.)

ACautions:

M a
Do

ke sure the power supply voltage is cor
not drop the camera or subject it to i
not touch sensor modules with fingers
oth with a bit of ethanol and wipe it ¢
tended period of time, put on the | ens
notheimamera | ens at the strong | ight
e strong light can cause fatal damage t
e sensor may be burned out by a | aser
ing used, make sure ohabethrpeselfiate ©o
am.

not pl ace the <camera | nr edxetrr etnoe | pyr ohdout
ecification for, wvlarskiyngort ednapnepr aenuwier o nn

6
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expose it to high electromagnetic radiat: i
To avoid lé¢ asgonnsawcrceugrubd dr eetns i tl lae i dbeavi ce.
Kedpthe cameramaway andg any | iquid

Whil e sphadphpe ngamer a, i ori espuacrkkmanmami al s .
Or packing the same texture

| mproper use or reeg p/l antaeymernea s uol ft tihne hbaaztatr

Pl ease use the manufacturer recommended &

Not es:
For the camera supports I R, you ar e requi
precautions to prevent IR reflection:
Dust or grease omaudhe IdR mee fcloevetri om .| I Pl e
the dome cover film until the installati
the dome cover, clean the dome cover witdh
, Make certain the i nsthalvlieatrieon elcad avtei osnu rd
too close to the camer a. The TR light fr

|l ens causing reflection.
The foam ring around the | ens must be se
the bubble toomsbobhet eRt hEDEenfabtten the ¢

body so that the foam ring and the dome ¢
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Update Firmware

For better user experience, we recommend Yy
firmware asap.

Pl ease get the | atest firmware package fr ol
expert. Froma tmoorne, ipnifeoase visit the official

https:// www. hikvision.com/en/support/downl
For the upgradiUpgrsetet i&ndMaj nteheamcto
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Chapter] System Requl ren

Operating System
Mi crosoft Windows XP SP1 and above versi ot
CPU
2 0 GHz or higher
RAM
1G or higher
Di spl ay
10241768 resolution or higher
Web Browser
For camesmupptomdtn plree | ive view
| nteexnp | oirkey Mozi |l l a Filhreve xv &r0si0o na nadn da C
ChromeO4and above version.
Not e:
For Google Chrome 45 and its above versi
version whinc hPraereeinigel auygh asclkct i ons ar e hi dde
To use ment swinee dwehunkcrt o wner , change to t
change to Internet Explorer 8.0 and abov.
For camera that doiens fNGTe sluipvpeo rvti epw u g
| nteer nEx pillalr eMo z8 | | a i b llagnedf o&E b3gOb4adei O
4 4

13
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Chapter2 Net wor k Connect

Not e:

o, You shall acknowl edge that the wuse of th
under net wor Kk security ri sks. For avoi (
I nformeabkapge, pl ease strengthen your own
not work properly, please contact with yc

To ensure the network security of t he ne
have the net war ka nadda nmearian taad sneesds et er ml y . Yo

you need such service.

Before :you start

5

5

I f youswéant he net wbAN Loaxmdr aArwiagp Neawer k)
ref &ctt2doaclet ti ng the Networ.k Camera over t
I f youswant heamet smsWhkN@wi de Area PNe¢e avoe k)

ref &cttda&etting the Networ.k Camera over t

21Setting the Network Camer a

Pur pose:

To

view and confiadANe tylhe oca@mer a ovicaonnect

camera i subwetbampenput @mdt HSIAIDPt loe-4 2 VAMS

software to sear thneea o rckh acnagree rtahhe | P of

Note: For the detailed introduction of SADP, please refer to Appendix 1.

211 Wiring over the LAN

The following figures show arheet wowok waaynse roaf

anacomput er

Pur pose

5

To testrkheametwp you can directly conne

14
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computer with a netwoflk cable as shown ir
, Refetrhd osFi2ZJuronesevtor k camerwai @avar swhech Ad

router

‘ or@ ————————Network Cable———— ‘r./
~4

Network Camera
GComputer

Figure2-1Connecting Directly

™ 7|
«0‘\@0 Qp,
/V\e\ (N .
@ "o '
Network Camera Computer

Fignre2-2Connecting wRaum@meiSwi tch or
212 Acti vating the Camer a

You are required tosadtiiwmat e tshea onagmeras sfwio

y ou can us e t he camer a

Acti vwata oWwWe b ABRcrto weaetai ,0o0SnABEBt i avada bnftt war e

are all supported.

x Acti vwita oWeb Browser

Steps:

1. Power on the camera, amdbr&kaoannect the came
2.l nput the I P address into theEat®w@oess ba
enter the activation interface.

Not es:

The default | P address of the camera is 1

The computer and the camera should belong

For the camera enables the DHCP by defaul

15
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to search the | P address.

Activation

User Mame

Password []
Strong

Confirm (ILIITT]

Figure2-3Act i wawWwe Bnowser

3. Creane impudward into the password field.
A password with user name in it is not al

&STRONG PASSWORWMMERBDEWe highly r efcommend
create a strong password of youlr own
charact erat, lienadtudtimrgee ofupper food d e Wi entgt
|l ower case |l etters, number s, aasned| tshpeeci a
security ofAngyowre pecowmemmend you rgset you
especially in the high security slystem,
can better protect your product.

4. Confirm the password.

5. Cl iGckk 0 save thenga&gswdhredlawve view interf

x Acti vwitd oIADP Sof t war e

SADP software is used for detecting the o

resetting the password.

Get the SADP software from the supplied di

SADP according to the prompts. Foll ow the

Steps:

1. Run the SADP software to search the onlin

16
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2. Check the device status from the device |

¥ doices:| 9 re 1 Actate the Device
ol = | Device Type | Security | 1Pv4 Address | Port | Software Version | IPv4 Gateway | HTTP Port | Device Serial No.

< 007 Inactive 192.168.1.64

You can modify the network parameters after

‘Select inactive device.” e scthnin

Input and confirm
password.

Figure2-4 SADP I nterface

Not e:

The SADP suumpfptowarse activating the camera in
of SADP software for details.

3. Create and input the password in the pass
A password with user name in it is not al

é STRONG PASSWORD RECOMMENDEDiT We hi ghl y rlecommen

you create a strong password o your o
o f 8 characaerseasnchthdiemrg of {he foll
upper case |l etters, | ower <case |l etters

order t o sienccureiatsye otfAeydo uwe precdumne.nd yo
reset your password regularly, especi a

resetting the passwamdbenonheh| Wr ofr e cwe €

product .

Not e:
You can en@dhmredthesddn ki cagfactthatdenwi ce du
4. Click Activate to start activation.

You can check whether the activation i s col

17
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failed, please make sure that the password
5. Change the devi ce sluPnaeddrwistsh tyoo utrh ec ostgpne

modi fying the I P address manually or chec

I Modify Network Parameters

[ Enable DHCP
Enable Hik-Connect

Device Serial No.: ‘xx—xxnmx—xxxxxxx)umxmmx ‘

IP Address: |192.168.1.64)

Port:

8000

Subnet Mask:

Gateway: |192.168.1.1

IPv6 Address: |

IPvE Gateway: |

255.255.255.0 ‘

IPv6 Prefix Length: ‘0

HTTP Port: |80

Security Verification

Admin Password:

Forgot Password

Figure2-5Modi fy the | P Address
6. l nput t he admin Madisthwp r d c tainvdat e iycokur | F
modi ficati on.
The batch I P adsdsuppsrmedilbycthe o8ADB. Ref er

of SADP for det ai | s.

x Acti vwita o@l i ent Software
The client sof twar e i s versatil e video ma

devices.

Get the <client software fwemsitthe, samppli est
software according to the prompts. Foll ow
Steps:

1. Run the client software and the control 0

18
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the figure bel ow.

Tool Help '._ iVMS-4200 admin

mm = Z
mm Control Panel f== Device Management

Operation and Control

ng, and basic|

] Remote Playback
Searching tr cord files and
playbacl

Maintenance and Management

Device Management m Event Management =2 Record Schedule
The manai d \ | Cc uration of alarm, abnormal k Ly G e th g schedule and

ps: ac and linkage actions of the
gurati

m Account Management = Log Search System Configuration
py ting users and assigning ﬁ nd backup local and Cc eral parameters.
@ th missions. e 83

Data and statistics

2

HeatMap o PeopleCounting Counting
The statistical data o see the heat. H The statistical data to see the people Counting Statistics

uLﬂ:h counting.

on Alarm

Figure2-6Cont r ol Panel
2. ClicRevthee Manamgemermrint er the Device Manac

shown in the figure bel ow.

19
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view Tool Help A iVMS-4200 admin & & B
mm Control Panel = Device Management
& Server Wl Group
Organization Device for Management (0)
_ Add Device Modify Delete Remote C 'CA Alloca Activate Refresh All Filter
Add New Device Type Mickname = |IP Device Serial Mo. Security Met Status HDD Statu
Online Device (3) Refresh Every 155
Add to Client Add All Madify Netinfo Reset Password Activate Filter
IP Device Type Firmware Version ¥ | Security Server Port | Starttime A
192.168.1.64 DO Vx.x.xbuild xoooom Inactive 8000 2015-03-20 16:13:47 M
Encoding device: 10.16.1.222 KX-X0000CXX Vx.x.xbuild xoooox Active 8000 2015-03-20 10:27.51 Ne
DVRIDVSMVRAPC/PDAVIMS-4200
PCNVRIVMS-4200 EncodeCard 192.0.0.64 XU-XMXUAA-XXX Vax.xbuild xeoomxx Active 8000 2015-03-20 07:53:43 Ne -
server . .
L5 B = Motion Detection Alarm

Figure2-7Devi c e

the devi S

3.Check ce

4. Cl i ckct hlkrr@attteon t o
5. Creapgaessawor d and i
password.
A password with wus

Management I nterface

tatus from the device |
pop up the Activation i
nput the password in th

er name in it i not al

recommen

password regul a

password mont hl

A STRONG PASSWORD RECOMMENDEDiWe hi ghl vy

you create a strong password of your o
8 cbhnens, atncllawaldtngt hree of uphpler foll ow
case letters, |l ower case | ettelrs, numb
to increase the sWecurrectoymnoefn dy oyuoru prreosdel

rl ys,eceusrp e cyi aslylsyt| eirm  trhees «

y or weekly can| better

20
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User Mame: admin
Password: I

Strong

Yalid password range [8-16]. You can
use a combination of numbers,
lowercase, uppercase and special
character for your password with at least
two kinds of them contained.

Confirm Mew Password: [-uuu-| ]

Ok Cancel

Figure2-8 Act i vati drClliretngr fSoodd war e)
6. Cl iCCKbutton to start activation.

7.Click the Modify Netinfo button to pop u

inteafasbhown in the figure bel ow.
Modify Network Parameter x
MAC Address: XXM XK- XX Copy
Software Version: Wi x.xbuild sxoooxx Copy
Device Serial No.: SOC-X00OCON0OOOOOOONOCOOCOOOOONOCOO Copy
DHCP
Port: 2000

v IPv4{Enable)

IP address: 192.168.1.64

Subnet Mask: 255 2556.266.0

Gateway: 192.168.1.1
IPvB(Disable)

Passwaord:

0K Cancel

Fignre29 Mo di f ying the Network Paramet e
8 Change the device | P address to the same
modi fying the I P address manually or <chec

9. Il nput the passwoarddd rteos sa cntoidvi aftiec aytoiuorn .l P

21
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213 (Opt i Detatbigregwr i ty Question

Security question is used to reset the adi
password.

Admin user carmpf oMi Inadw wt teo popnpl et e securi
during cammer aOrac taidvietiisoe s e Maoamege htac e t 0 S

up the function.

22Set ttihreg Net wor k Camera over

Pur pose:
This section explains how to wiotnhn eac ts ttahtei cn

or a dynamic | P.

221 Static I P Connecti on

Befeoryou start:

Pl egpsgpd ya a st atSPc (IImlhtferroaomtaerivi tbhe Psbat de
addryessls ,can connect the network camera via
directly.

Connecting the network camera via a route
Steps

1. Conneoettwbek camera to the router

2. Assign & laANress, the sulRredterma ok Sarcd i tome
for detailed I P address configuration of
3. Save the static I P in the router.

4. Sepgor t mag f0, 80@), and 554 portshe st eps for port ma
accordindi ftfoer ehne routers. Pl ease cal l
assistance with port mapping.

NotRef er to floprpedredtiaxi [22d i ndppmagi on about |
22



Net wor k UEame Manu al

5. Visit the networ k c anverr lzcel ti emd uapiefltaewae @ b |

internet .

—
Router with Computer
Static IP

, 'alha

” _Ni;‘g;rk_ Zis _Ni;‘g’;’k_( Internet ) Ni?&:lz & .

)] \ - J <V’ \
Network Camera
Figure 2-10 Ac c e s shien cCameo agh Router with St at
Connecting the network camera with static
You can also save the static I P in the cal
wit houtr ouusRenfgera t o Section 2.1.2 for detail

the network camer a.

\
.
‘ or —Network cable- & Internet ) -Network cable— ./
\ - J uas_ime -~
Network Camera with Static IP Computer

Figure2-11 Ac c e s shien (Cwimte n a SDi a teica | lyP

222 Dynamic | P Connection

Before you start:

Pl eppddgmalmP cfronmvViam ItSR dyngmucecmiReatddr es .
the netwomk moamenr ®r a router.

Connecting the network camera via a route
Steps

1. Connect the network camera to the router.
2.l n the scsangenr aa, LaAN | P addr ess, RbBeesubnet
to Section 2.ald.d2r efsosr cdoentfaiigluerdatliPon of t he
3.l n the router, set the PPPOE user name, p
4. Sepor t mB.@ BAq, 8000, and 554 porEhe st eps for port ms

depending on different arnouuftaecrtsu.r eR| efaosre acs:

23
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with port mapping.

NotRefer to Apetaidl ed 2i hfooranpaptiinogn. about por
5. Apply a domain name from a domain name pr
6. Configure the DDNS settings in the settin
7. Vi sit t hehecaameplai ewvd adadmai n name.
Connecting the network camera via a moden
Pur pose:

This camera supporups ftuhnec tH PoPho E Tahuet oc admearla
address byupADSL edi atlhe camer a Yioss oeede dtoed
configure the PPPOE paramRefemSsedtwi.olit Be net

Configuring PBPoBHeSaitiienlgsonfiguration.

‘ or —Network cable— O —Network cable— l]'IlCl’nCt ) -Network cable— lr./

\\_ﬂ\; Ty

Network Camera Modem Computer

Figure 2-12 Ac s s it h@a memia h Dynamic | P

NotTehe obtained | P address is dynamically |
al ways a@hwmemges ebooting the camer a. To sol
dynami c | P, y ou need to get a domain nar
DynDns. com) . t Rsétedpmsdefoatro Infoorwmal domain name r

private domain nahmee precsholleumh.i on to sol ve t

E Nor mal Domai n Name Resoluti on

Domain Name
Resolution Server

Port Map
s \,
Network = = Network _ Network__ .
‘ oF ‘O‘ T cable - T cable —\\ Internet )_ cable
e
Network Camera Router )Nith Computer
Dynamic IP
Figure 2-13 Nor ma | Domain Name Resol uti on

Steps:
24
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1. Apply a domain name from a domain name pr
2. Configure the DIDNDINSs eStettinnignisgsanet bé& the
cameRaf erSecttoi7rodC&@&nf i guring DDNIS &etai ngd

configuration.

3. Visit the camera via the applied domain n

25
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Chapter3 Accesd hd o Net wo
Camer a

3]AccessWelBr dbwss er

Not e:

For certain camera models, HTTPS is enabled by Hedad the camera creates an
unsigned certificate automatically. When you access to the camefiast time, the
web browsepromptsa notification about the certificate issue.

To cancelthe notification, install a signeckrtificate to the cama. For detailed
operation, se@.2.6HTTPS Settings.

Steps:

1.0pen the web browser.

2l n the browser address bar, input the | P
t heentkeey to enter the |l ogin interface.

Not e:

The defaul't I P address is 192.168.1.64.

addressame ¢whkenet with your computer.
3.Input the user name and password and ¢liak g.i n
The admin user should configure the devi ce

properly. Delete the unnecessary accounts
Not e:
The | P address get spelrdokens i7f ftahd ead miars st

(5 attempts for the user/ operator).

| ’ ) | A h.‘“w e ..._'. [ ‘l|‘ “\L‘._ L_’tl. LR s e A TS
Figure3-lLogi n I nterface
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4.Click Login.
5. (Optional)Install the plugin before viewing the live video amaperatingthe
cameraFollow the installation prompts to install the plug
Not e:
For camera that supports ptugfree live view, f you are using Google Chrome 45
and its above version or Mozilla Firefox 52 and its above version,-iplug
installation is not requireButP i c tanniRlé ay baanlkcti onsTarweseni dde
menti onddnf wnca web browser, change to th,

Il nternet Explorer 8.0 and above version.

32AccessClnigemty Softwar e

The product CD -420@k aemts.YODdfewwhmadw&St he | i ve vi
and managewitthte tchaemes@af t war e
Follow the installatiorprompts to install theoftware.The control panel and live view

interfaceofi VM&E2 €0 i e nt arse shown abzlove

View Tool Help

"

. iVMS-4200 admin @ £

= = /
== Control Panel &= Device Management

‘Operation and Control

90 Remote Playback E-map
‘j ecord files and ! i A odifying, deleting, and basic)
— playback. - operations of E-map.

Maintenance and Management

f alarm, abnormal
nd linkage actions ofthe

ng scheduls and

System Configuration
Configure general parameters
53

Data and statistics

Z l HeatMap #
() The statistical data to see the heat H

iting Counting
cal data to see the people m Counting Statistics

) L= B ¥= wotion Detection Alarm

27
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Figure3-2i VM&2 CdO ntr ol Panel

View Tool Help IVMS-4200 root @ £ HE

BE  Control Panel = Device Management & EventManagement .’:T-_‘ Main View 4 Remote Play

L 1-Screen
Lol 4-Screen
kf 9-Screen
|4 16-Screen

+ [B Custom View

Camera

Search... o]

@ Cameral_IPC

PTZ Contral

Figure 3-31 VM&2 M& i n Vi ew
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Chapter4 Wi-F1  Sett i ngs

Pur pose:

Byconnecting to the wireless networ k,

you

net work connection, which is very conveni e

NotTehei s chapter i s only appliinc-#&WMl enodat et he

41ComQQuri kg Wionnection
Adhoc Modes

Pur pose:

Two connection modes are supported.

steps to cenf.igure the Wi
Wi reless Connection in Manage Mode

Steps:

1. Ent er -Ftihec oWif i gur ati on interface.

Configurat i cArd> aMetewdo MBkéstit i ngs >
2. Cl iSceknt oh search the online wirel

SNMP FTP  Email Plafform Access  HTTPS QoS Wi WLANAP
Wireless List
Mo. 581D Warking Mode Security Mode Channel Signal Strength Speed(Mbps)
1 TP-LINK_SoftWare Manage dizable 1 a1 150 -
2 C-WEP Manage WEP 11 50 54
3 C-not-encrypted Manage disable 1 50 54
4 C-WPAZ-Personal Manage WPAZ-personal 11 47 54
5 FINALHAUT Manage WPAZ-personal B 46 54
i} G688 Manage WPAZ-personal i} 46 54
T C199TH Manage WPAZ-personal i] 46 54 3
8 G688 Manage WPAZ-personal 6 44 54
9 FINALHAUT Manage WPAZ-personal B 44 54
10 maomao Manage WPAZ-personal i} 43 54
1 yingkongshi12 Manage WPAZ-personal i] 43 54
12 Hik-Guest Manage WPA-personal 1 43 54
13 Hik-Meeting Manage WEP 1 43 54 2

Figure 4-1 Wi-F i List
29
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3.Click to choose a wireless connection o
Wi-Fi
SSID C-WPA2-Personal
Metwork Mode @ Manage ) Ad-Hoc
Security Mode WPAZ-personal |E|
Encryption Type TKIP |E|
Key 1@

Figure 4-2 Wi-F i SeMatniangge Mo de
4. Checlk atdheo@tbutsedNettwwot hdMmoeagnd t he

Securibdoy mbdenetwork is automatically s
wireless network, please dondt change i f
NotTehrese parameters are exactly i1identical

5, Enter the key to c¢onnkeecyt sthhoeu Iwdi rbeel etshsa tn

wireless network connection you set on

Wi reless ConmeactMm®mde i n Ad
| f you chlbooes emddche, Adou donédét need to connec
router. The scenario i s dme tslmeneP@sdiymmactcloy

net wor k cabl e.

Steps:
1.Chooslo®Admode.
WWi-Fi
SSID C-WPA2-Personal
Metwaork Modea ~ Manage @ Ad-Hoc
Security Mode WPAZ-personal El
Encryption Type TKIP El
Key 1@

Figure 4-3Wi-Fi SeAtdhbog
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22.Customize a SSID for the camer a.
3.Choose the Security Mode of the wireless
4 Enabl e the wireless connection function f

5.0n the PC hsa dreet vwsoerakr chnd you can see t he

l'isted.
cameraG467 wifi P._
belkins4g o
Tenda_0ADGI8 N
yourPC L
HenryHu 1
APPLE Al
Peter_Ma <N
Open Network and Sharing Center

Figare4-4 Adhoc Connection Point
6. Choose the SSI D and connect .

Security Mode Description:

WPAZ-personal - |
not-encrypted
WEP
WPA-personal
WPA-enterprise
WPAZ-personal
WPAZ-enterprise

Figure4-5Secur ity Mode
You can choose the-eBecypted, MWL naas/P,An ot
WP Ae nt e rWwPrAipseer,s o n a |l -e natnedr pWPi A2e .
WEP mode:
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Security Mode WEP |Z|
Authentication @ Open Shared

Key Length @ G4bit o 128bit

Key Type @ HEX ™ ASCI

Key 1@

key 2

Key 3

key 4

Figure4-6 WE P Mo d e
Aut hentbSelaegctonOpen or Shared Key

the method used by your access point.

which case they pmobwabi ghuse ©Opmat Smes ek

Aut henticati on.

Key | -é@fithgtsh sets the | ength of the key use:;¢
128 bit. The encryption key | ength <can
104/ 128.

Key tTWlpe key typesndawai Itahbel eacdceepss poi nt
foll owing options are availabl e:
HEXAl |l ows you to manually enter the hex

ASCHlln this method the stringbimusWEPbeanedx a

13 charachier swE®B.r 128
WPAper sonal -penmd oWRA2 Mode:
Enter the-shaqueidr KeyPrfer the access

number or a passphrase.

Security Mode WPA-personal |E|
Encryption Type TKIP |E|
Key 1@

Figure4-7Secur i tWPAMedsonal
WPAenterprisentaeadp WiP&&8 Mode:

32
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Choose the type nmotfi ccaltiieomnt /Iseiriver usaad hby t

EAH LS o P ERARP

EAHRLS
Security Mode WPA-enterprise |E|
Authentication EAP-TTLS |E|
User Mame
Fassword (TTTTT]
Inner authentication PAF |E|

Anonymuous identity
EAPOL version 1 |E|

CA cerificate Browse Upload

Figure 4-8EAH L S
|l denEntgr the user | D to present to the n
Private KkieBn tpears stwhoer dpassword for your wuse
EAPOL v-&sredieen the versi onewsusegoi(rlt .or 2) i
CA Cert4dUplcmadcsa CA certificate to prese
authentication.

EAPEAP:

User Namer the user name to present to t1
Passwobntder the password of the network
PEAP VeSeasliomt theuPEAPavet®keomccess point
Lab-&kel ect the | abel used by the access po
EAPOL v-eSeslieocnt version (1 or 2) dependi n
access point

CA Cert+4dUplcmadksa CA certificate to prese

aut henticati on

A

For your privacy and to better protect
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strongly recommend the wuse of strong pas

devices. The password should be somethi
mi ni mumhat a8ter s, including at | east t hr
upper case |l etters, | ower case |l etters, r

increase the security of your product.
Proper configuration of al |l piass swbeds é

responsibility ofustere i nstaller and/ or er

42Easy-FWi Connection with WPS

Pur pose:

The setting of the wireless network connec:
setting of the wireless connection you can
WPS Wi Protected Setup) refers to the easy
connection between the device and the wire!
new devices to an existing network without
modeshef WPS connection, the PBC mode and t|
Notlef: yout heenaWP® function, you do not need
such as the encryption type and you donot
connection.

Steps:

WPS

Enable WP3

PIN Code 12345678
@ PBC connection

= Use router PIN code
551D

Router PIN code

Figure 4-9Wi-Fi Se-WPiSn g s
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PBCMo d e

PBC ref er sButteCotnhfei ghuursant i on, i n which the wus
button, either an J,Pomf{ct,ﬂbumnomiromualheorme)n(fa:
interface of the I E browser), on kogth the ,
and the new wireless client device.

1. Check t he JEmbleWrS {hag xenoafbl e WPS.

2. Choose the connection mode as PBC.

@ PBC connection Connect

Not8S8upport of t his mode i s mandatory for
connecting devices.

3. Check of#fitheuWer t WPSeduitft omhernd iyesapus
and you can see the indicator near the bu:
function of the router is enabl ed. For det
the router.

4, Push the WPS buttiom tom éeéma&blcamemha.f unct
|l f there is not a WPS button on the camer
enable the PBC function on the web interfa
5. Cl iCcokn newect t on.

When the PBC mode is both enabled in the r
wireless network is connected automaticall:
PI' N Mode:

The PIN mode requires a Personal I denti fic
a sticker or the display on the new wirele
connect the hetWNockssuPaomahtyof the networ k.
Steps:

1. Choose a wireless connelceaded omnut dmati cal

2. Choddse route PIN code
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WPS

Enable WPS

PIM Code 12345678 Generate

PBC connection

@ Userouter PIN code Connect

S3ID C-WPA2-Personal

Rauter PIMN code

Figure4-10Us e PI N Code
I f the PIN code is generated from the rout
get from theRootter Hs$indledoide t he
3. Cl iCcokn n.e ct
Or
You can generate the PIN code on the camer
code i®n#i20 sec

1. Cl iGCekner at e

PIM Code 12345678 Generate

2. Enter the code to the router, i n the exar

431 PProperty Settings for V

Connecti on

The default | P address of wireless network

you conwiercetl eeshse net wor k you can change the

Steps:

1. Enter the TCP/ I P configuration interface.
Configuratibasi dNeS$SBR/kiPR s >

2. Sel e WM athahbe
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B Sctting WLAN Parameters
3. Customize the | Pv4d address, GahewlaRv4d Subr
The setting procedure is the same with ¢t
l you want to be assigned the | P address vy

the DHCP.

37






































































































































































































































































































































































































































































































