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COPYRIGHT ©20B Hangzhou Hikvision Digital Technology Co., Ltd.

ALL RIGHTS RESERVED.

Any and allinformation, including, among others, wordings, pictures, graphs are the
properties of Hangzhou Hikvision Digital Technology Co., Ltd. or its subsidiaries
(hereinafter referred to be fAHiIi kvisiono).
it he Maamnotabk teproduced, changed, translated, or distributed, partially or
wholly, by any means, without the prior written permission of Hikvision. Unless
otherwise stipulated, Hikvision does not make any warranties, guarantees or

representations, expressimplied, regarding to the Manual.

About this Manual

This Manual is applicable to Network Camera.

The Manual includes instructions for using and managing the product. Pictures, charts,
images and all other information hereinafter are for descriptioregpidnation only.

The information contained in the Manual is subject to change, without notice, due to
firmware updates or other reasons. Please find the latest version in the company

website http://oversas.hikvision.com/e/

Please use this user manual under the guidance of professionals.

Trademarks Acknowledgement
HIKVISION and other Hikvisiols trademarks and logos are the properties of
Hikvision in various jurisdictions. Other trademarks and logos mentibeé&rv are

the properties of their respective owners.

Legal Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE

PRODUCT DESCRIBED, WITH ITS HARDWARE, SOFTWARE AND

FI RMWARE, IS PROVI DED AAS |1 So, W TH ALL FA
HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING

WITHOUT LIMITATION, MERCHANTABILITY, SATISFACTORY QUALITY,
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FITNESS FOR A PARTICULAR PURPOSE, AND NOMFRINGEMENT OF
THIRD PARTY. IN NO EVENT WILL HIKVISION, ITS DIRECTORS, OFFICERS,
EMPLOYEES, OR AGENTS BE LIABE TO YOU FOR ANY SPECIAL,
CONSEQUENTIAL, INCIDENTAL, OR INDIRECT DAMAGES, INCLUDING,
AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS
INTERRUPTION, OR LOSS OF DATA OR DOCUMENTATION, IN
CONNECTION WITH THE USE OF THIS PRODUCT, EVEN IF HIKVISIONAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

REGARDING TO THE PRODUCT WITH INTERNET ACCESS, THE USE OF
PRODUCT SHALL BE WHOLLY AT YOUR OWN RISKS. HIKVISION SHALL
NOT TAKE ANY RESPONSIBILITES FOR ABNORMAL OPERATION,
PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER
ATTACK, HACKER ATTACK, VIRUS INSPECTION, OR OTHER INTERNET
SECURITY RISKS; HOWEVER, HIKVISION WILL PROVIDE TIMELY
TECHNICAL SUPPORT IF REQUIRED.

SURVEILLANCE LAWS VARY BY JURISDICTION. PLEASE CHECK ALL
RELEVANT LAWS IN YOUR JURISDICTON BEFORE USING THIS PRODUCT
IN ORDER TO ENSURE THAT YOUR USE CONFORMS THE APPLICABLE
LAW. HIKVISION SHALL NOT BE LIABLE IN THE EVENT THAT THIS
PRODUCT IS USED WITH ILLEGITIMATE PURPOSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE
APPLICABLE LAW, THE LATER PREVAILS

Notice:
If camera fails to synchronize local time with that of the network, you need to
up camera time manuallyisit the camera and enter system setting interface fo

time setting.

Safety Instruction

These instructions are intended to ensure that the user can use the product correctly to

avoid danger or property loss.
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The precaution measure is divided into

Warnings: Serious injury or death may be caused if any of theamings are

neglected.

Cautions: Injury or equipment damage may be caused if any of these cautions are

neglected.

A\ A

Warnings Follow these safeguards | Cautions Follow these precautions 1
prevent serious injury or death. prevent potential injury or nterial

damage.
A Warnings:

Please adopt the power adapter which can meet the safety extra low voltage
(SELV) standard. And source with A2DC or 24 VAC (depending on models)
according to the IEC6095D and Limited Power Source standard.

To reduce theisk of fire or electrical shock, do not expose this product to rain or
moisture.

This installation should be made by a qualified service person and should conform
to all the local codes.

Please install blackouts equipment into the power supply circuitdovenient
supply interruption.

Please make sure that the ceiling can support more than 50(N) Newton gravities if
the camera is fixed to the ceiling.

If the product does not work properly, please contact your dealer or the nearest
service center. Never attempt to disassemble the camera yourself. (We shall not
assume any responsibility for problems caused by unauthorized repair or

maintenance.)

A Cautions:

6 Wa 1


http://www.cibo.cn/?dictkeyword=supply+interruption

Network CamerdJser Manual

Make sure the power supply voltage is correct before using the camera.

Do not drop the camera or subject it to physical shock.

Do not touch sensor modules with fingers. If cleaning is necessary, use a clean
cloth with a bit of ethanol and wipe it gentlythe camera will not be used for an
extended period of time, put on the lens cap to protect the sensor from dirt.

Do not aim the camera lens at the strong light such as sun or incandescent lamp.
The strong light can cause fatal damage to the camera.

The sensor may be burned out by a laser beam, so when any laser equipment is
being used, make sure that the surface of the sensor not be exposed to the laser
beam.

Do not place the camera in extremely hot, cold temperatveés (o product
specification ér working temperatuje dusty or damp environment, and do not
expose it to high electromagnetic radiation.

To avoid heat accumulatioansure there igood ventilatiorto the device.

Keepthe camera awalyom water and any liquil

While shipping,packthe camera in its originabr equivalentpackingmaterials.

Or packing the same texture

Improper use or replacement of the battery may result in hazard of explosion.

Please use the manufacturer recommended battery type.

Notes:

For the camera supports ,IRou are required to pay attention to the following

precautions to prevent IR reflection:

Dust or grease on the dome cover will cause IR reflection. Please do not remove
the dome cover film until the installation is finished. If there is dust or g@ase

the dome cover, clean the dome cover with clean soft cloth and isopropyl alcohol.
Make certain the installation location does not have reflective surfaces of objects
too close to the camera. The IR light from the camera may reflect back into the
lens caising reflection.

The foam ring around the lens must be seated flush against the inner surface of

the bubble to isolate the lens from the IR LEDS. Fasten the dome cover to camera
4
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body so that the foam ring and the dome cover are attached seamlessly.
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Chapter 1 System Requirement

Operating System
Microsoft Windows XP SP1 and above version
CPU
2.0 GHz or higher
RAM
1G or higher
Display
1024%768 resolution or higher
Web Browser
Internet Explorer 8.0 and above version, Apple Safari 5.0.2 and above version,
Mozilla Firefox 30.0 and above version and Google ChroBt0 and above
version.
Note:
For Google Chrome 45 and its above version or Mozilla Firefox 52 and its above
version which are plugn free, Picture andPlayback functions are hidden.
To use mentioned functisrvia web browser, change to their lower version, or

change to Internet Expler 8.0 and above version.

10
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Chapter 2 Network Connection

Note:
You shall acknowledge that the use of the product with Internet access might be

under network security risks. For avoidance of any network attacks and
information leakage, please strengthen your own protection. If the product does
not work properly, please contact with your dealer or the nearest service center.
To ensure the network security of the network camera, we recommend you to
have the network camerassessed and maintained termly. You can contact us if
you need such service.

Before you start

If you wantto set the network camera véaLAN (Local Area Network) please

refer toSection2.1 Setting the Network Camera over the LAN

If you wantto setthe network amera viaa WAN (Wide Area Network) please

refer toSection2.2 Setting the Network Camera over the WAN

2.1 Setting the Network Camera over the LAN

Purpose:

To view and configure the camera waalLAN, you need to connect the network
camera inthe same subnetith your computer andinstall theSADP or iVMS4200
software to search and change the IEhehetwork camera.

Note: For the detailed introduction of SADP, please refer to Appendix 1.

2.1.1 Wiring over the LAN

The following figures show the two ways of cable connectioma nétwork camera
andacomputer
Purpose

To test the netwdx camera, you can directly connect the network camera to the

11
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computer with a network cable as shown in Figute 2
. Refer tothe Figue 22 to setnetwork camera over the LAMia a switch or a

router

‘ or @ —Network Cable———— | r.,/
—

Network Camera
Computer
Figure 2-1 Connecting Directly
V/‘/
& 6m"f/r
e (NG
/&e . .
¢ ,
L © «w
Network Camera Gomputer

Figure 2-2 Connecting via a Switch @Router

2.1.2 Activating the Camera

You are required to activate the camera first byirggt strong password for it before
you can use the camera
Activationvia Web BrowserActivationvia SADP, andActivation via Client Software

are all supported.

x  Activation via Web Browser
Steps:

1. Power on the camera, and connect the camera teeth®rk.
2. Input the IP address into the address bar of the web browser, ané&makto
enter the activation interface.
Notes:
The default IP address of the camera is 192.168.1.64.
The computer and the camera should belong to the same subnet.

For thecamera enables the DHCP by default, you need to use the SADP software

12
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to search the IP address.

User Name
Activation User Name

User Mame admin

Password (IIIIII1] []
Strong

Confirm (LIIIII1]

Figure 2-3 Activation via WebBrowser
3. Createand input gpassword into the password field.

A password with user name in it is not allowed.

ASTRONG PASSWORD RECOMMENDEDiWe highly recommend yoh
create a strong password of your own choosing (using a minimum| of 8
characters, includingt least three of the following categoriepper case lettefs,
lower case letters, numbers, and special characters) in order to incregse the
security of your productAnd we recommend you reset your password regularly,
especially in the high security system, resetting the password monthly or weekly

can better protect your product.

4. Confirm the password.

5. Click OK to save the password and entex live view interface.
x  Activation via SADP Software
SADP software is used for detecting the online device, activating the camera, and

resetting the password.

Get the SADP software from the supplied disk or the official website, and install the
SADPaccording to the prompts. Follow the steps to activate the camera.

Steps:

1. Run the SADP software to search the online devices.

13
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2. Check the device status from the device list, and select the inactive device.

9 m efre 1 Activate the Device

ol = | Device Type. | Security | 19vd Address. | Port | Software Version | IPvd Gatewsy | HTTP Port | Device Sedal No.

< 007 Inactive 192.168.1.64

. . = You can modify the network parameters after
"Select inactive device: ™

Input and confirm| eees e
password. [ e

Figure 2-4 SADP Interface
Note:
The SADP software supporéstivating the camera in batch. Refer to the user manual
of SADP software for details.
3. Create and input the password in the password field, and confirm the password.

A password with user name in it is not allowed.

A STRONG PASSWORD RECOMMENDED i We highly recommend
you create a strong password of your own choosing (using a minimum
of 8 characters, includingt least three of the following categories
upper case letters, lower case letters, numbers, and special characters) in
order to increase the securiy your productAnd we recommend you
reset your password regularly, especially in the high security systém,

resetting the password monthly or weeklgncbetter protect your

product.

Note:

You can enable the Hi€onnect service for the device duriactivation.

4. Click Activate to start activation.

You can check whether the activation is completed on the popup window. If activation

14
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failed, please make sure that the password meets the requirement and try again.
5. Change the device IP address to the saraetuwith your computer by either

modifying the IP address manually or checking the checkbox of Enable DHCP.

I Modify Network Parameters

[ Enable DHCP
Enable Hik-Connect

Device Serial No.: |xx—xxmcxm—)oomoooooocxm00( ‘

1P Address: |102.162.1.64)

Port:

8000

Subnet Mask:

255.255.255.0

Gateway: |192.168.1.1

IPv6 Address: |

IPvE Gateway: | .

1Pvb Prefix Length: |0

HTTP Port: |80 J

Security Verification
Admin Password: |
Modify

Forgot Password

Figure 2-5 Modify the IP Address
6. Input the admin password and cliddodify to activate your IP address
modification.
The batch IP address modificatiorsigoported by the SADP. Refer to the user manual
of SADP for details.

x  Activation via Client Software
The client software is versatile video management software for multiple kinds of

devices.

Get the client software from the supplied disk or the officiabsgite, and install the
software according to the prompts. Follow the steps to activate the camera
Steps:

1. Run the client software and the control panel of the software pops up, as shown in

15
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the figure below.

em View Tool Help =)

iVMS-4200 admin &

mm =
m= Control Panel =2 Device Management

‘Operation and Control

ng, and basic|

sy  Remote Playback
Searching th cord files and
playba

Maintenance and Management

ions of the — :

Device Management m Event Management S——2A Record Schedule
The mana: d y | Cc uration of alarm, abnormal k L)y Ci et ng schedule and|

seners

m Account Management Log Search System Configuration
Py ting users and assigning ﬁ v nd backup local and Config eral parameters.
ssions : e o

Data and statistics
:l HeatMap A PeopleCounting Counting
) The statistical data to see the heat. H The statistical data to see the people Counting Statistics
> |/ bl counting -

Motion Detectio

Figure 2-6 Control Panel

2. Click theDevice Managemenicon to enter the Device Management interface, as

shown in the figure below.

16
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a

view Tool Help ~ iVMS-4200 admin @ #F L 16:25:04

=] =
m=  Control Panel & Device Management

2 Server @ Group
Organization Device for Management (0)
_ AddDevice | Wodi Delele | Remote C...|VCAAloca...| Acivate ||| Refresh All Filter
Add Mew Device Type Nickname 4 [IP Device Serial No Security Met Status HDD Statu
Online Device (3) Refresh Every 155
Add to Client Add All Modify Metinfo Reset Password Activate Filter
IP Device Type Firmware Version | Security ServerPort | Starttime Ac
192.168.1.64 HX-XOGOOOBO Wx.x.xbuild xxoox Inactive 8000 2015-03-20 16:13:47 N,
Encoding device 10.16.1.222 XOR=X00000(-XX Vx.x.xbuild xxooox Active 2000 2015-03-20 10:27.51 NgE |
DVR/DVS/NVRIPCIPDAVIMES-4200
PCNVRIVINS-4200 EncodeCard 192.0.0.64 XXX Vaexxbuild xsooooc Active 8000 2015-03-20 07:53:43 Nt .
server .

L5 B = Motion Detection Alarm

Figure 2-7 Device Management Interface
Check the device status from the device list, and select an inactive device.
Click the Activate button to pop up the Activation interface.
Create gpassword and input the password in the password field, and confirm the
password.

A password with user name in it is not allowed.

A STRONG PASSWORD RECOMMENDED iWe highly recommend
you create a strong password of your own choosing (using a minimyim of
8 characters, includingt least three of the following categoriegper
case letters, lower case letters, numbers, and special characters) in order
to increase theesurity of your productWe recommend you reset yopr
password regularly, especially in the high security system, resetting the

password monthly or weekly can better protect your product.

17
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ser Mame: admin
Password: T ]

Strong

Valid passwaord range [8-16]. You can
use a combination of numbers,
lowercase, uppercase and special
character for your password with at least
two kinds of them contained.

Confirm Mew Password: [uuuu| ]

Ok Cancel

Figure 2-8 Activation InterfacgClient Software)
6. Click OK button to start astation.
7. Click the Modify Netinfo button to pop up the Network Parameter Modification

interface, as shown in the figure below.

Modify Network Parameter x

MAC Address: O XO0D00-HOK-0- XX Copy

Software Version: Vi x.xbuild sxxoexx Copy

Device Serial No.: - XOO0OB0OOCOOONOOOOOOOOONOCO Copy
DHCP

Port: 2000

~ IPv4{Enable)

IP address: 192.168.1.64

Subnet Mask: 255.255.255.0

Gateway: 192.168.1.1
IPvB(Disable)

Password:

oK Cancel

Figure 2-9 Modifying the Network Parameters
8. Change the device IP address to the same subnet with your computer by either
modifying the IPaddress manually or checking the checkbox of Enable DHCP.

9. Input the password to activate your IP address modification.

18
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2.1.3 (Optional) Setting Security Question

Security question is used to reset the admin password when admin user forgets the
password.

Admin user can follow the pepp window to complete security question settings
during camera activation. Or, admin user can gdder Managementinterface to set

up the function.

2.2 Settingthe Network Camera over the WAN

Purpose:
This section explains how tnnect the network camera to the WiIh a static IP

or a dynamic IP.

2.2.1 Static IP Connection

Before you start:

Please pply a static IP from anSP (Internet Service ProvideNVith the static IP

addressyou can connect the network camera via a routeoanect it to the WAN

directly.
Connecting the network camera via a router

Steps

1. Connect the network camera to the router

2. Assign a LANIP address, the subnet mask and the gateRefer to Section 2.1.2
for detailed IP address configuration of tietwork camera

3. Save the static IP in the router.

4. Setport mappinge.g, 80, 8000, and 554 port¥he steps for port mapping vary
according to thedifferent routers. Please call the router manufacturer for
assistance with port mapping.

Note: Refer to Appendix Zor detailed information about portapping.
19
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5. Visit the network camera through a web browsetherclient softwareover the

internet.

Ve ) \
Network 7/ - Network ¢ Network___ .
or cable - cable ~ \, SnfeiEL ) cable
\'\,

Network Camera Router with Com puter
Static IP

Figure 2-10 Accessinghe Camerahrough Router with Static IP
Connecting the network camera with static IP direstly
You can also save the static IP in the camera and directly connect it to the internet
without using a routeRefer to Section 2.1.2 for detailed IP address configuration of

the network camera.

7 ™

‘ or —Network cable—{ Internet ) -Network cable— ./
@ K“\_ M ’ ’

Network Camera with Static IP Computer

Figure 2-11 Accessinghe Cameravith Static IPDirectly

2.2.2 Dynamic IP Connection

Before you start:
Please pply adynamiclP from an ISPWith the dynamic IP addresgyu can connect
the network cameri a modem or a router.
Connecting the network camera via a router
Steps
1. Connect the network camera to the router.
2. In thecamera, ssign a LAN IP address, the subnet mask and the gat&eséer
to Section 2.1.2 for detailed IP address configuration of the network camera
3. Inthe router, set the PPPOE user name, password and confirm the password.
4. Setport mappingE.g. 80, 800, and 554 portsThe steps for port mapping vary
depending on different routers. Please call the router manufacturer for assistance

20
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with port mapping.
Note: Refer to Appendix 2 fodetailed information about portapping.
5. Apply a domain name from a domaiame provider.
6. Configure the DDNS settings in the setting interface of the router.
7. Visit the camera via the applied domain name.
Connecting the network camera via a modem
Purpose:
This camera supports the PPPoE auto-wafunction. The camera getspablic IP
address by ADSL dialp after the camera is connected to a modéma need to
configure the PPPOE parameters of the network cankeger to Section7.1.3

Configuring PPPoE Settingg$or detailed configuration.

- N
‘ )
Q or O —Network cable— —Network cable—’\ Internet ) -Network cable— ./
\ g
I

AN
Network Camera Modem Computer

Figure 2-12 Accessingthe Camerawith Dynamic IP
Note The obtained IP address is dynamically assigned via PPPoE, so the IP address
always changes after rebooting the camera. To solveind@venience of the
dynamic IP, you need to get a domain name from the DDNS provider (E.g.
DynDns.com). Please follothe stepsbelow for normal domain name resolution and
private domain name resolution to solve the problem.

E Normal Domain Name Resolution

Domain Name
Resolution Server

Port Map
\
Network < Network 4 Network__ .
etwor Pt __Network_ ¢ _ Networl
‘ o O‘ T cable T : cable \\ Internet ) cable
\ A
Network Camera Router _W'th Computer
Dynamic IP

Figure 2-13 Normal Domain Name Resolution

Steps:
21
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. Apply a domain name from a domain name provider.

. Configure the DDNS settings in tHBDNS Settingsinterface of the network
camera. Refer to Section 7.1.2 Configuring DDNS Settings for detailed
configuration.

. Visit the camera via the applied domain name.

22
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Chapter 3 Access tahe Network
Camera

3.1 Accessing byweb Browsers

Note:

For cerain camera models, HTTPS is enabled by wlefand the camera creates a
unsigned certificate automatically. When you access to the camefiast time, the

web browsepromptsa notification about the certificate issue.

To cancel the notification, install a signedrtificate to the camera. For detailed
operation, se@.2.6HTTPS Settings.

Steps:

1.0Open the web broves.

2.1n the browser address bar, input the IP address of the network camera, and press

the Enter key to enter the login interface.
Note:
The default IP address is 192.168.1.64. You are recommended to change the IP

address to theame subnet with your comeu.
3.Input the user name and password and ¢tlamiin.
The admin user should configure the device accounts and user/operator permissions

properly. Delete the unnecessary accounts and user/operator permissions.
Note:
The IP address gets locked if the admger performs 7 failed password attempts

(5 attempts for the user/operator).

| (AB-A h_‘i‘w \ 1o ..‘_'- N4 '\|‘ l,'.‘._ ] 1T T e s T 1T T U ey

Figure 3-1 Login Interface
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4.Click Login.

5. (Optional)Installthe plugin before viewing the live video araperatingthe
cameraFollow the installation prompts to install the pluyg
Note:
If you are using Google Chrome 45 and its above version or Mozilla Firefox 52 and
its above vesion, plugin installation is not requiredBut Picture and Playback
functions are hiddenfo use mentioned function via web browser, change to their

lower version, or change to Internet Explorer 8.0 and above version.

3.2 Accessing byClient Software

The product CD contains the iVM&00client softwareYou canview the live video
and manage the camewéh the software
Follow the installatiorpromptsto install thesoftware.The control panel and live view

interfaceof iVMS-4200client softwareare shown abelow.

a

File System View Tool Help ~ iVMS-4200 admin @ 28 0 1

- =
=i-| Conirol Panel &=t Device Management

‘Operation and Control

Maintenance and Management

rm, abnormal
kage actions of the

quration
neral parameters

Management 1 rc
f
users and assigning ﬁ
e permissions I = emote logs

Data and statistics

System Ci
nd backup local and Confi
a8

Z { HeatMap A PeopleCounting Counting
() The statistical data to see the heat -~ h cal data to see the people m Counting Statistics

|l bs™% counting

) L& B ®= Wotion Detection Alarm

Figure 3-2 iVMS-4200Control Panel
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m View Tool Help & vMS-4200 oot @ & i

B8  Control Panel &2  Device Management % EventManagement Frl Main view S Remote Playback

I 1-Screen
I&d 4-Screen
=) 9-Screen
|2l 16-Screen

+ B Gustom View

Camera ~

Search... P

@ Cameral_IPC

PTZ Control

Figure 3-3 iVMS-4200Main View
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Purpose:

By

network connection, which is very convenient for the actual surveillance application.

Note: This chapter is only applicable for the cameras with the-builVi-Fi module.

4.1 Configuring Wi-Fi Connection in Manage and

connect

Chapter 4 Wi-Fi Settings

ng t

Ad-hoc Modes

Purpose:

Two connection modes are supported. Choose a mode as desired and perform the

steps to configure the V.

o the

Wireless Connection in Manage Mode

Steps:

1. Enter the WAFi configuration interface.

wi r e |cabte of anyekindwvar r k

Configuration> Network> Advanced Settings>Wi-Fi

2. Click Searchto search the online wireless connections.

SNMP

1

2

10

11

12

13

Mo.

FTP

Email Platform Access HTTPS

Wireless List

38D
TP-LINK_SoftWare
C-WEP
C-not-encrypted
C-WPA2-Personal
FINALHAUT
6688
C199TH
6688
FINALHAUT
maomao
yingkongshil2
Hik-Guest

Hik-Meeting

Working Mode
Manage
Manage
Manage
Manage
Manage
Manage
Manage
Manage
Manage
Manage
Manage
Manage

Manage

QoS Wi-Fi

Security Mode
disable
WEP
disable
WPAZ2-personal
WPAZ2-personal
WPA2-personal
WPAZ-personal
WPAZ-personal
WPAZ2-personal
WPAZ2-personal
WPAZ-personal
WPA-personal

WEP

WLAN AP

Channel

1

11

11

11

Signal Strength
31
50
50
47
48
46
46
44
44
43
43
43

43

Speed(Mbps)
150
54
54
54
54
54
54
54
54
54
54
54

54

m

Figure 4-1 Wi-Fi List
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3. Click to choose a wireless connection on the list.

Wi-Fi
SSID C-WPA2-Personal
Metwork Mode @ Manage & Ad-Hoc
Security Mode WPAZ-personal |E|
Encryption Type TKIP |E|
Key 1@

Figure 4-2 Wi-Fi Setting Manage Mode
4. Check theadio buttorto select thaNetwork mode@asManage,and the
Security modef the network is automatically shown when you select the
wireless network, please dondét change i1
Note: These parameters are exactly identical with those of the router.
5. Enter the key to connect the wireless network. The key should be that of th

wireless network connection you set on the router.

Wireless Connection in Adhoc Mode
If you choosetheAdhoc mode, you dondt need to connec

router. The scenario is the same as you connect the camera and the PC directly with a

network cable.

Steps:
1. Choose Aehoc mode.
WWi-Fi
851D C-WPA2-Personal
Metwork Mode Manage @ Ad-Hoc
Security Mode WPAZ-personal |E|
Encryption Type TKIP |E|
Key 1@

Figure 4-3 Wi-Fi Setting Ad-hoc
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2. Customize a SSID for the camera.
3. Choose the Security Mode of the wireless connection.
4. Enable the wireless connection function for your PC.

5. On the PC side, search the network and you cathee®SID of the camera

listed.
camerabdbiwifi .'_5"._
belkin54g o
Tenda_0ADGI8 M
yourPC |
HenryHu M
APPLE Al
Peter_Ma N
Open Netwerk and Sharing Center

Figure 4-4 Ad-hoc Connection Point

6. Choose the SSID and connect.

Security Mode Description:

WPAZ-personal - |
not-encrypted

WEP

WPA-personal

WPA-enterprise

WPAZ-personal

WPAZ-enterprise

Figure 4-5 Security Mode
You can choose the Security Mode as-@otrypted, WEP, WPAersonal,
WPA-enterprise, WPADersonal, and WPA2nterprise.
WEP mode:
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Security Mode WEP |Z|
Authentication a Dpen Shared

Key Length @ B4bit 128bit

Key Type a HEX ™ ASCI

Key 1@

Key 2

Key 3

Key 4

Figure 4-6 WEP Mode

Authentication Select Open or Shared Key System Authentication, depending on
the method used by your access point. Not all access points have this option, in
which case they probably use Open System, which is sometimes known as SSID
Authentication.
Key length- This sets the length of the key used for the wireless encryption, 64 or
128 bit. The encryption key length can sometimes be shown as 40/64 and
104/128.
Key type- The key types available depend on the access point being Tused.
following options are available:
HEX - Allows you to manually enter the hex key.
ASCII - In this method the string must be exactly 5 characters it /EP and
13 characters for 128it WEP.

WPA-personal and WPARersonal Mode:

Enter the required rie-shared Key for the access point, which can be a hexadecimal

number or a passphrase.

Security Mode WPA-personal |E|
Encryption Type TKIP |E|
Key 1@

Figure 4-7 Security Mode WPA-personal
WPA- enterprise and WPA2nterprise Mode:

29



Network CamerdJser Manual

Choose the type of client/server authentication being used by the access point;

EAP-TLS orEAP-PEAP.

EAP-TLS
Security Mode WPA-enterprise |E|
Authentication EAP-TTLS |E|
User Mame
FPassword (TTTTT)
Inner authentication FAP |Z|

Anonymuous identity
EAPOL version 1 |E|

CA certificate Browse Upload

Figure 4-8 EAP-TLS
Identity - Enter the user ID to present to the network.
Private key passwordEnter the password for your user ID.
EAPOL version Select the version used (1 or 2) in your access point.
CA Certificates- Upload a CA certificateo present to the access point for
authentication.

EAP-PEAP:

User Name Enter the user name to present to the network

Password Enter the password of the network

PEAP Version Select the PEAP version used at the access point.

Label- Select the labelsed by the access point.

EAPOL version- Select version (1 or 2) depending on the version used at the
access point

CA Certificates- Upload a CA certificate to present to the access point for

authentication

A

For your privacy and to better protect your system against security risks, we
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strongly recommend the use of strong passwords for all functions and network
devices. The password should be something of your own choosing (using a
minimum of 8 characters, ingfling at least three of the following categories:
upper case letters, lower case letters, numbers and special characters) in order to
increase the security of your product.

Proper configuration of all passwords and other security settings is the

responsikity of the installer and/or endser.

4.2 Easy Wi-Fi Connection with WPS function

Purpose:

The setting of the wireless network connection is never easy. To avoid the complex
setting of the wireless connection you can enable the WPS function.

WPS (WiFi Proteted Setup) refers to the easy configuration of the encrypted
connection between the device and the wireless router. The WPS makes it easy to add
new devices to an existing network without entering long passphrases. There are two
modes of the WPS conneatiothe PBC mode and the PIN mode.

Note: If you enablethe WPS function, you do not need to configure the parameters

such as the encryption type and you donot

connection.
Steps:
WPS
7| Enable WPS
PIN Code 12345678
@ PBC connection

Use router PIN code
SSID

Router PIM code

Figure 4-9 Wi-Fi Settings WPS
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PBC Mode

PBC refers to the PudButton-Configuration, in which the user simply has to push a
button, either an actual or virtual one (as | Gomnect | putton on the configuration
interface of the IE browser), on both the Access Point (and a registrar of the network)

and tle new wireless client device.

1. Check the checkbox ¢ Ena®e WFS {5 enable WPS.

2. Choose the connection mode as PBC.

@ PBC connection Connect

Note: Support of this mode is mandatory for both the Access Points and the
connecting devices.

3. Check on the WFi router to see if there is a WPS buttdf yes push the button

and you can see the indicator near the button start flashing, which means the WPS
function of the router is enabled. For detailed operation, please see the user guide of
the router.

4. Push the WPS button to enable the function encdamera.

If there is not a WPS button on the camera, you can also click the virtual button to
enable the PBC function on the web interface.

5. Click Connectbutton.

When the PBC mode is both enabled in the router and the camera, the camera and the
wirelessnetwork is connected automatically.

PIN Mode:

The PIN mode requires a Personal Identification Number (PIN) to be read from either
a sticker or the display on the new wireless device. This PIN must then be entered to
connect the network, usually the Acc&ssint of the network.

Steps:

1. Choose a wireless connection on the list and the SSdaded automatically

2. ChooseUse route PIN code
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WPS

7] Enable WPS

FIM Code 12345678 Senerate

PBC connection

@ Use router PIM code Connect

551D CWPA2-Personal

Router PIMN code

Figure 4-10 Use PIN Code
If the PIN code is generated from the router side, you should enter the PIN code you
get from the router side in tiouter PIN codefield.
3. Click Connect
Or
You can generate the PIN code on the camera side. And the expired time for the PIN
code is 120 semds.

1. Click Generate

FIMN Code 12345678 Generate

2. Enter the code to the router, in the example, enter 48167581 to the router.

4.3 IP Property Settings for Wireless Network

Connection

The default IP address of wireless network interface controller is 192.168.1.64. When
you connect thavireless network you can change the default IP.
Steps:
1. Enter the TCP/IP configuration interface.
Configuration> Network>Basic Settings ¥CP/IP
2. Select thaVlantah
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TCPIP  DDNS  PPPoE  Port  NAT

DHCP

IPv4 Address

IPvd Subnet Mask
IPv4 Default Gateway
Multicast Address

[] Enable Multicast Discovery

DNS Server
Preferred DMNS Server

Alternate DME Server

Figure 4-11 Setting WLAN Parameters

3. Customize the IPv4 address, the IPv4 Subnet Mask and the Deéalvay.
The setting procedure is the same with that of LAN.
If you want to be assigned the IP address you can check the checkbox to enable

the DHCP.
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Chapter 5 Live View

5.1 Live View Page

Purpose:

The live vew page allows you to vieshereattime video, capture images, realize
PTZ control, set/call presand configure video parameters.

Login the network camera tenter the live view page, or you can clioke View on

the menu bar ahe main page to enter the live view page.
Dec<ription s of the live view page:

Menu Bar

_P12Contro|
Panel
Live \Aew_
Window
PR
Preset/ Patrol
[ Settings
I
Toolbar
Figure 5-1 Live View Page
Menu Bar:

Click each tab torger Live View, PlaybackPicture, Applicationand @nfiguration
page respectively.

Live View Window:

Display the e video.

Toolbar:

Toolbar allows you to adjusthe live view window size the stream type, and the
plug-ins. It also allows youto process the merations on the live view page.g,
start/stoplive view, capture, recordawdio on/off, twoway audio,start/stop digital

zoom,etc.
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