HIKVISION
NVR with UPS (SNMP)

Simple Network Management Protocol (SNMP) is a way for different devices on a network to share information with
one another. It allows devices to communicate even if the devices are different hardware and run different software.

Most of server or OS support SNMP signal from UPS to shutdown device safely before abnormal shutdown.

We have customized this feature in approved version and now in latest baseline also support.

Approved version V4.1.70 190307

Where we use above FW, NVR acknowledge.

. Time Source Destination Protocol  Length Info

33298 1233.584849 192.168.61.256 192.168.61.244 SNMP 143 trap i50.3.6.1.4.1.318 1.3.6.1.4.1.318.2.3.3.8
33299 1233.519644 192.168.61.258 192.168.61.251 SNMP 143 trap iso.3.6.1.4.1.318 1.3.6.1.4.1.318.2.3.3.0
34791 1278.475628 192.168.61.251 192.168.61.258 SNMP 85 get-request 1.3.6.1.2.1.33.1.2.4.8

34792 1278.589878 192.168.61.258 192.168.61.251 SNMP 86 get-response 1.3.6.1.2.1.33.1.2.4.8

35183 1279.203829 192.168.61.251 192.168.61.258 SNMP 85 get-request 1.3.6.1.2.1.33.1.2.4.8

351687 1279,214345 152.168.61.256 192.168.61.251 SNMP 86 get-response 1.3.6.1.2.1.33.1.2.4.8

35321 1232.318913 192.168.61.251 192.168.61.258 SNMP 88 trap ise.3.6.1.4.1.50801

35345 1283.263812 192.168.61.251 192.168.61.258 SNMP 85 get-request 1.3.6.1.2.1.33.1.2.4.6

35346 1233.273752 192.168.61.258 192.168.61.251 SNMP 86 get-response 1.3.6.1.2.1.33.1.2.4.@

35396 1287.313588 192.168.61.251 192.168.61.258 SNMP 85 get-request 1.3.6.1.2.1.33.1.2.4.8

Hikvision NVR will monitor this message. Once receive, NVR will shut down.

43959 1143 .944575 192 _168.61.258 192 _168.61.244 SHMP 243 trap iso.3.6.1.4.1.318 1.3.6.1.4.1.318.2_3_.3.6
43960 1143.962143 192.168.61.258 192.168.61.251 SHMP 243 trap i50.3.6.1.4.1.318 1.3.6.1.4.1.318.2.3.3.8
439/ 1143 . 9R3ITAS 19 1A (% | 51 19 1A (% | SE MNP fran iso.3I.6.7.4.17. S8
> Frame 43959: 243 bytes on wire (1944 bits), 243 bytes captured (1944 bits) on interface @
» Ethernet II, Src: ApcBySch_®b:7e:eb (28:29:86:8b:7e:eb), Dst: LcfcHefe_@a:fs:fe (f8:7S:aq:@a:fs:fe)
> Internet Protocol Version 4, Src: 192.168.61.25@8, Dst: 192.168.61.244
> User Datagram Protocol, Src Port: 61478, Dst Port: 162
> Simple Network Management Protocol
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In NVR Log we can see the “Shutdown caused by UPS Low Battery “
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In NVR, we only add UPS IP (Trap address)
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In UPS, we need to add NVR IP (Trap address)

SNMP Traps

Trap Receivers
NMS5 IPTHost Name Trap Type Generaton Language
19216261 .12 SNMPV1 Enabled English
192 16861.12 SNMPVI Enabied Engish
19216281 10 SNMPVI Enanied Engizh
192.16351.14 SNMPVI Ensbled Engish
192 16258115 SNMPVI Enatied Engish
192.16851.16 SNMPVI Enabled Englsh
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Need to config shutdown time, outlet closing time as per the site UPS battery runtime.
After NVR shutdown by UPS, the UPS outlet will shut down, when the Main Inline power come the Outlet will

switch on and NVR will switch On Auto.
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