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1 How to Config Video Guard WEB service

Description

The SIRA approved web service will support only on approved Model which is
available in below link, if the model or FW is different than mentioned in below link, it
will not support web service.
https://www.hikvision.com/mena-en/support/download/sira-certificate-and-
firmware/

About the configuraton of Video Guard Service, We need to configure 5 places, they
are:

1. Alarm setting;
2. NTP;

3. VIDEO LOSS;
4. HDD FULL;

5. HDD ERROR;

Preparation

1. Upgrade the device to the firmware approved by the SIRA agency.
2. Reset the NVR/DVR to default (backup the setting file before reset)
3. The device must enable the DHCP function at the Network-General interface

Configuration

# General General Platform Access PPPOE DDNsS NTP Email NAT More Settings

NIC Type 10M/100M/1000M Self-adaptive

Enable DHCP [~}

A Alarm IPv4 Address 10 .9 .96 .87

IPV6 Address 1 fe80::aa1:89Mfe33:1447/64
< Live View IPv4 Subnet ... 255 .2665.2565.0 IPv6 Address 2

IPv4 Default G... 10 .9 .96 .254 IPv6 Default G...
4 Exceptlons MAC Address 08:a1:89:33:14:47
& User MTU(Bytes) 1600

Enable DNS DHCP

Preferred DNS Server 10.1.7.97

Alternate DNS Server 10.1.7.98

L3

Local GUI3. 0 Network interface
4. Network NIC better to use LAN1 for Video Guard or make sure the default route
selected. If VG is connected to LANZ2 then select Default route as LAN 2.
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Live Wiew Playback Picture Application Configuration

TCPAP DOMNS PPPoE Fort  MAT

3 Local
E Systam Working Mode Bdulti-address W
9 Metwark Lan1 :j; Lan2
r Basic Settings l NIC Type |Au1n ~
Advanced Settings OHCP
T VideoiAudia IPv4 Address 102.168.1.64
Image |Pwd Subnet Mask 255.255.255.0 []
[E] Event |Pwd Defaul: Gateway []
B stoage |PwE Mode [Route Advertisement ~|| Wiew Route Advertisement
$4 Vehicle Detection |FwE Addrass
g& VCA Subnet Prefix Length 0
:u Target Capture |PwE Default Gateway
[@ 10T Channel Setiings Mac Address booad-28:21:56:82
MTU [1500 &
DN5 Server
B Awuto DNE
Preferred DMNS Server 5.8.88 [}
Altematz DMNS Szrver [.-]
r Default Route [Lan1 | [

5. Don’t Enable Hik-connect while connect with Video guard.

Configuration Steps

Go to below option to config the web service (DVR need to config with Local GUI).

1. At Alarm Receiver Settings interface of DVR, you need to input correct address,
port and interval.
Server Address: 192.168.14.30
Server Port: 2020
Interval: Once

Configuration

4 General  Platform Access PPPOE DDNS NTP Emall NAT  Alarm Receiver Seitings
_ﬂ—

Server Address 192.168.14.30
Server Port 2020
Alarm Type Video Loss

Camera [A1] ROS-C01 SF HOTEL CORRIDOR
interval once

Local GUI3.0 Alarm Receiver Settings Interface
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3 How to Config Video Guard WEB service

g User Server Address  192.168,14.30
| @ Network ‘ Server Port 2020
TCP/IP Alarm Type Video Loss v
A VoA N— Camera [D1] IDS-2CD6024FWD -

Event
Interval once e

E

Q Live View >
& Rs23
El

Holiday

Local GUI4.0 Alarm Receiver Settings Interface

Live View Mayback Application Configuration

SHMP  Emal  Platform Access rﬁlarm Receiver Seftings I Metwork Service B021x  Other  Inie

CJ Local

] System Server Address [192.185.14.30 (]

@ Nework Server Port [2020 &

Basic Seffings Alarm Type [video Loss |

r Advanced Settings '[ Gamera [[D1] OS-2C04026FWE-IZS |

05 VideolAudio Interval [once v

EI Imapge

5 oo

B Storage

Device Webpage Alarm Receiver Settings Interface

Note :
Normally, device don’t need to configure the More Settings interface-alarm host IP.

But if the site required , you can configure it.

Configuration
4 Platform Access PPPOE DDNS NTP  Emall  NAT  Alarm Receiver Seftings llav; Settings
Alarm Host IP
Alarm Host Port

Server Port
HTTP Port
Multicast IP

[RTsP POt

Output Bandwidth Limit

Local GUI3.0 More Settings Interface
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Gonaral Email Platform Access  Alarm Receiver Sellings ore Seltings§] Log Server Sellings

©
& User Alarm Host IP
@ Network ] Alarm Host Port
TCP/IP Server Port 8000
E] Event
Multicast IP
<2 Live View
RTSP Port 554
)  Rs-232
loT Monitoring Port 30999
@ Holiday
Enhanced SDK Ser 8443
Local GUI4.0 More Settings Interface
Live View Playback Picture Application Configuration
SNMP Email Platform Access Alarm Receiver Settings MNetwork Service 802 1x Other
D Local
] System Alarm Host IP
O Network Alarm Host Port
Basic Settings Multicast Address I
Advanced Settings l \fideo Dovwnload Bandwidth 262144 ] Kbps
3 VideoiAudio [ Enable IP Camera Occupation Detection
Edl image
-

Device Webpage Others Interface
2. Must enable NTP server. Input correct parameters:
NTP Server: 192.168.14.30
NTP Port: 123
Interval: 2mins

ThmkVision

Configuration
4PlatformAccess PPPOE DDNS NTP  Email
bl

Enable NTP -]

Interval (min) 2

NTP Server 192.168.14.30
NTP Port 123

Local GUI3.0 NTP Interface
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Live View Playback Picture: Application Configuration
? ? Time Settings -
|; Local Basic Infermation g R5-232 RE-485 Menu Cutput About
E System Time Zone |{G!.'IT+G4:1]0:| Caucasus Standard Time e
I System Settings NTP

Maintenance @ NTP

SRl Server Address [f2z.185.14.30 &

Camera Management NTP Part [z |

User Management Interval [ | minute(s) &

Live Wiew Settings.

Device Webpage NTP Interface
3. Must enable All channels, Video Loss Alarm and Notify surveillance Center.

Camera Management

Video Loss

Camera [A1] Camera 01

Enable Video Loss Alarm

Settings

Motion
p Privacy Mask
Video Tampering
®u Video Loss

& VCA

@ Video Quality Diagn...

# Live View

Local GUI3.0 Video Loss Interface
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Camera

Camera Management
Video Loss
osD

Settings
Arming Schedule Linkage Action
& Image

M Full Screen Monitoring
© PTZ I Audible Warning
& Motion

W Notity Survelllance Center

M Send Emall
@ Privacy Mask

M Upload Captured Pictures To Cloud

W Trigger Alarm Output
¥ Video Tampering

® VCA

@ Video Quality Diagn

# Live View

Cancel

Local GUI3.0 Video Loss Linkage Action Interface

Camera Management
Video Loss

Camera

Hl Analog

W A4 A5

HA10 WA11

WA16

L

_Cancel

Local GUI3.0 Video Loss Copy Interface
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@ General Motion Detection  Video Tampering  Video Loss  Alarm Input  Alarm Oulput  Exceplion
KL User Camera [D1) iDS-2CDB024FWD -
@ Network > Enable (+
Arming Schedule  Linkage Aclion
El Event
Normal Event ["INormal Linkage [ | Trigger Alarm Output
Smart Event [“1Full Screen Moni... [ |Local->1
2 Live View ¥ Audible Waming | [1192.168.103.226:8000->1
@ foidey [“INotify Surveillan..|
[1Send Email
Local GUI4.0 Video Loss Interface
Live View Playback Picture Application Configuration
I;I Local Miadion ideo Tamparing Video Loss Alarm Inpat Alarm Output Exzeption
oca —
] System Camera [[01] DS-2CD4026FWD-IZS V|
9 Network [+ Enable Video Loss Detection
T by
.5]'.: Video/Audio Armning Schedule » Linkape Method
Image [] Normal Linkage [] Trigger Alarm Qutput
E Ewvent [] Audible Warning &=
Basic Evant [] Send Email [ A-=2
T
Smart Event ] Matify Suresillance Center [ A-=2
B Storage [] Full Screen Monitoring O A-=4

Device Webpage Video Loss Interface

4. Must enable HDD Error and Notify surveillance Center.
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Configuration

#% General Exception

Enabl i
& NeRworic nable Event Hint

Event Hint Settings L

A Alarm Exception Type HDD Error

- Live View Audible Warning
Notify Survelllance Center
/1y Exceptions Send Emall

a User Trigger Alarm Output

Local GUI3.0 HDD Error Interface

General

& User Enable Event Hint [~
@ Hatwork 2 Event Hint Config... o}
E] Event v :

Exceplion Type HDD Error -

{ Narmal Event
- ["INormal Linkage ["1Trigger Alarm Output
Smart Event
7 Audible Warning [Local->1
Q Live View > | 1192.168.103.226:8000->1
[“INotify Surveillance ...
@ Holiday

["1Send Email

Local GUI4.0 HDD Error Interface
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Live View FPlayback Picture: Application Configuration
i : Exzception
|:F Local Mation ideo Tampering Video Loss Alzrm Input Alarm Output | pt |
E System Exception Typs HDD Error e
e Network [] Normal Linkage [] Trigger Alarm Cutput
{]. Video/Audia [] Audible Warning [ A=1
[+]

| [ Send Email O A-=2
E [ Matify Suresillance Canter 1 [ &-=3

Ewvent

I 9
[ A-=d4
I Basic Event
D1-»1
Smart Event O

Device Webpage HDD Error Interface
5. Must enable HDD Full and Notify surveillance Center.

Configuration

Exception

Enable Event Hint

Event Hint Settings

Exception Type

Audible Warning

Notify Survelllance Center
txceptions

Send Email

| Trigger Alarm Output

Local GUI3.0 HDD Full Interface
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Local GUI4.0 HDD Full Interface (System - Event - Exception)

Picture Application Configuration
I;l Local Motion Vfideo Tampering Video Loss Alarm Input Alarm Output
B s E-cception Type [HDD Ful ~|
e Netvwark [] Normal Linkage [C] Trigger Alarm Cutput
% Video/Audia [ Audible Warning ] A=1
E I [ Send Email [ A-=2
i Motif = Cente A3

[2) Event “ o

O A=4

[ D1-=1

art Evel

Device Webpage HDD Full Interface
Note:
Suggest the device enable overwrite. You can click Storage — Advanced — Select Overwrite.
If overwrite not enabled, Video Guard will receive HDD full alarm.
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First Choice for Security Professionals
Hikvision Technical Support
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