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Cryptage du flux de caméra et de NVR



Pour activer le cryptage du flux de c6té de I'appareil :
Caméra :
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Advanced Settings
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Counting

SNMP FTP Email Platform Access HTTPS QoS 802.1x Integration Protocol 1

Platform Access Mode Hik-Connect ' |

[ Enable

Server IP litedewv_hik-connect.com @ [ Custom
Register Status Offline v

Verification Code [seeses | @ |

( Parfois, le code de vérification est également « cryptage du flux » par I'écriture.

NVR:
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Basic Settings
Advanced Settings
Video/Audio

Image
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Storage

Vehicle Detection
VCA

Human Body Capture
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Live View Playback Pictt Application Configuration
SNMP Email Platform Access Network Service ~ Other  Integration Protocol Smooth Streaming
Platform Access Mode Hik-Connect v |
Enable
Server Address litedev_hik-connect.com [ custom@
Register Status Offline o

Stream Encryption/Encry... [sesees -

6 to 12 characters allowed, including upper-case and lower-case letters, and digits. To ensure device security,
"ABCDEF" and any other case sensitive combination of this alphabetical order are not allowed.



VISTON Live View Playback Picture Application Configuration

Authentication Access Restriction Settings Security Service Default IP Camera Password Management

2 Local
B system [[] Enable SSH
System Settings |+ Stream Encryption
Maintenance Encryption Key ssense et
Security 6 to 12 characters allowed, including upper-case and lower-case letters, and digits. To ensure device security, a
"ABCDEF" and any other case sensitive combination of this alphabetical order are not allowed.
Camera Management Note: Enabling stream encryption will force encrypt Hik-Connect stream. Hik-Connect encryption code is the sal
User Management [ Enable Picture URL Digest Authentication

VCA Configuration

@ Network

0. video/Audio

Remarque :

La premiere interface: « Network »--« Avanced Settings »--« Plateform Access »--

« Vérification code » : Le flux impliquant le serveur EZVIZ est crypté.

La deuxieme interface: « System »--« Security »--« Security  Service »--« Stream

Encryption » : Le flux est entierement crypté.

- Sivous n'activez que la premiere interface, seul le flux impliquant le serveur EZVIZ doit
entrer la clé pour déchiffrer, soit la prévisualisation sur HikConnet et sur HikProConnet.

- Si vous activez la deuxieme interface de NVR, que vous prévisualisiez sur HikConnect et
HikProConnect, ou que vous prévisualisiez sur la page web de NVR, ou que vous
prévisualisiez sur iVMS-4200 ou HikCentral, vous devez entrer la clé de crypatage du flux.



Pour saisir le clé de cryptage du flux :
Sur l'application HikConnect :

Camera 01

Camera 01

IPCamera 01

Sur 'application HikProConnect :



Sur la pageweb de NVR :
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Live View Parameters

Protocol @ TCP ) UDP
Stream Type (®) Main Stream () Sub-stream
Play Performance () Shortest Delay (@) Balanced
Rules (O Enable (@ Disable
POS/OSD Overlay () Enable (@ Disable
Image Size (@) Auto-fill O 43

Auto Start Live View ) Yes (® No

Image Format ® JPEG ) BMP
Encryption Key [ssasss \

Fire Point

Display Temperature Info.

Record File Settings

Record File Size

[[] Frame Fire Point

(®) Enable

() 256M

[] Display Fire Point...

() Disable

(@ 512M

O MULTICAST
() Transcoded S

() Fluent

O 169

[] Display Highe

M 1G



Sur iVMS-4200 sous windows :

iVMS-4200
B Main View

Auto-Switch IP Camera5_192.16!

The video is encrypted. Input
the stream key to view the
video.

test
test422
test426
test426out
test11
The video is encrypted. Input

the stream key to view the
video.
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Sur iVMS-4200 sous MacOS :

System  View Tool Help
beo iVMS-4200

& ivms.4200

Remote Playback 4 Event Management - Device Management ‘

Resources of Group 10.0.96

ol
P & mport [ Mooty X
—_— MNarne:
- - 0998M8 Nickname
1P Carara’t 1089675 o
 Encoding Channe! 1P Camera1_10.9.96.75 .
Alarm Input IP Camera3_10.9.96.76 \Video Stream:
| ‘Alarm Output IP Camera2_10.9.96.75 \iain Stream
Lo 109967 Channel-zero1_10.9.96.75 Protocol Type:
L o 10.9.96.151 IP Camera6_10.9.96.76
TcP -
{0 Ohvmev IP Camera5_10.9.96.75
| 10996105 1P Cameraé_10.9.96.75 Sireemicg Bokes
| 1099693 D5_10.9.96.75 Private Protocol -
| - 10.9.96.55 D2_10.9.96.75 Stream Key:
| . 10.9.96.84 D1.10.8.96.75
| - 10996127 A16_10.9.96.75 T &
| 1099682 A15_10.9.96.75 Con P
A12_10.9.96.76
Get New Picture:
A11_10.9.96.756
A9.10.9.96.75 Batos)
D3_10.9.96.75
£1.10.9.96.76 OK Caocel
AB_10.9.96.76 10.9.96.76 iDS-96832NXI-116/8F (8)18620201126CCRRF16887934WCV
A14_10.9.96.76 10.9.96.76 IDS-9632NXI-116/8F (8)1620201126 CCRRF16887934WCV
A10_10.9.96.76 10.9.96.76 iDS-9632NXI
A7_.10.9.96.76 10.9.96.76 IDS-9632NXI-116/8F 16887934WCV
= A6_10.9.96.75 10.9.96.76 iDS-9632NX! |
Sur Hikcentral:
HikCentral Professional Web Client Resource Management (7 X
Resource Management Add Encoding Device
and r Adding Mode (o) IP Address/Domain
Hik-Connect DDNS G
Encoding Device
IP Segment
Port Segment
Batch Import
*Device Address
o Add via TLS Protocol
*Device Port | 8000
© Mapped Port
@ Verify Stream Encryption Key ()
*Stream Encryption Key on Device @

*Device Name

*User Name | admin

*Password ®



‘ See Far, Go Further



