
Product Name Affected Vuls Affected Versions Upgrade to the latest Firmware Version to fix it

DS-K1T804AXX

CVE-2023-
28809 & 

CVE-2023-
28810

Versions below 
V1.4.0_build221212 

(including 
V1.4.0_build221212)

https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06
%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-
K1T804A/V1.4.0_build230403

DS-K1T341AXX

Versions below 
V3.2.30_build221223 

(including 
V3.2.30_build221223)

https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06
%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-
K1T341A/DS-K341A%20-%20Baseline%20Mask%20Detection/V3.2.30_build230330

DS-K1T671XXX

Versions below 
V3.2.30_build221223 

(including 
V3.2.30_build221223)

https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06
%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-
K1T671/V3.2.30_build230330

DS-K1T343XXX

Versions below 
V3.14.0_build230117 

(including 
V3.14.0_build230117)

https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06
%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-
K1T343/V3.14.0_build230331

DS-K1T341C

Versions below 
V3.3.8_build230112 

(including 
V3.3.8_build230112)

https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06
%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-
K1T341C/V3.3.8_build230330

DS-K1T320XXX

Versions below 
V3.5.0_build220706 

(including 
V3.5.0_build220706)

https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06
%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-
K1T320/V3.5.1_build230531

https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T804A/V1.4.0_build230403
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T804A/V1.4.0_build230403
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T804A/V1.4.0_build230403
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T341A/DS-K341A%20-%20Baseline%20Mask%20Detection/V3.2.30_build230330
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T341A/DS-K341A%20-%20Baseline%20Mask%20Detection/V3.2.30_build230330
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T341A/DS-K341A%20-%20Baseline%20Mask%20Detection/V3.2.30_build230330
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T671/V3.2.30_build230330
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T671/V3.2.30_build230330
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T671/V3.2.30_build230330
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T343/V3.14.0_build230331
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T343/V3.14.0_build230331
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T343/V3.14.0_build230331
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T341C/V3.3.8_build230330
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T341C/V3.3.8_build230330
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T341C/V3.3.8_build230330
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T320/V3.5.1_build230531
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T320/V3.5.1_build230531
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/06%20%20Access%20Control/00%20%20Product%20Firmware/Terminal/DS-K1T320/V3.5.1_build230531


Product Name Affected Vuls Affected Versions Upgrade to the latest Firmware Version to fix it

DS-KH6320-LE/TE(B) 
Series

CVE-2023-
28810

Versions below 
V2.2.8_build230219 

(including 
V2.2.8_build230219)

https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07
%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Stati
on%20%28KH%29/KH6320-LE1%28B%29%20KH6350%20KH6360%20-
%28TE1%29/V2.2.20_230601DS-KH6350 Series

DS-KH8350 Series
Versions below 

V2.2.8_build230219 
(including 

V2.2.8_build230219)

https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07
%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Stati
on%20%28KH%29/KH6320-%28W%29TE1%20KH8350%20KH8520-
%28TE1%29/V2.2.20%20Build230601%20Protocol%202.0

DS-KH6320-TE 
Series

DS-KH8520 Series

DS-KH9310-WTE1(B) Versions below 
V2.1.76_build230204 

(including 
V2.1.76_build230204)

https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07
%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Stati
on%20%28KH%29/KH9310%28B%29%20KH9510%28B%29/V2.1.80_build230320DS-KH9510-WTE1(B)

DS-KH8301 Series

Versions below 
V1.5.1_build191024 

(including 
V1.5.1_build191024)

https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07
%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Stati
on%20%28KH%29/KH8301%20KH8300%20KH6310%20KH6210%20EOL/V1.5.1%20B
uild%20230626

DS-KH8300 Series

DS-KH6310 Series

DS-KH6210 Series

https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Station%20%28KH%29/KH6320-LE1%28B%29%20KH6350%20KH6360%20-%28TE1%29/V2.2.20_230601
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Station%20%28KH%29/KH6320-LE1%28B%29%20KH6350%20KH6360%20-%28TE1%29/V2.2.20_230601
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Station%20%28KH%29/KH6320-LE1%28B%29%20KH6350%20KH6360%20-%28TE1%29/V2.2.20_230601
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Station%20%28KH%29/KH6320-LE1%28B%29%20KH6350%20KH6360%20-%28TE1%29/V2.2.20_230601
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Station%20%28KH%29/KH6320-%28W%29TE1%20KH8350%20KH8520-%28TE1%29/V2.2.20%20Build230601%20Protocol%202.0
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Station%20%28KH%29/KH6320-%28W%29TE1%20KH8350%20KH8520-%28TE1%29/V2.2.20%20Build230601%20Protocol%202.0
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Station%20%28KH%29/KH6320-%28W%29TE1%20KH8350%20KH8520-%28TE1%29/V2.2.20%20Build230601%20Protocol%202.0
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Station%20%28KH%29/KH6320-%28W%29TE1%20KH8350%20KH8520-%28TE1%29/V2.2.20%20Build230601%20Protocol%202.0
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Station%20%28KH%29/KH9310%28B%29%20KH9510%28B%29/V2.1.80_build230320
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Station%20%28KH%29/KH9310%28B%29%20KH9510%28B%29/V2.1.80_build230320
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Station%20%28KH%29/KH9310%28B%29%20KH9510%28B%29/V2.1.80_build230320
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Station%20%28KH%29/KH8301%20KH8300%20KH6310%20KH6210%20EOL/V1.5.1%20Build%20230626
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Station%20%28KH%29/KH8301%20KH8300%20KH6310%20KH6210%20EOL/V1.5.1%20Build%20230626
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Station%20%28KH%29/KH8301%20KH8300%20KH6310%20KH6210%20EOL/V1.5.1%20Build%20230626
https://www.hikvisioneurope.com/eu/portal/?dir=portal/Technical%20Materials/07%20%20Video%20Intercom/00%20%20Product%20Firmware/02%20Indoor%20Station%20%28KH%29/KH8301%20KH8300%20KH6310%20KH6210%20EOL/V1.5.1%20Build%20230626
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