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How to Configure the SRTP Live View

Preparation

1. SDKdemo tool downloaded from Hikvision Homepage.

How to Configure the SRTP Live View

1. Tools
1) SDKdemo is needed.

2. Configuration
1) Go to Configuration — Network — Multicast to configure the Multicast IP address within

224.0.2.0 ~ 238.255.255.255.
[ Configure this Address if you want to enable the multicast. This step is NOT necessary] .
| YAY[1VE Live View Playback Picture Application Configuration Smart Display
D Local TCPP  DDMS  PPPoE  Port  NAT  Multicast
=) SEED IP Address [ (35123 ] ]
O SEbE Stream Type |Main Stream V|
| Basic Settings
RTSP
Advanced Settings
_ _ Video Port [zg60 |@
‘90 Vioeolfudo Audio Port [8e62 1@
mage FEC Port [o860 1@
B Event FEC Ratio [0 | @ %
E] Storage
SRTP
(7] Counting
Video Porl [18860 | @
€3 MultiTarget-Type Detection
Audio Port [18862 | @

ﬂaj Comparison and Modeling

QL Face Picture Library

2) Go to Configuration — System — Security to configure the certification of SRTP by importing
the SRTP certification or clicking the Create Self-signed Certificate to create one.
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D Local Authentication IP Address Filter Security Service Advanced Security Certificate Management
B system
S iClient Certificate Crea Expol Delete Certificate Pr.
e——— erver/Client Certifical reate Self-s e xport t
Certificate 1D Valid From: Walid To: Status Functions
Maintenance
default 2019-11-30 16:01:42 2022-11-29 16:01:42 Normal HTTPS WebSockets, Enhanced. ..
Security

User Management
@ Network
0 VideorAudio

(4] image

[E] Event

B storage CA Certificate
a

Certificate 1D Valid From: Walid To: Status

Counfing
Multi-Target-Type Detection
@) Comparison and Modeling

gi Face Picture Library

Certificate Expiration Al..

[ Enable Certificate Expiraticn Alarm

Remind Me Before Expira. s | 7
Alarm Frequency(day) [
Detection Time (hour) — I 10

[[] Normal Linkage
[] Send Email

4 Motify Surveillance Genter

3) Create the self-signed certificate just like below

Create Self-signed Certificate

@ An

Certificate 1D * [Test

Public Key Length |2048

Country * [CN

Hostname/IP * [10.9.97.35

|@ De
| Day(s) @

Validity = [100]

Password |

State or province

Locality

Crganization

Organizational Unit

Email

Cancel

Delete Certificate Pr.

Functions
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Live View Picture

Playback

VISTON

Authentication IP Address Filter Security Service

Application

Advanced Security

Configuration Smart Display

Certificate Management

Local
System

Server/Client Certificate Create Self-s._ | Import ‘
System Settings: —_— _—

Certificate ID Valid From: Valid To: Status Functions
Maintenance
default 2019-11-30 16:01:42 2022-11-29 16:01:42 Mommal HTTPS WebSockets Enhanced
Security
Test 2020-04-27 04:45:36 2020-08-05 04:48:36 Mommal

User Management
Metwork
Video/Audio
Image
Event
IS CA Certificate [ import |
Counting Certificate ID Valid From: Valid To: Status Functions

Multi-Target-Type Detection
Comparison and Modeling

Face Picture Library

You will see eventually like above.
Go to Configuration — Network — Advanced Settings - SRTP , then choose the certification
you just imported or created.

Playback

VISTON Live View Picture Application

Configuration Smart Display

CEDBEDES

<)

p
Gi

1)

Local SNMP  FTP  Email  Platform Acce HTTBS Q0%  802.1x
No certificate
default

HEm Server Certificate

Rletina Encrypted Algorithm [AEs256 v

Basic Setfings

Advanced Settings
Video/Audio

Image

Event

Storage

Counting

Multi-Target-Type Detection

‘Comparison and Modeling

Face Picture Library

3. SDKdemo Verification

Right click the Device Tree to add the device.

Integration Protocol Network Service Smooth Streaming Alarm Server SRTP
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3 aclienlDemﬂ - X
[~ Version Info {
build 20200312 B
N | HCNetSDK v6.1.4.151 Config | Preview | Playback | Management | Others | Product Related | Exit | &
PlayCtrl ¥7.3.8.44 C
B Joevice TrecRiont i §
PTZ Park action
| Enable manual Track
Tvoe | -
Brightness ————
Confrast  ———— |
Saturatior ——
B R e I | = | o o
Time | state | Operation | Device Info [Emorinfo [  Locallog  AlarmInfc
20-04-27 10:27:59  SUCC NET_DVR_Logout V30 [10.8.57.35]-(10.9.57.35] Cean |  save
200427 10:27:5%  SUCC NET_DVR_StopRealPlay Camera1 winindex[0] [10.9.97.35]-{10.9.97.35]
3068457 MU Eai WET DR ClasaSane 3 n 1000720 f3n'n 07 26)  cclcsicad Loa Confia | sect
2) Input the Device Address and Password then click Add.
5 ClientDemo — X
[~ Version Info
buid 20200312 Add Device ]
X | HCNetSDKV6.1.4.151 Config Exit B
PlayCtrl v7.3.8.44 Local Node I—
@ Device Tree(Right Click 1 ke | 095735
Pt e — R
N ———
) 2
Login Mode proe = wme e = [-] zom [+]
[ roas
[~ GetIP of Device on DDNS Get IP
wso -]
DDNS Address Iwww,h\ddns,com DDNS Port |au
PTZSpeed |1
Device Serial Number  [£0120110526CCRR403594603  preset =~
Device Name/Alias = Setup
(IPserver use device name ,hiDDNS use alias) PTZ Sequence
+ =] [cotfsens]ou |
™ Get IP of Device on HCDDNS % Use HC Account € UseD punt PTZ Pattern
Use HC Account b ’1_3 E
Select Area - Login Deleteal
Use Developer Account
AppKey AppSecret Confirm PTZ Park action
Name Seral | Domain [ 1P Address [Pot | Bl
Tvoe ~
Brightness ————
i Contrast —— p——
Proxy server |no use proxy Add I Cancel Activate I Saturatior ——
Play wtRealime | ||
Thme . . . IE"D”nfD I ~ @ Locallog ¢ Alarm Infc
20-04-27 10:28:40 FAIL  GetArea List err[0:Noer... Clear San
200427 10:27:59  SUCC NET_DVR_Logout_V30 [10.5.97.35]{10.9.97.35] —nl dad
0 4-|1|n-17((‘ rn“-_nl:rr\m > 1 fi0 0 07 261 7 261 Inﬂf'r\nﬁnl tmet

3) Right click the device and click Channel Attribute.
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ﬁa ClientDiemo

Version Info
build 20200312

HCNetSDK ¥6.1.4.151
PlayCtrl v7.3.3.44

Config | Preview |

Flaybac

=@ Device Tree(Right Click 1
(-85 10.9.57.35

Capture JPEG
Channel Attribute

4) Configure the attributes like below and click Confirm. [ Configuration Step 1 is necessary if
you choose the Multicast ]

Channel Attribute

—Channel Attribute
Channel Mame
Channel Mo.
Device

Device IP
Metwork Protocol

Transpart Type

Preview Mode

Video feedbadk

Preview Protocol

Video Code Type

ICameral

1

|1u.9.9:r'.35

|1u.9.9:r'.35

TR -

L]

IMainCndE

<]

INnrmaI Preview

IDisabIE ;I
ISF‘.TF‘ |
|~ruv ~|

Confirm |

Cancel |

Select UDP or
Multicast

lect SRTP

5) Double click the camera icon to check the preview effects.




Title:

How to Configure the SRTP Live View Version: v1.0

Date:

4/27/2020

Product:

Cameras

Page:

6 0of 6

- @ Device Tree(Right Cick {

%A ClientDemo - X

~Version Info
buid 20200312

HCNetSDK V6. 1.4.151 Config I Preview | Playback I Managemntl Others | Product Related | Exit |
PlayCtrl v7.3.8.44

[-@B 10.9.97.35

L3 camera

"ZSequence

e

| Saturatior —
Stop I Record | Snapshot | CremIFrameI Window 4 ]| | Network [Most Realtime 2 | 175
Time [ state [ operation [ Device info [Erorinfo | A  Locallog € Alarm Infc
200427 10:42:26  SUCC NET_DVR_RigisterDrawFun [10.

9.97.35]-{10.9.57.35] Clean Save
20-04-27 10:42:26 SUCC NET_DVR_RealPlay_V40 Camera1 stream[0] pro[1] [10.9.97.35]-[10.9.97.35) —'
Lan teonean] cealtl test

2004 27 an.ann, San aer mun no-nl + fin'n 0226l fin 0 a2 2 ’ LoaConfia |




‘ See Far, Go Further



