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Preparation

1. AX Series Wireless Security Control Panel,\V1.0.0 or above

2. Internet Explorer or iVMS-4200 (2.7.3.8)
3. Software: SecureCRT

How to View serial port information by SSH

You can enable or disable SSH (Secure Shell) according to your actual needs. You

can check serial port information by SSH.

1. Enable SSH

Click System — Security Settings — SSH Settings to enter the SSH Settings page and you can
enable or disable the SSH function.
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2. Connect device and set log file

1) Open software: SecureCRT.
2) Click Quick Connect.

3) Add device IP to Hostname, “root” to Username, click connect.
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not connected - SecureCRT - O

File Edit View Options Transfer Script Tools Window Help
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Quick Connect

Protocol: SSH2

Hostname: 10.0.98.18 /':P
Port: 2 | Frewal: ]ﬁ—v\

Username: root J)

Authentication

[/|Password Properties...
|PublicKey E Bg
|Keyhoard Interactive E
/| GSSAPI

[ show quick connect on startup [ ]i5ave session;

[ ]Open in a tab
| Connect | | Cancel
Defaulf =
Ready 0,0 0 Rows, 0 Cols CAP NUM

4) Then add Device Password, click OK.
10.9.98.18 - SecureCRT -

. =

= W e L7

+710.9.98.18 x

File Edit View Options Transfer Script Tools Window Help

Enter Secure Shell Password

Username: ‘ root ‘

" —
Password: q:“““| ) ‘

root@10.9.98.18 requires a password. Please
enter a password now.

Default v

Ready 1, 1 24 Rows, 80 Cols

VT100
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5) If shows unable to open log file, you need change your log file address. Or click Options —

Session Options — Log File. Set right log file name and custom log data.
O
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% 0.9.98.18

- SecureCRT —

File Edit View Options Transfer Script Tools Window Help

HAPRIRN BN S TR @ I

+10.9.98.18 x

=
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SecureCRT

Unable to open log file:

! E\crt-LOG\session--Default-2018-10-15.log

FEIAREENEERE.

Defaull =

Ready '

1, 1 24 Rows, 80 Cols

6) After setting, check File — Log Session has ticked.

VT100

10.9.98.18 - SecureCRT

File | Edit View Options Transfer Script Tools Window Help

-u; Connect...

Alt+C

=M 3 MECHE]

Quick Connect...

[;] Connect in Tab/Tile...

,J Reconnect
Reconnect Al

ﬂ Disconnect
Disconnect All
Clone Session

Connect SFTP Session
Lock Session...

Print
Print Setup...

Log Session %
Raw Log Session

Trace Options

1 serial-com3

2 serial-com3 (1)
[ 310.9.98.188 (3)
410.9.98.188 (2)

Alt+Q
Alt+B

Enter

Alt+P

built-in shell (ash)
ds.

D Build Time: Jan 20 2018:12:23:51

6-CTR 9, 3 36 Rows, 121 Cols VT100 CAP NUM
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3. View serial port information
1) Input "zhimakaimen" and press enter key, get a string of characters, show as below.

10.9.98.18 - SecureCRT — O X

File Edit View Options Transfer Script Tools Window Help

AVLER cah B3I FTHLL 05 4

+/10.9.98.18 X | 4
~

BusyBox v1.16.1 (2018-01-20 10:48:07 csT) built-in shell (ash)

enter 'help’ for a 1ist of built-in commands.

BusyBox vl1.2.1l Protect Shell (psh swn31303) Build Time: Jan 20 2018:12:23:51

Enter 'help’ for a Tist system commands.

#

#

#

# zhimakaimen

M5YDXM=

Password:
v

Defauli =

Ready ssh2: AES-256-CTR 15, 11 24 Rows, 80 Cols  VT100

2) Copy the string of characters, get password on OA (customer need give our engineer), show as
below.
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H E TERDSCES R SAPEIE (S| EE6)
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201810/ 158 EM— WilfE: ruanzaisheng

Menn Password Reset X | PSH Shell x

[2) Password Reset
E] iz ENGLISH

Device Password Resetting

Custom Message *

@D*MSILBWBHD: ) ]

Device Key

M?Aamewar—m: ) ]

Security Code
Nn7NB18RO6MhPDZ3EA/ sPvEkWsPhYurC25y65CRENY1Q3eZ87XmkDig3xK]
60q90Mm@a8/ 1oMhsWWBib5xaBZre4jGDSDqMAQ8Y 2 TAWQZZKRTQGG] c1IUbyLsGu
14118BI7sukEEUSvdbkrFCQsXgRZcx@7sCtyNSMEdY=

Query Copy Security Code

3) Input password (Security Code) and press enter key. After show “root@dvrds/root” means now
you are in root mode.

10.9.98.18 - SecureCRT - a X
File Edit View Options Transfer Script Tools Window Help
JE I g —_ = . y f—
DL BRIl ¥R @ O 3
+/10.9.98.18 x | 40
~
BusyBox v1.16.1 (2018-01-20 10:48:07 €ST) built-in shell (ash)
Enter 'help’ for a 1ist of built-in commands.
BusyBox vl.2.1 Protect shell (psh svn51303) Build Time: Jan 20 2018:12:23:51
Enter 'help’ for a 1ist system commands.
#
#
#
# zhimakaimen
CAAAAFGD+7 AefLewBHO=
Password:
]
Defauli ~
KUuZNn7NB18Ro6MhPDZ3EA/sPvEkWsPhYurc25y6sCRENY1Q3eZE7xmkD1g03xKhEGog9oMmOa0,/ ToMhswwsb3xaBzZr 94 jGDSDQVM4Q8y2 TAWQZ
ZKRTQGGIc1IUbyLsGul4110BI7 sukEEUGVdbKr FCQSXgRZCX07sCty3INSMEdY= \
Ready ssh2: AES-256-CTR 14, 11 28 Rows, 110 Cols VT100 CAP NUM
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10.9.98.18 - SecureCRT - O X
File Edit View Options Transfer Script Tools Window Help |
ARCER 2 ah BB TR 0 & M
+10.9.98.18 x 4 p
~

BusyBox wl.16.1 (2018-01-20 10:48:07 CST) built-in shell (ash)
Enter "help’ for a Tist of built-in commands.

BusyBox wl.2.1 pProtect shell (psh svn51303) Build Time: Jan 20 2018:12:23:51
Enter "help’ for a Tist system commands.

#
#
# zhimakaimen

Password:
Enter Debug Mode.

Al e AT a—guest!
root@dvrdvs /root] #

Defauli = &

Ready ssh2: AES-256-CTR 16, 23 24 Rows, 80 Cols VT100

4) Input “ outputOpen ”, then start get serial port information by SSH.

10.9.98.18 - SecureCRT — | X
File Edit View Options Transfer Script Tools Window Help
HHEPRLE AN eI FRY @

+710.9.98.18 x 4

BusyBox v1.16.1 (2018-01-20 10:48:07 ¢ST) built-in shell (ash)
enter 'help' for a Tist of built-in commands.

BusyBox v1.2.1 Protect shell (psh svn51303) Build Time: Jan 20 2018:12:23:51
enter 'help’ for a Tist system commands.

#
#

#

# zhimakaimen
CAAAAFgD+7AefLeWBHO=
Password:

Enter Debug Mode.

can not change to guest!
[root@dvrdvs /ruut? #
[root@dvrdvs /root] #
[root@dvrdvs /root] -
redirectionoutput successs
[root@dvrdvs /root] #

Default =

> <

Ready ssh2: AES-256-CTR 21, 23 28 Rows, 110 Cols  VT100 CAP NUM
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