Affected Versions

CVEID

Product Name

Affected Versions

CVE-2025-66176

DS-K1T331
DS-K1T341A/K1T341B
DS-K1T671/K5671

Versions below V3.7.80

DS-K1T672

DS-K1T680

DS-K1T981
DS-K1T341C Versions below V3.3.180
DS-K1T670/K1T673 Versions below V4.48.0
DS-K1T8003 Versions below V1.4.21
DS-K1T804A Versions below V1.4.22
DS-K1T804B Versions below V1.4.23

DS-K1T201A/K1T105A

Versions below V1.3.65

DS-K1T342/K1T343/K1T344

DS-K1T6QT-F72/F43

Versions below V4.48.0

DS-K1T8005/DS-K1T808

Versions below V3.25.40

DS-K1T320/DS-K1T321

Versions below V3.9.40

CVE-2025-66177

DS-K1T323/DS-K1T510 Versions below V4.23.41

DS-K5033 Versions below V4.28.0
DS-96xxxXNI-Hx
DS-96xxxNI-Ix

DS-96xxNXI1-Sx
DS-96xXxXXNXI1-Sx
DS-76xxXNXI-Mx/VPro
DS-96xxNXI-Mx/VPro
DS-96xxxNXI-Mx/VPro
DS-76xxXNI-Mx
DS-77xxXNI-Mx
DS-96xxNXI-Mx
DS-96xxxXNXI1-Mx
DS-86xxXXNXI-Mx
DS-76xxNXI-Ix/S
DS-77xxNXI-Ix/S
DS-86xxNXI-Ix/S
DS-96XxxNXI-Ix/S
DS-76xxNXI-Ix/VPro
DS-77xxNXI-1x/VVPro
DS-96xxNXI-Ix/Vpro
DS-76xxXNXI-KXx(/xP)
including(D). (E). (B)

Build date before 250807




DS-77xxXxNXI-Kx(/xP)
including(D). (E). (B)
DS-76xxNXI-Kx(/xP)/\Vpro
DS-77xxNXI-Kx(/xP)/\Vpro
DS-76xxXNI-Qx(/xP)
including(D). (E)
DS-71xxNI-Q1(/xP)/IM
DS-71xxNI-Q1(/xP)
DS-710xNI-G1/(xP)/M
DS-71xxNI-Q1(/xP)
DS-71xxNI-Q1(/xP)/IM
DS-76xxNI-Q1(/xP
DS-76xxNI-Q2(/xP)
DS-76xxXNXI1-K1(/xP)
DS-76xxNXI1-K2(/xP)
DS-77xxNXI-K4(/xP)
DS-86xxNXI1-K8(/xP)
DS-76xxNXI-K1(/xP)/VPro
DS-76xxNXI1-K2(/xP)/\VVPro
DS-77xxNXI1-K4(/xP)/\VVPro

IDS-71XXHGHI-M1(/T)
IDS-72xXHGHI-M1(/T)
IDS-71XXHQHI-M1(/T)
IDS-72xXxXHQHI-M1(/T)
IDS-72xxHQHI-Mx/XT
IDS-72xxHUHI-Mx/XT
iDS-72xXHTHI-Mx/XT
iDS-90xxHUHI-MB8/S(S)
iDS-73xxHUHI-M4/S(S)
iDS-81xxHUHI-M8/S(S)
DS-71xxHGHI-M1(/T)
DS-72xxHGHI-M1(/T)
DS-ExxHGHI-xx
iDS-71xxHQHI-M1/S
iDS-72xxHQHI-M1/E
iDS-71xxHQHI-ML1/T
iDS-72xxHQHI-M1/T
IDS-72xxHQHI-Mx/XT
iDS-73xxHQHI-M4/S
IDS-81xxHQHI-M8/S
IDS-90xxHQHI-M8/S
IDS-ExxXHQHI-xx
IDS-71xxHUHI-M1/S
IDS-72xxHUHI-M1/E

Build date before 250807




IDS-72xxHUHI-M1/T
IDS-72xxHUHI-Mx/X
IDS-72xXHUHI-Mx/XT
IDS-72xXHUHI-Mx/PXT
IDS-73xxHUHI-M4/S
iIDS-90xxHUHI-M8/S
IDS-ExxHUHI-xx
IDS-72xXHTHI-Mx/XT

DS-A806xxSI
DS-AT1000SI

Build date before 250807

IDS-96xXXXNXI-Hx
iDS-96064NXI-116
IDS-96xxxXNXI-Ix/Al
IDS-67xXNXI-Mx/X
IDS-76xXNXI-Mx/X
IDS-77xxNXI-Mx/X
IDS-96xXNXI-Mx/X
IDS-96XXXNXI-Mx/X
IDS-96xXxXXNXI-Hx/Al
IDS-96XXNXI-Mx/Al
IDS-67xXNXI-Mx/Al
IDS-67xxXNXI-Mx/Al
IDS-67xxXNXI-S/T
iDS-67xXNXI-S
iDS-6704NXI/Al
iDS-67xxNXI-P1
iDS-7608NX1-P2
IDS-77xxNXI-P4
iDS-96xXNXI-Px

Build date before 250807

DS-2CD1xxxG2
DS-2CD3xx1G2
HWI-xxXxxHA
IPC-xxxxHA

Versions below
\V/5.7.13 230822 (including
\/5.7.13_230822)

DS-2CD2Dx5G1
DS-2CD64x5G1

Versions below
V/5.7.210 240826 (including
\/5.7.210_240826)

DS-2CD29xxG0

Versions below
\V/5.7.21 240814 (including

\/5.7.21_240814)




DS-2XE6xxxG0
DS-2XC6xxxG0

\Versions below
\/5.7.7build241203
(including
\/5.7.7build241203)

DS-2CD1xxxGO(T)
DS-2CD1xx1
DS-2CD3xx1G0
DS-2CD2xx1G0
IPC-xxxxH
HWI-xxxH(C)

\ersions below
\/5.7.23_241015 (including
\/5.7.23 241015)




