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1. Wizard

by iVMS-4200
(Recommended)
by Local GUI
7 (Only NVR)
f Online Upgrade
L (No Need to Download Firmware) by Web Browser

(if there is an “online upgrade” )

by Hik-Connect
(if there is an “online upgrade” )

Upgrade Method
Selection by Web Browser

by iVM5-4200
( Manual Upgrade by Local GUI4.0
L (Needs To Download Firmware First) (Only for NVR)

by USB in Local E-UI
(Only for NVR)

by Batch Configuration Tool
(if you have a large number of
devices of the same model}

2. How to confirm that your device model is within the risk range and get the

repair firmware

Please check the following notice to see the affected model range.
Link: https://www.hikvision.com/en/support/cybersecurity/security-advisory/security-notification-
command-injection-vulnerability-in-some-hikvision-products/

You can try the following ways to obtain the corresponding repair firmware.

Mode 1: Please see the method of obtaining firmware in the notice.

https://www.hikvision.com/en/support/cybersecurity/security-advisory/security-notification-command-
injection-vulnerability-in-some-hikvision-products/

Method 2: Please contact the technical support of HIKVISION.

Note: If you don't know the model and version of the equipment, please check [ Appendix].
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3. How to upgrade online (from Hik-Connect server)

Now there are four methods to online upgrade devices: iVMS-4200, Local GUI, Web page and Hik-
Connect. The devices’ firmware can be upgraded online, if there is a new version on platform, you can

receive notification and upgrade it.

3.1 Online upgrade by iVMS-4200 (Recommended)

Note: When you use iVMS-4200, it just need connect network on your PC client.

1. Add device to iVMS-4200.

2. Check the Firmware upgrade status in Maintenance and Management > Device Management >

Device, it will display the latest version.

iVMS-4200

Eh M W ’_\ ata rieva Report Maintenance and Management

-+ Add Q Online Device > Refresh Export Device Total (7)

| Name ~ | connection...| Network Para... | Device Type | Serial No. Security Le... | Resource U...| Firmware Upgrade | Operation

Device
)S-7608NI-K1(C) IP/Domain 10.9.91 0 Encoding D... DS-7608NI-K1082021041..

iVMS-4200

Eh M LC) Data a ln Report g Maintenance and Management

Device
+ Add Q Online Device X Delete 8% QRCode 1. Upgrade %) Export Device Total (7)

= | Name : | Security Le...| Resource U...| Firmware Upgrade | Operation

Device
Neak

] R

O
m i m

Event Configuration

Cancel

4. Then device will upgrade latest firmware automatically.



iVMS-4200

Eh m iew @ Da ieva Ry 0 Maintenance and Management

Device
+ Add Q Online Device X Delete 25 QR Code £ 3 Export Device

= | Name Connection...| Network Para... | Device Type | Serial No. | Securityle..| ResourceU..| Firmware Upgrade Operation

Device
v K P/Domain K Weak @ onin

IP/Domain 0 .50:8000 Enceding D...

iVMS-4200
Bl Main View ® Da Repo B Maintenance and Management
Device
-+ Add Q Online Device X Delete 28 OR Code [s 5 Export Device

S Connection...| Network Para... | Device Type | Serial No. | SecurityLe...| Resource U...| Firmware Upgrade Operation

@o

Device

Device Upgrade

00 @0 @ @0 o @ e

3.2 Online upgrade by Local GUI (Only for NVR)

Note: You need to enable Hik-Connect and install a HDD firstly when using Local GUI online upgrade.

1. Enable platform in Network > Hik-Connect.

NVR & O 10

System

Enabl:
L L4 Verification Code

Hetwork Connection Status | Online

General Bind Status  No
Time Sync @

Hik-Connect
Stream Encryption

Email Server IP | litedev.sgp.hik-connec

Camera

Record

2. After device is online, you can click update button and enter the Online upgrade interface.



10 K
\
Device Name  Network Video Recorder
Firmware V4.30.217, Build 210204 {

Device Model  DS-7608NI-K1

Serial No 0820210410CCRRF82431557WCVU
Simple Restore
Factory Defaults

Restore to Inactive

NVR

System
System Info

System Date | 23-09-2021 =]
General
System Time | 17:01:18 (C]

User
Resolution 1920*1080/60Hz(1080P)(R¢ v

Exception
Wizard @)

Network Video Recorder

Network Lock Screen Password )
[

NTP Time Sync @ or i
Camera : o

Record
Simple Restore Factory Defaults

Restore to Inactive

3. Click Test Upgrade to obtain latest version info, then download firmware file and upgrade your

device.

Device Upgrade

Local Ui de

S e Auto Download )

Online Upgrade Current Version V4.30.217, Build 210204 Test Upgrade
Latest Version NVR V4.31.102, Build 210626

Download Ignore

Note
Upgrade file downloaded.

Close

3.3 Online upgrade by Web page (If there is an "online upgrade" interface)

Note: You need to enable Hik-Connect and install a HDD (for NVR) or SD card (for IP camera) firstly when
5




using Web page online upgrade.

1. Firstly, enable the platform: Configuration > Network > Advanced Settings > Platform Access.

Live View Playback Picture Configuration
0D Loca Email  Platform Access  Network Service  8021x  Other  Integration Protocol  Log Server Configuration
ocal P
Bl System Platform Access Mode  |[Hik-Connect v]
O Network I ] Enable l
Basic Seftings Server Address itedev.sgp.hik-connect.com |
I Advanced Settings Register Status [ Online 4 ]

Stream Encryption/Encry... [eseses e |

0, Video/Audio
6 to 12 characters allowed, including upper-case and lower-case letters, and digits. To ensure device security, a combinatiol

El Image case sensitive combination of this alphabetical order are not allowed.
E Event [] Enable Hik-Connect Server Time Sync
Storage

2. After device is online, go to Configuration > Maintenance > Online Upgrade, click Check Upgrade

to obtain latest version info, then download firmware file and upgrade your device.

Live View Flayback Picture Configuration

Upgrade & Maintenance  Online Upgrade Log Diagnose

I;l Local

B System Current Version V4.30.217 build 210204

System Settings [] Automatically download the latest installation package.

Maintenance

Security Check Upgrade

Camera Management

Version

User Management
Latest Version: V4.31.102 build 210626

Network
O ewor New Version Features

0 Video/Audio

Image [ Download Now Ignore the version.

[E] Event
Storage

gg VCA




3.4 Online upgrade by Hik-Connect (If there is an "online upgrade" interface)

Note: Youneed to enable Hik-Connect and install a HDD (for NVR) or SD card (for IP camera) firstly when
using Hik-Connect online upgrade.

1. Add device to Hik-Connect, and click device settings icon, then enter Device Version

b o < Settings

@ Recent Live View > L DS-7608NI-k |
==

My Device

Linked Camera
* DS-7608NI-k !
< |0
Authorization Service
Notitication
v

Storage Status
Device Version L]
Contigure DDNS Not Set

Remote Contiguration

Delete Device

2. Check the firmware info and click Upgrade, the device will upgrade new version automatically.



Device Version

N

Upgrade

Current Version

Latest Version

4. How to upgrade firmware manually

4.1 Upgrade by Web Browser

1. Enter the device IP address in the IE browser. Login by inputting username and password.



HIKVISION

Upgrade & Maintenance
4
=
e Reboot Reboot the device.
I Maintenance ] 3 I
Defauit
Securty
Restore Reset all the parameters, except the IP parameters and user information, o the defaul settings
User Management
Default Restore all parameters to defaul seftings
© Network
@ VideolAudio Export
Device Parameters
(] image S
[ Event Import Config. File
Storage Device Parameters [ ]
Status
Upgrade
[Firmware v [ il
Status
upgrading.

Configuration
Pr—

Browse

5

Import

Upgrade

admin

X admin

[+ Logout

Note: The upgrading process will be 1 to 10 minutes, please don't disconnect power to the device during the process. The device reboots automatically after

©Hikvision Digital Technology Co

Choose the firmware which has been saved in advance.




Organize v New folder

z A
& Favorites ki

| ; Date modified Type Size
| B Desktop I __ digicap.dav I
|

2016/7/512:47 DAV File 13,392KB
U Recent Places

4 Libraries
4 Documents
o Music
&/ Pictures
= Subversion
B Videos

1™ Computer

&co

ca D)

HEE)

ca FF)

¥ (personal) (P:)

¥ share (\\hikvision.cc

€ Network

File name: IFTETEEY

4. Click “Upgrade” button, the upgrading process will be 1 to 10 minutes. The device reboots automatically after upgrading.

Device will reboot automatically after upgrading
Continue?

Notes

The device cannot power off during the upgrade.

10



4.2 Upgrade by iVMS-4200

Preparations

Download iVMS-4200 from following link, and install it on your computer.

https://www.hikvision.com/en/support/download/software/ivms4200-series/

Steps:

1. Open the iVMS-4200 software, and go to Maintenance and Management -> Device Management.

iVMS-4200
@ Event Cente; [E Maintenance and Management

Device

—+ Add  Q Online Device & Refresh Export Device

Device

[ | Name = | Connection..| Network Para.. | Device Type | Serial No. | Security Le...| Resource U...| Firmware Upgrade | operation
Device

2. Find the device which need to be upgraded. Click “Add” icon, input device name, user name and password, click add to
add device.

IVMS-4200

Maintenance and Management

3. Choose the device added before, go to remote configuration-Basic Settings.

11
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Maintenance and Management

Device

2 Ref xport D

| Name | Connection..| NetworkPara.. | Device Type | Serial No. | Security Le...| Resource U...| Firmware Upgrade | Operation

1P/Domain 10, 8 Encoding D.. D i Weak No availa “

4. Go to System- Maintenance- Upgrade, click Browse, choose the firmware which has been saved in advance.

D Local Upgrade & Maintenance Log System Service
E System
Reboot
System Settings
Reboot Reboot the device
Maintenance |
Security m Default
User Management Restore Reset all the parameters, except the IP parameters and user information, to the default settings.
O Network Default Restore all parameters fo default setfings.
‘91': Video/Audio Information Export
Image: Device Parameters
E Event Diagnose Informa.. Download the log, system information and hardware information.
ERELE Import Config. File
Device Parameters Browse Import
Status
Upgrade
|Firmware ﬂ | Browse Upgrade
Status 2

Note: The upgrading process will be 1 to 10 minutes, please don't disconnect power to the device during the process. The device rebo
automatically after upgrading.

J. » Computer » D& (D:) » firmware Search fumware

Organize v New folder =~ A ©
| ey MName Date modified Type Size

C II['_ digicap.dav 2016/7/51247 DAV File
C

File name: digicap.dav ~ _[Upgrade i

—— ==

5. Click “Upgrade” button, the upgrading process will be 1 to 10 minutes. The device reboots automatically after upgrading.

Note:
The device cannot be cut off during the upgrade.

12



4.3 Upgrade by USB in local GUI 4.0 (Only for NVR)

Preparation

1. Arrange the NVR a monitor.
2. Plug the USB flash drive which contain firmware into NVR USB port.

Steps:

1. Login the device by inputting username and password.

w

! Tue 18:23
Ly

2. Go to Maintenance -> Upgrade -> Local Upgrade.

13



D) Systern Infa Device - File For *dav.r . mavia. - 7 Refre
[Z] Loginformation ) Upgrade
File Name File Size File Type Edit Date Delete Play

Import/Export

Upgrade

2]
]

FTP
Online Upgrade
Camera Upgrade
Default

@ Network Detecti
HDD Operation

System Service

3. Choose the USB flash drive, find the new firmware file stored in USB plugged to NVR USB port, click Upgrade to

continue.

) Systern Info 1 || Device SB Flash D|sk ile For *dav.* mav.tiav - = Refresh
USB Flash Risk 1-1
] Log Information E' .

Import/Export fGiS,liame,

Eai LUale Uelele

rile 1ype

Al Album Folder 10-05-2018

Upgrade PS4 Folder 28-05-2018 ..
System Folder 08-05-2018
b8 list Folder 29-05-2018
FTP

Online Upgrade
Carmera Upgrade
Default

@0 Network Detecti
HDD Operation

System Service

4. The NVR will reboot automatically when it is finished.

Note:

The device cannot power off during the upgrade.

14



4.4 Upgrade by USB in local E-UI (Only for NVR)

Preparation

Store the upgrade firmware to a backup device, and connect it to your device.

Steps:

1. Click “Maintenance” at the upper-right corner, click “Upgrade”
NVR

@& [D1] IPCamera 01

D2] 1124

IPCanera 0
NO LINK

NO LINK

2. Click “Local Upgrade”, select a backup device in Device Name, select the upgrade firmware. Click “Upgrade”.

15



Device Upgrade

;al Upgrade
Onlfine Upgrade

£ Upgrade

File Name File Size File Type

Edit Date

Folder

digicap.dav

43.78MB 3-2021 17:19:18

3. Upgrading, Your device will reboot automatically when upgraded.

Device Upgrade

Local Upgrade

Online Upgrade

File Name File Type Edit Date
o) Folder 01-01-1970 0C
B digicap.dav 3

16



4.5 Upgrade by Batch Configuration Tool

Preparation

1.

2.

Download Batch Configuration tool from following link, and install it on your computer.
https://www.hikvision.com/en/support/tools/hitools/TS20200826032/

Network topology: Use the Ethernet cable to connect the devices and PC to one switch.

Note: The device you want to upgrade should use same firmware.

Steps:

1.

Install the software Batch Configuration Tool

=
Name Date modified Type Size
Batch Configuration 2019/1/10 16:27 Application

The interface should be like this.

L3 Batch Configuration

Total number:0 | + add Q
[ ID | Device Type | IP Address | Port | Channel | Firmware Version | Serial No. | Upgrade | Operation | Status
Total Number: . & Refresh 8% One-Touch Configure @ Q
| ID | Device Type | Security | IPv4 Address | Port | Firmware Version | IPv4 Gateway | HTTP Port | Device Serial No. | Subnet Mask | MAC Address | Encoding Channel | DSP Ver:
001 DS-7216HUHI-K2  Activated  10.096.176 8150  V4.20.000build 1811... 10.9.96.254 121 DS-T216HUHI-K2162.. 2552552550  44-47-cc-cb-53-38 16 V5.0, bu
002 Activated  10.9.96.20 8000 VA4.1.64build 190119  10.9.96.254 80 . 2552552550  c4-2f-90-al-Ob-ed O V5.0, bu
003 Activated  10.9.96.219 8118  V3.496build 171130  10.9.96.254 108 . 2552552550  58-03-fb-cd-59-a2 0 V5.0, bu
004  DS-9664NI-I16 Inactive 10.9.96.34 8000 V4.1.64build 190119  10.9.96.254 80 DS-9664NI-I1616201... 2552552550  28-57-be-ad-de-ac 0 V5.0, bu
005 DS-K2602 Activated  10.0.96.126 8000  V2.0.5build 190117 10.9.96.254 N/A DS-K260220190117V... 2552552550  18-68-cb-f0-028d 0
006  DS-7604NI-SE/P  Activated  10.9.96.206 8304 V3.0.22build 170621  10.9.96.254 N/A DS-7604NI-SE/P0420...  255.255.255.0 48-20-5f-2f 0 V1.0, bu
O 007  DS-7216HUHI-K.. Activated  10.9.96.60 8000  V4.20.000build 1811... 10.9.96.254 80 DS-7216HUHI-K2/P16... 255.255.255.0 16 V5.0, bu

Error Message(®)

Click the ‘Add’ to add all devices you want to upgrade to the region that devices will be upgraded.

17
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3.

4.

5.

Total Number: 0 + add

|10 | Device Type [ - 37 o | Serial No. | Upgrade | Operation | Status

User Name | |admin

Password

L ]
Total Number: ... o Refrgh 4 [ Edit Network Parameters 48 One-Touch Apply 8% One-Touch Configure @ Q
= [ ID | Device Type | Security | IPvd Address | Port | Firmware Version | IPvd Gateway | HTTP Port | Device Serial No. | Subnet Mask | MAC Address. | Encoding Channel | DSP Ver:
001 D§-K2602 Activated  10.0.96.126 8000 V205build 190117 10.8.96.254 N/A DS-K260220190117V...  255.255.255.0  18-68-cb-19-02-8d 0
¥ Jo02  DS-7732NI-i4/16P Activated  10.9.96.20 8000 VA4170build 181114  10.9.96.254 80 DS-7732NI-14/16P162... 2552552550  c4-2(-90-a1-Ob-ed 0 V5.0, bu
003  DS-7232HQHI-K2  Actvated 10996218 8113  V4.2.00build 180802  10.8.96.254 102 DS-7232HQHI-K2322..  255.255.255.0  58-03-fb-c6-B1-ca 32 V5.0, bu
o DST2GHUHIKZ Adiated 10996176 8150  V4.20.000build 1811... 10.9.96.254 121 DS-7216HUHI-K2162...  255.255.255.0  44-47-cc-cb-53-38 16 V5.0, bu
005  DS-7604NI-SE/P  Activated  10.9.96.206 8304 V3.0.22build 170621  10.9.96.254 NfA DS-7604NI-SE/PO420... 255.255.255.0  Bc-e7-48-20-5F2f 0 V1.0, bu
“ 006  DS-9664NI-I16  Activated  10.0.9634 8000 V4.170build 181114  10.9.96.254 80 DS-9664NI-11616201...  255.255.255.0  28-57-be-ad-de-ac 0 V5.0, bu
007  DS-PWA32HSR  Activated  10.9.96.23 8000 V1.0.1build 181220  10.9.96.254 80 DS-PWA32-HSR20180... 255.255.255.0  58-03-fb-b0-1e-7c 0 V0.0, bu
Error Message(10) ¢
Choose all the devices and upgrade.
JARNG} _ O
Upgrade X
Upgrading Mode @ File Upgrade 3 Crline Upgrade
File Path | Gtz Jdigicapday B9
~| Reboot Device after Upgrading Delete Device after Upgrading
> Configuration
Cancel

It will upgrade automatically.

Upgrade Progress Upgrade Total: 2 | Succeeded: 0 Failed: 0

< |10 | Device Type | IP Address | Port | Channel | Firmware Version | Serial No. | Upgrade | Operation | Status
¥ 001  DS-7732NI-I4/16P  10.9.96.20 8000 © V4,170 build 181114 DS-7732NI-14/16P162... Upgrade [EEEE G068 Online
v 002  DS-9664NI-16 10.9.9634 800 @ V4170 build 181114 DS-9664NI-11616201...  Upgrade BLe 6 Online

The devices will be upgraded successfully.

Upgrade Progress (ST Upgrade completed. Succeeded: 2 Failed: 0 X
~ | ID | Device Type | IPAddress | Port | Channel | Firmware Version | Serial No. | Upgrade | Operation | Status
¥ 001 DS-T7TINI-4/I6P  109.96.20 800 @ V4170 build 181114 DS-7732NI-14/16P162... | Upgrade completed. G000 Online

vl 002  DS-9664NI-116 109.96.34 8000 V4170 build 181114 DS-9664NI-11616201... | Upgrade completed. | & & ® & Online

18



5. [Appendix]

5.1 How to check device model type

You can find device model type on the package label or the device label.
Take below picture as an example, the model type in below picture is
DS-2CD2347G2-LSU/SL (C)

N e
VNS SN
PR AN y o s

z
”
’
£f P

3

2

a

£

H

g
Nz
WS 2 e

Made in

Digital Technology Co.,Ltd.
iang District.Hangzhou 310052,China

5.2 How to check device firmware version

You can find device model type and firmware version according to below methods.
Method 1: Find model type and firmware version on device local menu.

From NVR Local GUI:
GUI 4.0: Please enter device local Maintenance- System Info- Device Information to check device model and firmware
version.

(i) systeminfo
Device Name Network Video Recorder

Model DS-96256N-116MH
Camera
Serial No. 1620160607CCRRS72961244WCVLU
Record

Firmware Version V4.0.0, Build 000000

Alarm
Network
HDD

Device Slalus

E-UI: Click Maintenance icon in upper right corner to check device model and firmware version.
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9 ! &

v  Basic Settings DST Settings More Settings
et s e System Info

Time Zone X ij

Date Format

Network Video Recorder
System Date Model:DS-7608NI-K1(8)
- SN:0820191210CCRRD9BATOAS2WCVU
SystemiTine a2 ‘ Version No.:V4.30.085, Build 210409 €

VGA Resolution | 1920*1080/60Hz(1080P)Re v |
- ==

— )
HDMI Resolution | 1280'720/60H2(720P) ,v] ‘ Restore to Inactive

Mouse Pointer Speed  Slow @=——————————————— Fast
Lock Screen Password (il
Wizard -

Enhanced SVC Mode (il

GUI 3.0: Please enter device local Menu- Maintenance- System Info- Device Info to check device model and firmware
version.

Device Info Camera Record Alarm MNetwork HDD

Embedded Net DVR
DS-7304HUHI-K4
0420170620CCWRT82566662VWCVU
V3.5.25, Build 170724

0xa4100

Please scan the QR code via iVMS client.

From web page (NVR/ IPC /PTZ):
Please login device via web browser, enter Configuration- System- System Settings to check device model and firmware

version.

20



a0

BT E LD

Local

System

System Settings
Maintenance
Security

User Management
Network
Video/Audio
Image

Event

Storage

Firmware Version

Live View Playback Picture Configuration
Basic Information Time Settings DST RS-232 metadata Settings About
Device Name [P CAMERA |
Device No. 88 |
Model DS-2CD2043G0-|
Serial No DS-2CD2043G0-120180630AAWRC 31467690

V5.6.5 build 200316

Encoding Version

V7.3 build 190910

Web Version V4.0.1 build 200316
Plugin Version V3.0.7.16

Number of Channels 1

Number of HDDs 0

Number of Alarm Input 0

Number of Alarm Qutput 0

Firmware Version Property B-R-G1-0

Method 3: Find device model type and firmware version with SADP tool.

1.

Follow the link to download the latest version of SADP tool on your computer.
https://www.hikvision.com/en/support/tools/hitools/TS20200826033/

Use SADP software to automatically search active online devices in the same subnet with the PC running the software,

and then select the required device to view its device type and software version.

Total number of online devices: 6 5

WD

DS-7216HQHI-K2/P

028 NVR-208MH-C/8P

029 iDS-2CD71C5G0-1ZS

030 DS-KIT331W

= | Device Type | Status
Active
Active

Active

Inactive

10.9.96.87

10.9.96.90

192.0.0.64

| IPv4 Address

10.9.96.144

Refresh

| Port | Enhanced SDK Service Port | Software Version

V3.5.511build 181225

V4.,30.085build 210409

V5.5.122build 200922

V3.2.30build 210609

21
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‘ See Far, Go Further
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