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Figure 1-1 Characteristics of IoT 
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Figure 2-1 Product Security Architecture
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Figure 2-2 Secure Booting

Figure 2-3 Digital Signature and Signature Verification Process
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Figure 2-4 Application Code Signing Process 
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Figure 2-5 User Permission and Device Access Control Management 
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Figure 2-6 Data Life Cycle Security Management 
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Figure 2-7 Audio and video encryption transmission process 
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Figure 2-8 Digital watermark 
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Figure 2-9 Static white box usage process 

Figure 2-10 Dynamic white box usage process 
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Figure 2-11 Key Layered Management 
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Figure 2-12 Syslog Log Management Service 
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Figure 2-13 Security Emergency Response
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Figure 4-1 IoT Product Security Design Practices Reference Guide 
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Figure 4-2 AIoT Security Management Solution 

 

 

 

 

 



 

 28 

 

 

 

Figure 4-3 Supports Multi-level Data Security Assurance
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