HIKVISION TECHNICAL BULLETIN

Title: Product Identification and Password Reset

Date: 5/23/2013 [ Version: | 2.0 | Pages | 2

Product: Hikvision network products (DVR's, NVR's, IP Cameras)

Action Required: Information Only

1. Connect your PC and DVR directly or through a switch. Power cycle the device you wish to restore.
2. Download and install the SADP tool. Please refer to the SADP manual for installation help and instruction.

Launch SADP to display the device's information.

@ rvou
(O v o oo e & Refresn | » @Wmmms
[Fice]
1D Device Type IPv4 Address Port Software Version IPv4 Gateway Serial No. Subnet Mask MAC Addresy
001 DS-T316HF-ST  172.28.1.153 8000 V2.0.2build 120424 DS-7316HFI-ST1620120319BBWR40...  255.255.255.0 00-40-48-89 FAdoress
002 DS-6401HFH-_. 172.28.0.51 8000 VA1.1.1build 120503 DS_6401HFH_B10S0020120319AAC... 255.255.252.0 00-40-48-88 Bar
003 DS-7216HF-SN  172.28.1.155 8000 V1.3.0build 120809 DS-7T216HFI-ST/SNO120120225AAWR... 255.255.255.0 00-40-48-83- UL
004 DS-6401HFH-_. 172.28.0.52 8000 V1.1.1build 120503 DS_6401HFH_B10S0020120319AAC... 255.255.252.0 00-40-48-88 AR
005  DSG401HFH-. 172.28.0.54 8000 VA1.1.1build 120503 DS_B401HFH_B10S0020120319AAC. . 255.255.252.0  00-40-48-89| | | IPv6Address:
006 DSB40THFH-. 172.28.0.50 8000 VA1.1.1build 120503 DS_B401HFH_B10S0020120319AAC . 255.255252.0  00-40-48-88| | | IPv6 Gateway [ |
007  DS-6401HFH-.. 172.28.0.55 8000 V1.1.1build 120503 DS_6401HFH_B100020120319AACH. . 2562552520  00-40-43-88f |  IPvePrefxiengt: [
08 DS7I0MHSN 172281140 8000 VA30builg 120809 DS7204HV1.STISNO1201207038AWR_ 2582552550 00-40-48-27]. || sertal . I
WY DSSWAEIU 1/ZZBOSS  BUD  VTi0wa 120530 S 50A_ TV TIUSIIAGRRS. . 2552552520 Ub-40-at-4a]
010 DS-6504D-B10  172.28.0.69 8000 V1.1.1build 120330 DS_6504D_B100420110321ACRR40... 255.255.252.0 00-40-48-444 8
o1l DSSSOADEI0 17225070 8O0 VA1 tbullg 120330 DS_6504D_B100420110321ACRRA0. . 2682552520 00-40-48-44]
¢ NotsErtartne acmin password of e device
012 DSSSOADEI0 17225055 BO00 VA1 ibuilg 120330 DS_6504D_B100420 110321ACRRA0. 2552552520 00-40-4544] SR
013 DSSSOADE0 17220064 8000 VA1 1build 120330 DS_5504D_B100420 1002 1ACRRS0.. 2662552520 00 40 40 44
014 DSSSOADEI0 17228057 OO0 VA1 1ibuilg 120330 DS_6504D_B100420110321ACRRA0. . 2582552520 00-40-46-44]
015 DS-6504D-B10  172.28.0.68 8000 V1.1.1build 120330 DS_6504D_B100420110321ACRR40... 255.255.252.0 00-40-48-444 SRR R ERSE
016 DSSS0ADEI0 17225056 BO00 VA1 ibuilg 120330 DS_6504D_B100420110321ACRRA0. . 2682552520 00-40-46-44]
017 DS-T616NI-SP 192.0.0.64 8000 V2.2.2build 120924  0.0.0.0 DS-T616NI-SP1620121031BBRR412 255.255.255.0 8c-e7-48-07- Eoniin
018 DSSOTHFH.. 17228050 8000 V11 1builg 120503 DS_B401HFH_B100020120318MCH . 2582552520 00-40-46-68]
1o iosassiting. fromuse fodoo 1t thala hunts 05 si0tHEH_BHo00201au oMCH.. 258282520 0010450 || gp L0551l s seres srcharacirs
020 DS-6401HFH-_. 172.28.0.61 8000 V1.1.1build 120503 DS_6401HFH_B100020120319AACH... 255.255.252.0 00-40-48-884 ELEioe deitcd
021 DSOMSMFLST 17228181 800  \221buld120728 1722811  DSOYISHFLSTIS201071BBBRRADS. 2652552550  00-40-48-56)
022 DSSOTHFH.. 17225048  BO00 V11 1builg 120503 DS_5401HFH_B1050020120310M0. . 2552552520 00-4048-581
= 151

Fig. 1
3. Locate the Serial Number column of the device to restore. Click the Hide/Show button (yellow arrows) to
show or hide more information (Fig.1). You may need to stretch the field to see all of the 24 to 30 characters
(Fig. 2).
4. Take a screen shot of the Serial Number and provide the current date of the device. If you are unable to
obtain the current date of the device, please provide the date shown on the Start Time (date when the device

was last powered on) column.

S

Oniine Devices D soout
@ Total number of online devices: 60 @ Refiesh | <
Software Version 1Pv4 Gateway Serial No. SubnetMask MAC Address Encoding Channel(s) DSP Version Start Time IPv6 Address
V2.0.26uild 120424 € D573 16HFI-ST1620120319BBWR407498024WCVU _#255.255.255.0  00-40-48-99-33-50 16 V.0, build 1204102012107 083548

V111000 120503 DS_6401HFHBT0 TRCF407436092W 2552552520  00-4048-88-06-0c 1 V11, build 120322 20121107 16:28:58

V1.32.00il6 120809 DS-7216HFI-STISN0120120225AMWR407125148WCVU 2552552550  0040-48-83-7-6c 16 V5.0, build 120807 2012-11-07 16:42:04

V11.1build 120503 DS_6401HFH_B1050020120319AACH407436003W 2552552520  00-40-48-88-06-00 1 V11, build 120322 2012-11-07 16:28:58

V11.1build 120503 DS_6401HFH_B1050020120319AACH407436095\ 2552552520  00-40-48-88-06-01 1 V11, build 120322 2012-11-07 16:28:59

V11.1build 120503 DS_6401HFH_B1050020120319AACH407436091W 2552552520 004048880600 1 V11, build 120322 2012-11-07 16:28:58

V11100l 120503 DS_6401HFH_B100020120310AACH407436002W 2552552520 004048880502 1 V11, build 120322 2012-11-07 16:29.07

V1.3.00uild 120809 DS-7204HVI-STISN0120120703AAWR409451078WCVU 2552552550  00-40-48-37-75-16 4 V5.0, build 120807 2012-11-07 16:35:58

V1170016 120330 US_55040_B100420711052 1ACKRAU 28823851 252052520 UUAUaBasCI U VI10UIG 120401 20124107 V62858

V11.10uild 120330 DS_6504D_B10042011032 1ACRR 40288247 1WY 2552552520  00-4048-44c117 O V11builg 120401 20121107 16:28:57

V1116016 120330 DS_6504D_B10042011032 1ACRR 40288247210 2552552520 00404844118 0 V11buil6 120401 20121107 16:28:57

V11.1build 120330 DS_6504D_B10042011032 1ACRR402882467WY 2552552520 00-4048-44c113 0 V11builg 120401 2012-11-07 16:28:56

V14.10uid 120330 DE_6504D_B10042011022 1ACRR402082485WY 2552552520 004042440112 0 V11build 120401 2012 11 07 16:28:55

V11.1build 120330 DS_6504D_B10042011032 1ACRR 4028824891V 2552552520  00-4048-44c115 0 V11builg 120401 2012-11-07 16:28:56

V1116016 120330 DS_6504D_B10042011032 1ACRR402882470WY 2552552520 00404844116 0 V11buil6 120401 2012-11-07 16:28:57

V11.1build 120330 DS_6504D_B10042011032 1ACRR 4028824681V 2552552520  00-4048-44ci1a O V11builg 120401 2012-11-07 16:28:56
V222000120924 0.0.00 DS7616NI-SP1620121031BERR412437760WCVU 2552552550  80-o7-48-072045 16 V10, build 120822 2012-11-07 17:2501  feB0:8ee7 48
V11100 120503 DS_6401HFH_B100020120310AACH407436003W 2552552520  00-4048-88-0503 1 V11, build 120322 2012-11-07 16:29:41

V1116016 120503 DS_6401HFH_B100020120310AACH407436008 1 2552552520  00-40-48-88-0508 1 V11, build 120322 20121107 16:29:43

V221build 120728 1722811 DS-9116HFIST16201107188BRRA04153240WCVU 2552552550 00404856971 16 V10, build 120723 2012-11-05 131046 1e80:240:48ftf
V11.1build 120503 DS_6401HFH_B1050020120319AACH407436080W 2552552520  00-40-48-88-06-09 1 V11, build 120322 2012-11-07 16:28:58

V11100 120503 DS_6401HFH_B100020120310AACH407436005W 2552552520  00-40-48-88-0505 1 V11, build 120322 2012-11-07 16:29:42 1
a7 ]

Fig. 2
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5. Please email the screen shot to techsupport@hikvisionusa.com so we can provide the Secure code for your

device.

Note: We need the Device Serial No. and Device's current date information to create a unique Secure

Code for your device. For security reasons, the Secure Code will only be valid during the same day as the

Device's current date.

6. When you receive the Secure code, click on the device you wish to reset. The selected device will turn gray.

Input the code in the Restore Default Password field and click on the Confirm button (Fig. 3).

®. cnine Devices D s
€ Total number of online devices: 60 . Befiash |2 Modity Network Parameters
D Device Type IPv4 Address Port Software Version 1Pv4 Gateway Serial No. SubnetMask |*

1P Address [172281053
G0 CoTsteNFST 17azeiiEs 8000 | V20Zbuld 120424 D373 eHF ST e207203 5 o
002  DSB40THFH-. 17228051 8000 V1.1.1build 120503 DS_5401HFH_B10S0020120319AACHA0T436002  255.255.2520| | | O e
003 DS-7216HF-SN  172.28.1.155 8000 V1.3.0buily 120809 DS-72 16HFI-ST/SNO 120 12022 5AAWRA07 125148WCVU  255.255.255.0 BUE Mk 225
004 DS-6401HFH-. 17228052 8000 V1.1.1build 120503 DS_6401HFH_B10S0020120319AACH407436093W 255.255.252.0 {Edt Galaway
005 DS-6401HFH-. 17228054 8000 V1.1.1build 120503 DS_6401HFH_B10S00201203 19AACH407436095W 255.255.252.0 IPv6 Address:
G5 DSSIIHFH-. 17228050 8000 Vii.tbuild 120503 TR TSRO | |V T p—
007  DSG401HFH-.. 17228055 8000 VA1.1.1build 120503 DS_6401HFH_B100020 1203192ACH407438002 255.255.262.0 Pve PrefxLengt [
008 DSE504DB10 17228063 8000 V1.1.1build 120330 DS_6504D_B100420110321ACRRA02982455WWV 2552652520 | | serial No. [Ds7316HFIST16201203 108
010 DSSSMDEI 17228070 8000 Vi1.tbuld 120330 D3_s5040_B100420110321 y Al = i
off  DSSMDEID 17228085 8000 Vii.tbuild 120330 D3_65040_B10042011032 ACRRA02382457UN 2552552520

<o NoteErter e admin passwordofne vics
o2 DSSSMDEI) 17228084 8000 Vii.tbuld 120330 05, 65040_B00AzOtM032 1ACRRIOZSROGWY 2552852520 TR
013 DSSSMDEID 17228057 8000 Vi1.tbuld 120330 DS_65040_B10042011032 ACRRA238200UN 2552552520
o1+ DSEIMDEI0 1722306 8000 Vi1.thul 120330 D3_s5040_B100420110321 y o
015 DS-6504D-B10  172.28.066 8000 VA1.1.1build 120330 DS_6504D_B100420110321ACRR402982468WV 255.255.252.0 e e
Ol DSTSIBNISP 1920054 8000 V222mild 120524 0000 DS7516N-SP1G2012103 BBRRAI247T50NCW 2552552550
o6 DSSMIHFH-. 17228081 8000 Vi1.tbuld 120503 DS_S401HFH_B1000201203197CHAOT ZS 008 2552552520
Of9  DSOMGHFIST 17228491 8000  V22nild 120729 1722611  DSS1ISHFISTIG20TOTISRERRAOSIZONOVS 2552552550 || e himeni ot s 8 Sees of haracters
020 DS-6401HFH-. 17228048 8000 V1.1.1build 120503 DS_6401HFH_B10S00201203 19AACH407436089W 255.255.252.0 (AR
021 DSSMIHFH-. 17228088 8000 Vii.tbuld 120503 DS_S401HFH_B100020120319ACHAOT 35005 2552552520
022 DSSWIHFH-. 17228088 8000 Vii.tbuld 120503 DS_G401HFH_B1000201203108ACHA0T 426005 2552552520
5

Fig. 3

7. You will get a pop-up Information window with the following message: Password recovery success (Fig. 4).
®

®_ onine evices ® roou

€9 Total number of online devices: 59 . Betieah |2, Modify Network Parameters
D Device Type IPv4 Address Port Software Version IPv4 Gateway Serial No. Subnet Mask [+
035 iDS-2CD893PF... 172.28.169 8000 V3.0build 110309 iDS-2CD893PF-E01207 0 Eort 2000
036 DS-2CD833F-E  172.28.1.70 8000 V4.0.1build 120508 _0.0.0.0 DS-2CD833F-E0120120225AARR407 126376 255255.255.0 IR R 259:255:255:0.
037 UNKOWN-DEV._.. 172.28.177 8000 V3.0build 1 17CCRR403817931 255.255.255.0 GRAREEE 2
038 DS-2CD855F-SDI 172.28.1.78 8000 V4.0 3build 206AARR406113298 255255.252.0 1Pv6 Address:
041  DSO0IBHFKST 172281108 8000  Vv2.2-1build BWCVU of | serialNo. [1031BBRR412437780WC VU
043 DS-7204H-SN 172.28.1.140 8000 V¥1.3.0build 0703AAWR409451078WCVU  255.255.255.0 Save
045 DS7216HF-ST 172281154 8000  V1.3.0build TO0TED TR 205 U 0| | before you save the network parameters
048 DS-7616NI-SP 192.0064 8000 V2.22build 120924  0.0.0.0 DS-7616NI-SP1620121031BBRR412437760WCVU 2552552550 SRR A

Note: Serial code is a Series of characters
052  DS2CD883F-E 17228150 8000 V4.0.30uld 121010 1722811 DS-2CD883F-E012011031 10 ol e Sttt e andne seral
number ofthe device.

053 DS-2CD863PF-E 17228171 8000 V4.0.1build 120508 0.0.0.0 DS-2CD863PF-E01: 125801 0
054  DS2CDT33F-EI 17228175 8000  V4.0.1build 120508 48.52.48.55 DS-2CD733F-EI012011 74 0
055  DS-2CD84B4F-El 172.28.1.80 8000 V4.01build 120419 1722811 DS-2CD8464F-E10120120420CCRR 408229616 2552552520
El 0]

Fig. 4

8. Please wait 2 min and then power cycle the device. The device's password has been restored to default

(12345).
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