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User Manual of Network Camera

Thank you for purchasing our product. If there are any questions, or requests, please
do not hesitate to contact the dealer.

This manual applies tdletwork CamergV5.2.0), and thedetailedmodels ardist

below

Type Model
Typel DS-2CD20Series Camera
Typell DS-2CD21Series Camera DS-2CD11 Series Camera
Typelll DS-2CD22Series Camera
TypelV DS-2CD23Series Camera
TypeV DS-2CD24Series Camera,DS-2CD14Series Camera
TypeVI DS-2CD25 Series Camera, EXEDI15 Series Camera
TypeVII DS-2CD26 Series Camera
TypeVIII DS-2CD27Series Camera
TypelX DS-2CD2Q Series Camera
Type X DS-2CD2A Series Camera
TypeXI DS-2CD2T Series Camera
TypeXIl DS-2CD2C Series Camera
Type XIlI DS-2CD2D Series Camera
Type XIV DS-2CD40Series Camera iDS-2CD60 Series Camera
Type XV DS-2CD41Series Camera,iDS-2CD61Series Camera
TypeXVI DS-2CD42Series Camera
Type XVl DS-2CD43Series Camera
TypeXVIlI DS-2CD45Series Camera
Type XIX DS-2CD46Series Camera
Type XX DS-2CD48Series Camera
Type XXl DS-2CD4ASeries Camera
Type XXIl DS-2CD64Series Camera
Type XXIll DS-2CD65 Series Camera
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This manual ray contain several technical incorrect places or printing errors, and the

content is subject to change without notice. The updates will be added to the new
version of this manual. We will readily improve or update the products or procedures
described in th manual.

DISCLAIMER STATEMENT

fiUnder writers Laboratories Inc. (AULO) has
of the security or signaling aspects of this product. UL has only tested for fire, shock

or casualty hazar ds aferSafatyt UL60858ldULi n ULG6s St
Certification does not cover the performance or reliability of the security or signaling

aspects of this product. UL MAKES NO REPRESENTATIONS, WARRANTIES OR
CERTIFICATIONS WHATSOEVER REGARDING THE PERFORMANCE OR

RELIABILITY OF ANY SECURITY OR SIGNALING RELATED FUNCTIONS

OF THIS PRODUCYW.
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Regulatory Information

FCC Information

FCC compliance: This equipment has been tested and found to comply with the
limits for a digital device, pursuant to part 15 of the FCC Rules. These limsits a
designed to provide reasonable protection against harmful interference when the
equipment is operated in a commercial environment. This equipment generates, uses,
and can radiate radio frequency energy and, if not installed and used in accordance
with the instruction manual, may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful
interference in which case the user will be required to correct the interference at his
own expense.

FCC Conditions

This device complies with part 15 of the FCC Rules. Operation is subject to the
following two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received, including interferenceatghat m
cause undesired operation.

EU Conformity Statement

marked with "CE" and comply therefore with the applicable

harmonized European standards listed under the Low \oltage

Directive 2006/8/EC, the EMC Directive 2004/108/EC, the RoHS
Directive 2011/65/EU.

c E This product and if applicable- the supplied accessories too are

2012/19/EU(WEEE directive): Products marked with this symbol
cannot be disposed of as unsorted municipal waste in the European
Union. For proper recycling, return this product to yoacal
supplier upon the purchase of equivalent new equipment, or dispose
of it at designated collection points. For more information see:

I www.recyclethis.info

2006/66/EC (battery directive): This product consagnbattery that
cannot be disposed of as unsorted municipal waste in the European
Union. See the product documentation for specific battery
information. The battery is marked with this symbol, which may
include lettering to indicate cadmium (Cd), lead)(Rlyr mercury

(Hg). For proper recycling, return the battery to your supplier or to
a designated collection point. For more information see:

www.recyclethis.info.


http://www.recyclethis.info/
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Safety Instruction

These instructions are intended to ensure that the user can use tret poockctly to
avoid danger or property loss.

The precaution measure is divided into O0Wal

Warnings: Serious injury or death may be caused if any of these warnings are
neglected.

Cautions: Injury or equipment damage may be causedny of these cautions are

neglected.

Warnings Follow these safeguards | Cautions Follow these precautions 1
prevent serious injury or death. prevent potential injury or materi

damage.
AWarnings:

Please adopt the power adapter which can meets#tfety extra low voltage
(SELV) standard. And source with ADC or 24 VAC (depending on models)
according to the IEC60950 and Limited Power Source standard.

If the product does not work properly, please contact your dealer or the nearest
service cente Never attempt to disassemble the camera yourself. (We shall not
assume any responsibility for problems caused by unauthorized repair or
maintenance.)

To reduce the risk of fire or electrical shock, do not expose this product to rain or
moisture.

This installation should be made by a qualified service person and should conform
to all the local codes.

Please install blackouts equipment into the power supply circuit for convenient
supply irterruption.

Please make sure that the ceiling can support more than 50(N) Newton gravities if
the camera is fixed to the ceiling.

If the product does not work properly, please contact your dealer or the nearest
service center. Never attempt to disassenbé camera yourself. (We shall not
assume any responsibility for problems caused by unauthorized repair or
maintenance.)


http://www.cibo.cn/?dictkeyword=supply+interruption
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A Cautions:

Make sure the power supply voltage is correct before using the camera.

Do not drop the camera or subject it to physsteick.

Do not touch sensor modules with fingers. If cleaning is necessary, use a clean
cloth with a bit of ethanol and wipe it gently. If the camera will not be used for an
extended period of time, put on the lens cap to protect the sensor from dirt.

Do not aim the camera lens at the strong light such as sun or incandescent lamp.
The strong light can cause fatal damage to the camera.

The sensor may be burned out by a laser beam, so when any laser equipment is
being used, make sure that the surface of éms@ not be exposed to the laser
beam.

Do not place the camera in extremely hot, cold temperatuiihes dperating
temperature should be betwe80C ~ 60C, or -40C ~ 60C if the camera

mod el has an), dustpor damp enviranmenty end wiot)expose it

to high electromagnetic radiation.

To avoid heat accumulation, good ventilation is required for a proper operating
environment.

Keepthe camera awayom water and any liquid.

While shipping, the camera should be packed in its originalipg.ck

Improper use or replacement of the battery may result in hazard of explosion.
Please use the manufacturer recommended battery type.

Notes:
For the camera support$R, you are required to pay attention to the following
precautions trevent IR refletion:

5

Dust or grease on the dome cover will cause IR reflection. Please do not remove
the dome cover film until the installation is finished. If there is dust or grease on
the dome cover, clean the dome cover with clean soft cloth and isopropyl alcohol.
Make certain the installation location does not have reflective surfaces of objects
too close to the camera. The IR light from the camera may reflect back into the
lens causing reflection.

The foam ring around the lemsust be seated flush against the mserface of

the bubble to isolate the lens from the IR LEDS. Fasten the dome cover to camera
body so that the foam ring and the dome cover are attached seamlessly.
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Chapter 1 System Requirement

Operating System:Microsoft Windows XP SP1 and above version / Vistém7 /
Server 2003 / Server 2008 32bits

CPU: Intel Pentium IV 3.0 GHzo Core i7-4000 series or higher, depamglon
differentvideo resolution

RAM: 1G or higher

Display: 1024%768 resolution or higher

Web Browser. Internet Explorei7.0 and above versigibafari5.02 and above
version Mozilla Firefox 3.5 and above versiand Google Chron&and above

Versiors.
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Chapter 2 Network Connection

Before you start

5

5

If you wantto set the network camera vaéaLAN (Local Area Network) please
refer toSection2.1 Setting he Network Camera over the LAN
If you wantto set the networkamera visa WAN (Wide Area Network) please

refer toSection2.2 Setting the Network Camera over the WAN

2.1 Setting the Network Camera over the LAN

Purpose:

To view and configure the camera waalLAN, you need to connect the network

camera in the same submeéth your computer andinstall theSADP or iVMS4200

software to search and change the It(hehetwork camera.

Note: For the detailed introduction of SADP, please refer to Appendix 1.

2.1.1 Wiri ng over the LAN

The following figures show the two ways of cable connectioa nétwork camera

andacomputer

Purpose

5

To test the netwd camera, you can directly connect the network camera to the
computer with a network cable as shown in Figufle 2
Refer to the Figure 22 to setnetwork camera over the LAMa a switch or a

router

‘ or ——Network cable—— r.{f
O o

Network Camera Computer

Figure 21 Connecting Directly

10
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5
(% I'I’O/;(,
e\‘No C@b

/’N /e\ ‘

|

W v o

J
Network Camera Computer

Figure 22 Connecting via a Switch @Router

2.1.2 Detecting and Changing the IP Aldress

You need the IP address to visit the network camera.
Steps:
1. To getthe IP ddress, you cachoose either of the following methods
E Use SADP, a software tool which can automatically detbet online
network camemin the LAN and list the device informationcluding IP
address, subnet mask, port number, device serial numbéare devsion, etc.,
shown inFigure 23.
E UsetheiVMS-4200client softwareto list the online devices. Please refer to
the user manual @¥MS-4200client software for detailed information.
2. Change the IP address and subnet mask to the same sulthet af your
computer
3. Enter the IP address of network camera in the address field of the web browser to
view the live video.
Notes:
The default IP address19€2.00.64 and the port number890Q The default user
name isadmin and password 2345 And you ae highly recommended change
the initial password after your first login.
For accessing the network camera from different subnets, please set the gateway
for the network camera after you pggin. For detailed information,lpase refer

to Section6.3.1 Configuring TCP/IP Settings

11
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._ Online Devices
»
9 Total romber of online devices: 3 & Refresn WModify Network Parameters
1D Device Type IPv4 Address Port Software Version IPv4 Gateway Serial No.
IP Address: [172623002
001 IOCNOOOONY, 172.6.23.102 8000 V2.1.2build 121113 172.6.231 O-OOOOOOOD0O0NT
Port:
02 OO 17262372 2000 V2.2.8build 131113 172.6.231 OX-NOOOOONXXXNY 8000
003 XOCNXOOOXX 17262322 8000 VS1.0builg 131118 1725231 X XOOOOonony | Subnethlzsk 255255.255.0
IPv4 Gateway. 1726231
IPvE Address feB0:240:48ffeed:6c69
IPvG Gateway:
IPv6 Prefix Length: | G4
Serial No: B010).0.0.0.0.0.0.0.0.0. 0.
Password Save
Mote:Enter the admin password of the device
befare you save the network parameters.
Restore Default Password
Serial code Confirm
Mote: Serial code is a series of characters
&3 combined by the starttime and the serial
number of the device
4] Te]

Figure 23 SADP Interface

2.2 Settingthe Network Camera over the WAN

Purpose:
This section explains how to connect the network camera to the Withi\a static IP

or a dynamic IP.

2.2.1 Static IP Connection

Before you start:
Please pply a staticlP from an SP (Internet Service ProvidelVith the static IP
addressyou can connect the network camera via a router or connect it to the WAN
directly.

Connecting the network camera via a router
Steps

1. Connect the network camera to the rauter

12
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2. Assign aLAN I[P address, the subnet mask and the gateway. Refection2.1.2
Detecting and Changing the IP Addreger detailedIP addressonfigurationof
the camera

3. Save the static IP in the router.

4. Setport mappinge.g, 80, 8000, and 554 port¥he stepdor port mapping vary
according to thedifferent routers. Please call the router manufacturer for
assistance with port mapping.

Note: Refer to Appendix 2or detailed information about portapping.

5. Visit the network camera through a web browsetherclient softwareover the

internet.

A
Router with Computer
Static IP

> 'aha Ir
R i < RS PR |
Network Camera
Figure 24 Accessinghe Camerahrough Router with Static IP
Connecting the network camera with static IP directly
You can also save the static IP in the camera and directly connect it to the internet
without using a routeRefer b Section2.1.2Detecting and Changing the IP Address

for detailed IP address configuration of the camera.

g

or —Network cable—( Internet /) -Network cable— [./
@ ~ g N - =

Network Camera with Static IP Computer

Figure 25 Accessinghe Cameravith Static IPDirectly

2.2.2 Dynamic IP Connection

Before you start:
Please pply adynamiclP from an ISPWith the dynamic IP addss,you can connect
the network camer a modem or a router.

Connecting the network camera via a router

Steps

13
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1. Connect the network camera to the router.

2. In the camera,ssign a LAN IP address, the subnet mask and the gateway. Refer
to Section2.1.2 Detecting and Changing the IP Addres®or detailed LAN
configuration.

3. Inthe router, set the PPPOE user name, password and confirm the password.

4. Setport mappingE.g. 80, 8000, and 554 porihe steps for port mapping vary
depending on different routersleBse call the router manufacturer for assistance
with port mapping.

Note: Refer to Appendix 2 fodetailed information about portapping.

5. Apply a domain name from a domain nhame provider.

6. Configure the DDNS settings in the setting interface of the router.

7. Visit the camera via the applied domain name.

Connecting the network camera via a modem
Purpose:
This camera supports the PPPoE auto-uafunction. The camera gets a public IP
address by ADSL dialp after the camera is connected to a modéou. needto
configure the PPPOE parameters of the network cank&efer to Section5.3.3
Configuring PPPOE Setting$or detailed configuration.

i ¢
C N 1
‘ or O —Network cable— —Network cable- (‘ Internet ) Network cable— ’1
\ 2 J
~ \‘\ N 7

Network Camera Modem Computer

Figure 26 Accessingthe Camerawith Dynamic IP
Note The obtained IP address is dynamically assigned via PPPoE, so the IP address
always changes after rebooting the camera. To solve the inconvenience of the
dynamic IP, you need to get a domain name from the DDNS provider (E.g.
DynDns.com). Please follothe stepsbelow for normal domain name resolution and
private domain name resdilon to solve the problem.

E Normal Domain Name Resolution

14
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Domain Name
Resolution Server

Port Map
Network S5 Network € \\ Network ./
etwor T o __Network_ ¢ y, _Network
‘ oF O‘ T cable T 2 cable ( Internet ) cable K
L e
Network Camera Router with Computer
Dynamic IP

Figure 27 Normal Domain Name Resolution
Steps:
1. Apply a domain name from a domain name provider.
2. Configure the DDNS settings in tMBDNS Settingsinterface of the network
camera. Refer to Section 6.3.4 Configuring DDNS Settings for detailed
configuration.

3. Visit the camera via the applied domain name.

E Private Domain Name Resolution

PC+IP Server+ Static IP

8

|
Port Map Network cable
|

W
Network == Network ¢ 5 Network
or ! etwor; - 7//- - il etwor _( In[crnct _ etwori |
cable cable cable
\ )
o P 2
Network Camera Router with Computer
Dynamic IP

Figure 28 Private Domain Name Resolution
Steps:
1. Install and run the IP Server software incamputerwith a static IP.
2. Access the networkamera through theAN with a web browser othe client
software.
3. Enable DDNS and selet® Serveras the protocol typeRefer toSection6.3.4
Configuring DDNS Settingdor detailed configuration

15
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Chapter 3 Access tahe Network
Camera

3.1 Accessing bywWeb Browsers

Steps:

1. Open the web browser.

2. Input the IP address of the network camertheaddresdar, e.g.,192.0.0.64and
press thdnter key to enter the login interface

3. Input the user name and passwandl clickLogin.

English e

User Name admin

Password | eesss

Login

Figure 31 Login Interface

Notes:
The default usemame is adminand the defaulpassword is 12345.
Multi-language is supportedEnglish, Smplified Chinese Traditional Chinese
Russian Turkish, JapaneseKorean Thai, Viethnamesge Estonian Bulgarian
Hungarian Czech Slovak French Italian, German Spanish PortuguesgePolish,
Greek Dutch, Romanian Finnish Norwegian Danish Swedish Croatian
Serbian Slovenianetc.

4. Installthe plugin before viewing the live video araperatingthe camera. Please

follow the installation prompts to install theugtin.

16
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Live View Playback Log Configuration &, admin | & Logout

2 | | [ Sub Stream Main Stream | Webcomponents ¥ X«

Please click here to downic stall the plug-in. Close the browser when
the plug-in.

Figure 32 Download and InstalPlug-in
=e ==

@ Sctup - Web Components

Click Next to continue, or Cancel to exit Setup.

[ MNext = J [ Cancel

Figure 33 Install Plugin (1)

@ Setup - Web Components [=2]= =

Setup has finished installing Web Components on your
computer.

Click Finish to exit Setup.

Figure 34 Install Plugin (2)
Note: You may have talosethe web browser tmstall the plugin. Please reopen the

web browser and log in again after installing the ptug

17
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3.2 Accessing byClient Software

The product CD contains the iVM&00client softwareYou canview the live video
and manage the canaewith the software
Follow the installatiorprompts to install theoftware.The control panel and live view

interfaceof iVMS-4200client softwareare shown abellow.

A jvMs-4200 admin @ R 143011 & - o x

File System View Tool Help

== Control Panel Eel main view “  Remote Playback &2  Device Management

‘Operation and Control

modifying, deleting, and basic
ns of E-map

PO Remote Playback E-map
‘3 Searching the record files and
= playbac = pe

Video Wall

O
B video Wall Configuration and
-

|_|,|_| Operation.

Maintenance and Management

eters and linkage actions ofthe = related parameters

Device Management m Event Management 24 Record Schedule
The management of the devices and \ | ration of alarm, abnarmal t L) Configure the recording schedule and

Account Management
Ad ng users and assigning

System Configuration
iew and backup Configure general parameters
o

Figure 35i1VMS-4200Control Panel
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n

iVMS-4200 p—

View Tool Help

BS  Control Panel Frl main view 5 Remote Playback &2 Device Management

Search...
LJ 1-Screen
& 4-Screen
Ed 9-Screen
& 16-Screen

+ BB Custom View

Camera

Search...

)
L wmems

@ 10.99.106.192_# .

@ 10.99.108.192_j_

& 10.99.106.192

@ 10.99.108.192_f_

& 10.99.106.37_I
+) 23 172.6.23.123 H
+ . ipc

*) i 172.6.23.103

PTZ Control

Figure 36 iVMS-4200Configuration Panel

Note: For detailed informabn aboutthe softwareplease refer tdhe user manual of

the iVMS-420Q
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Chapter 4 Wi-Fi Settings

Purpose:
By connecting to the wireless networ k, y o u

network connection, which is very convenient for the actual surveilmgication.
Note: This chapter is only applicable for the cameras withbthi#-in Wi-Fi module.

4.1 Configuring Wi-Fi Connection in Manage and
Ad-hoc Modes

Before you start:
A wireless network must be configured.
Wireless Connection in Manage Mode

Steps:
1. Enter the WAFi configuration interface.
Configuration> Advanced Configuration> Network> Wi-Fi

TCP/IP | Port | DDNS | PPPoE | SNMP || QoS | FTP | Wi-Fi

Wireless List |m|
MNa. SSID Working Mode Security Mode Channel Signal Strength  Speed(Mbps)

1 belkins4g infrastructure NONE 1 94 54 i
2 Roy Zhong infrastructure WPA2-personal 1 78 54 [
3 yourPC infrastructure WPA2-personal 1" 37 150
4 Micheal infrastructure WPA2-personal 6 K| 150
5 APPLE infrastructure WPA2-personal 6 K| 150 L

Figure 41 Wireless Network List

2. Click Searchto search the online wireless connections.
3. Click to choose a wireless connection on the list.

Wi-Fi

58D belkin54g

Network Mode @ Manager ) Ad-Hoc

Security Mode not-encrypted E

Figure 42 Wi-Fi Setting Manage Mode
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4. Check the checkbox to select tNetwork mod@asManage,and theSecurity
modeof the network is automatically shown when you select the wireless
net work, please dond6t change it manual |
Note: These parameters are exactly identical with those of the router

5. Enter the key to connect the wireless network. The key should be that of the

wireless network connection you set on the router.

Wireless Connection in Adhoc Mode

If you choosetheAdh oc mode, you donét need to connec

router.The scenario is the same as you connect the camera and the PC directly with a
network cable.

Steps:

1. Choose Aeéhoc mode.

Wi-Fi

SS5ID camerabd 6 Twif

MNetwork Mode ) Manager @ Ad-Hoc

Security Mode not-encrypted B4

Figure 43 Wi-Fi Setting Ad-hoc

2. Customize a SSID for the camera.
3. Choose the Security Mode of the wireless connection.

Security Mode not-encrypted -
WPA-personal

s WPA-enterprise

[] Enable WPS WPA2-personal

WPAZ-enterprise
Figure 44 Security Mode Ad-hocMode
4. Enable the wireless connection function for your PC.

5. Onthe PC side, search the network and you can see the SSID of the camera
listed.
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camerabdbTwifi

L
belkin54g o
Tenda_0.A0698 1.“
yourPC N
HenryHu M
APPLE M
Peter_Ma N

Open Network and Sharing Center

Figure 45 Ad-hoc Connection Point
6. Choose the SSID and connect.

Security Mode Description:

Wi-Fi

SSID belkin54g

Metwark Mode @ Manager ) Ad-Hoc

Security Mode not-encrypted -
WPA-personal

WPS WPA-enterprise

[7] Enable WPS WPA2-personal
WPA2-enterprise

PIN Code

@ PBC connection

Figure 46 Security Mode

You can choose lie Security Mode as neincrypted, WEP, WPApersonal,
WPA-enterprise, WPADersonaland WPA2enterprise.

WEP mode:
Wi-Fi
SSID belkins4g
Metwork Mode @ Manager ) Ad-Hoc
Security Mode WEP E
Authentication @ Open ) Shared
Key Length @ 64bit © 128bit
Key Type © HEX © ASCIl
Key1 @
Key2 ©
Key 3 ©
Key 4 ©

Figure 47 WEP Mode

Authentication- Select Open or Shared Key System Authentication, depending on
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the method used by your access point. Not all scg®ints have this option, in
which case they probably use Open t&ys, which is sometimes known as SSID
Authentication.
Key length This sets the length of the key used for the wireless encryption, 64 or
128 bit. The encryption key length can sometintes shown as 40/64 and
104/128.
Key type- The key types available depend on the access point being used. The
following options are available:
HEX - Allows you to manually enter the hex key.
ASCII- In this method the string must be exactly 5 chamactor 64bit WEP
and 13 characters for 12Bit WEP.
WPA-personal and WPAPpersonal Mode:
Enter the required Prghared Key for the access point, which can be a hexadecimal

number or a passphrase.

Wi-Fi

SSID belkins4dg

MNetwork Mode @ Manager ) Ad-Hoc

Security Mode WPA-personal E
Encryption Type TKIP E
Key1 @

Figure 48 Security Mode WPA-personal
WPA- enterprise and WPA@rterprise Mode:
Choose the type of client/server authentication being used by the access point;

EAP-TLS or EARPEAP.
EAP-TLS
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Wi-Fi

SSID test

Metwork Mode @ Manager ) Ad-Hoc

Security Made WPA-enterprise E
Authentication EAP-TLS [~
Identify

Private key password

EAPOL version 1 [+]

CA certificate | Browse

| |
User certificate | Browse || Upload |
| |

Private key | Browse

Figure 49 EAP-TLS
Identity - Enter the user ID to present to the network.
Private key passworid Enter the password for your user ID.
EAPOLversion- Select the version used (1 or 2) in your access point.
CA Certificates- Upload a CA certificate to present to the access point for
authentication.

EAP-PEAP:

User Name Enter the user name to present to the network

Password Enter the passworadf the network

PEAP Version Select the PEAP version used at the access point.

Label- Select the label used by the access point.

EAPOL version- Select version (1 or 2) depending on the version used at the
access point

CA Certificates- Upload a CA ceificate to present to the access point for

authentication

4.2 Easy Wi-Fi Connection with WPS function

Purpose:
The setting of the wireless network connection is never easy. To avoid the complex

setting of the wireless connection you can enable the WPS fanctio
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WPS (WtFi Protected Setup) refers to the easy configuration of the encrypted
connection between the device and the wireless router. The WPS makes it easy to add
new devices to an existing network without entering long passphrases. There are two

modes bthe WPS connection, the PBC mode and the PIN mode.

Note: If you enablethe WPS function, you doot need to configure the parameters

such as the encryption type and you donot

connection.
Steps:

WPS

/| Enable WPS

PIN Code 48167581 Generate

@ PBC connection Connect

Use router PIN code
SSID
Router PIN code
Figure 410 Wi-Fi Settings WPS

PBC Mode

PBC refers to the PudButton-Configuration, in which the user simply has to push a
button, either an actual or virtual one (as | Comnect | putton on the configuration
interface of the IE browser), on both the Access Point (and a registrar of tluek)etw

and the new wireless client device.

1. Check the checkbox ¢ ¥ Enable WPS t5 enable WPS.

2. Choose the connection mode as PBC.

f@ PBC connection | Connect |

Note: Support of this mode is mandatory for both the Access Points and the
connecting devices.

3. Check on the WFi router to see if there s WPS button. If yes push the button

and you can see the indicator near the button start flashing, which means the WPS
function of the router is enabled. For detailed operation, please see the user guide of

the router.
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4. Push the WPS button to enable thection on the camera.
If there is not a WPS button on the camera, you can also click the virtual button to
enable the PBC function on the web interface.

5. Click Connectbutton.

@ PBC connection Connect

When the PBC mode is both enabled in the router and the camera, the cambea and
wireless network is connected automatically.

PIN Mode:

The PIN mode requires a Personal Identification Number (PIN) to be read from either
a sticker or the display on the new wireless device. This PIN must then be entered to

connect the network, usiythe Access Point of the network.

Steps:
1. Choose a wireless connection on the list and the SSID is shown.
Wirzlez=s List m
No. 5510 Working Mode Secaurity Mode Channel Signal Strength Spesd{Mbps)
10 AP infrastructurs WPAZ-parsonal i 13 54 -
Webber infrastructurs WFAZ-personal T 54
12 TP-LINK_PocketAF DFBO4E infrastructurs WPAZ-personal 8 T 150
12 AF1 infrastructurs WPRAZ-personal [i] 180 =
14 TP-LINK_PocketAP_C4C2168 infrastructurs NONE i} [i] 150 4
Wi-Fi
581D AR
Netwerk Mode @ Manager & Ad-Hoc
Security Mods WRAZ-perzanal =
Encryption Type TEIP |;|
Hey 1 @
WPS
| Enable WPE
FIN Code 4BiETEG1 | Generste |

PEC connection

@ Use router FIN code Connect

s3I0 AF

Router PIN code

Figure 411 Wi-Fi Settings WPS PIN Mode

2. ChoosédJse route PIN code
If the PIN code is generated from the router side, you should enter the PIN code you
get from the router side in tHeouter PIN codefield.
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3. Click Connect

Or

You can generate the PIN code on the camera side. And the expired time for the PIN
code is 120 seconds.

1. Click Generate

PIN Code 45167581 | Generate |

2. Enter the code to the router, in the example, enter 48167%8& touter.

4.3 IP Property Settings for Wireless Network

Connection

The default IP address of wireless network interface controller is 192.168.1.64. When
you connect the wireless network you can change the default IP.

Steps:

1. Enter the TCP/IP configurationterface.

Configuration> Advanced Configuration> Network> TCP/IP

Or

Configuration> Basic Configuration> Network> TCP/IP

TCP/IP | Port | DDNS | PPPoE | SNMP | QoS || FTP | WiFi

NIC Settings
Select NIC wlan E
IPvd Address 172.6.21.124
IPv4 Subnet Mask 2552552550
IPvd Default Gateway 172.6.211
DHCP

Multicast Address

Figure 412 TCP/IP Settings
2. Select the NIC as wlan.
3. Customize the IPv4 address, the IPv4 Subnet Mask and the Default Gateway.
The setting procedatris the same with that of LAN.
If you want to be assigned the IP address you can chedahéeckbox to enable the

DHCP.
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Chapter 5 Live View

5.1 Live View Page

Purpose:

The live vew page allows you to viethe realtime video, capture images, realize
PTZ control, setall preset and configure video parameters.

Login the network camera tenter the live view page, or you can clicke View on

the menu bar adhemain page to enter the live view page.
De<ription s of the live view page:

KX-XNKXNKX |— Camera Model Online Help
Menu Bm-_| Live View Playback Log Configuration & admin | ¥ Logout |
i3} iss] || x1 | |[W] Third Stream Sub Stream Main Stream [VWebcomponems' g — Display Control X »

Control

F™
<ol 8| e |pz
e ©

+

-
4
)

Live View Preset1

1
Window 2 Preset2
3 Preset3
4 Preset4
5 Presets Preset
& Presic T Settings
7 Preset7

8  Preset8

9

Preset9

Tool Bar — | & %0 i !! LoRt ) Q, 10 Preset 10

|<

Figure 51 Live View Page
Camera Model:
It lists the camera model you are connecting to.

Online Help:

Click Gto get the online help, which will guide you through the basic operations for
each function.
Menu Bar:
Click each tab to mer Live View, Playback, Log and o@figuration page
respectivey.
Display Control:
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Click each tab to adjust the laycandthe stream type of the live . And you can
click the dropdown to select the plum. For IE (internet explore) user,
webcomponentsaind quick time are selectabkend for NonrlE user, webcomments,
quick time, VLC or MJPEG is selectable if they are supported by théovosiser
Live View Window:

Display the Ive video.

Toolbar:

Operations on the live view page.g, live view, capture, recordawdio on/off,
two-way audio, etc.

PTZ Control:

Panning, tilting and zooming actions of the canardthe lighter and wiper control
(if it supports PTZ functior an external pan/tilt unit has been installed

Preset Setting/Caling:

Set and call the preset for the caméfrapports PTZ functioor an external pan/tilt

unit has been install@d
5.2 Starting Live View

In the live view window as shown Figure 52, click .*. on the toolbar to start the

live view of the camera.

. e —— $ @ B
Figure 52 Live View Toolbar

Table 51 Descriptiors of the Toolbar

Icon Description

L/ Start/Sop live view

The window size is 4:3

The window size is 16:9

Theoriginal widow size

L Self-adaptive window size
Main Stream Live view with the main stream
Sub Stream Live view with the sub stream
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Third Stream Live view with the thirdstream
Webcomponents |8 Click to select th¢hird-party plugin.
(O] Manually capture the picture
ML Manually start/stop recording.
D=—C=— R Audio on and adjust volume /Mute.
LN Turn on/off microphone.

TASS Turn on/off 3D zooming function.

5.3 Recording and Capturing PicturesManually

In the live view interface click '#. on the toolbato capture the live pictures or

click ™. to record the livasiew. The saving pathof the captured pictureand clips
can be set on th€onfiguration > Local Configuration page.To corfigure remote
scheduledecording, please refer fection7.2.

Note Thecapturedmagewill be saved as JPEG filer BMP file in your computer.

5.4 Operating PTZ Control

Purpose:

In thelive view interface youcanuse the PTZ control buttons to realize pi#tfdoom

control of the camera.

Before you start

To realize PTZ control, the camera connected to the network must support the PTZ
function or a pan/tilt unibas beernstalledto the cameraPlease properly set the PTZ

parameters on R&385settings pageeferringto Section10.8 RS-485 Settings

5.4.1 PTZ Control Panel

On the live view page, clicl £ </ to show the PTZ controlgmelor click £ ' to

hideit.
Click the direction buttons tcontrol the pan/tilt movemest
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v 4 v 1 =
< [ ] .
» v 4 © ©
- - > +

v o K&
Figure 53 PTZ Control Panel

Click the zoom/iris/focusuttons to realize lens control.
Notes:

Thereare8 direction arrows/,V <, D,V,‘\/fy,ﬁ&,&) in the live view window

when youclick and drag the mouse in the relative positions.

For the cameras which support lens movesienty, the drection buttonsare

invalid.
Table 52 Descriptiors of PTZ Control Panel
Icon Description
4 | - Zoom in/out
e Focus near/far
© o Iris +/-
¥ Light on/off
i Wiper on/off
& Onetouchfocus
@ Initialize lens
e » + Adjust speed of panlt movemens

5.4.2 Setting / Calling a Preset

. Setting a Preset:
1. Inthe PTZ control pangkelect a pres@umber from the preset list.

1 Preset 1

2 Preset 2

4 Preset 4

5 Preset 5

Figure 54 Setting a Preset
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2. Use the PTZ control buttons to move tlensto the desired position.
A Pan the camera to the right or |left.
A Tilt the camera up or down.
A Zo omouti n
A Refocus the lens.

3. Click to finish the setting athe current preset.

4. You can clickEd to delete the preset.

Note You can configure pito 128 presets.

Calling a Preset:
This feature enables the camera to point to a specified presensaeadly or when

an event takes place.

For thedefined preset, you can call it at any time to the desired preset scene.

In the PTZ control pangkelect alefined preset from the list and cIi to callthe
preset.
Or you can place the mouse on the presetsfante, and call the preset by typing the

preset No. to call theorrespondingresets.

1 Preset1

2 Preset2

Preset 3

4 Preset4

5 Presets

Figure 55 Calling a Preset

5.4.3 Setting / Calling a Patrol

Note:
No less than 2 presédtsiveto be configured before you set a patrol.

Seps:
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1. Click €* to enter the patrol configurat interface.

Select a path No., and clic& to add the configured presets.
Select the preset, and input the patrol duration and patrol speed.

Click OK to save the first preset.

a M DN

Follow the steps above to add the other presets.

Patrol
Preset  Preset1 ||

Patrol duration 2

Patrol Speed 30

OK Cancel

Figure 56 Add Patrol Path
6. Click B tosave a patrol.
7. Click & to start the patrol, and clic® to stop it.
8. (Optional) Click @ to delete a patrol.
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Chapter 6 Network Camera
Configuration

6.1 Configuring Local Parameters

Note: The local configuration refers to the parameters of the live,vieword files
andcaptured pictures. The record files and captured pictures are the ones you record
and captured using the web browser and thus the saving paths of them are on the PC

running the browser.
Steps:
1. Enter the Local Configuration interface:

Configuration > Local Configuration

Live View Parameters

Pratocol ® TcCP O upp O muLTICAST O HTTP
Live View Performance @] Shortest Delay O Real Time @ Balanced (@] Fluency
Rules ® Enable O Disable

Image Format ® JPEG O BuP

Record File Settings

Record File Size O 258m @ s12m O 1c

Save record files to C-\Documents and Settings'zhonggiuyue\Web\RecordFiles
Save downloaded files to C-\Documents and Settings'zhonggiuyue\Web\DownloadFiles
Picture and Clip Settings

Save snapshots in live view to C-\Documents and Settings'\zhonggiuyue\Web\CaptureFiles
Save snapshots when playback to |C:\Documents and Settings'zhongqgiuyue\Web'\PlaybackPics
Save clips to C-\Documents and Settings'zhonggiuyue\Web\PlaybackFiles

Figure 61 Local Configuration Interface
2. Configurethe following settings:
Live View Parameters: Set the protocol typand live view performance.
E Protocol Type: TCP, UDP, MULTICAST and HTTP are selectable.
TCP: Ensures complete delivery of streamitigta and better video quality,
yet the reatime transmission will be affected.
UDP: Provides reatime audio and video streams.

HTTP: Allows the same quality as of TCP without setting specific ports for
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streaming under some network environments.

MULTICAS T: 1 t 6s recommended to select MCAST

Multicast function. For detailed information about Multicast, refedeation
6.3.1TCP/IP Settings

E Live View Performance: Set the live view performance 8hortesDelay,

Real Time Balanced or Bed-luency.

E Rules: It refers to the rules on your lodadowser select enable or disakie
displayor not display the colored marks when the motion detection, face
detectionor intrusion detection ifriggered E.g.: enabled as the rules asnd
the fa@ detection is enaldes well, when a face is detected, it will be marked
with a greerrectangleon the live view.

E Image Format: Choose the image format for picture capture.

Record File Settings:Set the saving path of the recorded video fiédid for the
record files you recorded with the web browser.

E Record File Size: Select the packed size of the manually recorded and
downloaded video files to 256M, 512M or 1@fter the selection, the
maximum record file size is the value you selected.

E Save record fles to: Set the saving path for the manually recorded video files.

E Save downloaded files toSet the saving path for the downloaded video files
in playback mode.

Picture and Clip Settings: Set the saving paths of the captured pictures and

clipped video fies.Valid for the pictures you captured with the web browser.

E Save snapshots in live view tdSet the saving path of the manually captured
pictures in live view mode.

E Save snapshots when playback toSet the saving path of the captured
pictures in playbdcmode.

E Save clips to:Set the saving path of the clipped video files in playback mode.

Note You can clickBrowseto change the directory for saving the clips and pictures.

3. Click Saveto save the settings.
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6.2 Configuring Time Settings

Purpose:
You can follav the instructions in this section to configure the time synchronization
and DST settings.
Steps:
1. Enter the Time Settings interface:
Configuration > Basic Configuration > System > Time Settings

Or Configuration > Advanced Configuration > System > TimeSettings

Device Information | Time Settings | Maintenance

Time Zone (GMT+08:00) Beijing. Urumngi, Singapaore hd
Time Sync.

O ntP

Server Address

NTP Port

Interval min.

® Manual Time Sync.
Device Time

Set Time 2013-09-22T11:14:33 [ Sync. with computer time

Save
Figure 62 Time Settings
Select the Time Zone.
Select the Time Zonef yourlocation from the droglown menu.
E SynchronizingTime by NTP Server.
(1) Check the checkbox to enable th&P function.
(2) Configure the following settings:
Server Address:IP addressfoNTP server.
NTP Port: Port of NTP server.
Interval: The time interval between the two synchronizing actions with NTP

server.

36



User Manual of Network Qaera

Time Sync.

O nTP
Server Address
MNTP Port

Interval min.
Figure 63 Time Sync by NTP Server
Note If the camera is connected to a public network, you should use a NTP server
that has a time syhconization function, such as the server at the National Time
Center (IP Address: 210.72.145.44). If the camera is set in a customized network,
NTP software can be used to establish a NTP server for time synchronization.

E Synchronizinglime SynchronizatioManually

Enable thevlanual Time Syncfunction and then click- to set the system time

from the popup calendar.
Note: You can also check tH&ync with computer time checkbox to synchronize the

time of the camera witthatof your computer.

“ 4 Sep 2013 (.3
Sun Mon Tue Wed Thu Fri  Sat
1 2 3 4 5 5] 7
3 9 10 11 12 13 14
15 16 17 18 19 20 21

[22] 23 24 25 25 27 28

20 30 ® Manual Time Sync.
= Device Time
Time| 11 : 14 : 33 4
yos Today | ok | SetTime 2013-09-22T11:14:33 [ sync. with computer time

Figure 64 Time Sync Manally
Click the DST tab pagdo enable the DST function and Set the date of the DST

period.
¥1: Enable DST
Start Time a9 [Frst 9| [5on 9| [02 Mlloco
End Time o ™ [Last ™ [sun ¥ [02 Mlociock
DST Bias 30min 3

Figure 65 DST Settings
2. Click Saveto save the settings.
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6.3 Configuring Network Settings

6.3.1 Configuring TCP/IP Settings

Purpose:

TCP/IP settings must be properly configuredobbefyou operate the camera over
network.The camera supports both the IPv4 and IPv6. Both versions may be
configured simultaneously without conflicting to each other, and at least one IP

version should be configured.
Steps:
1. Enter TCP/IP Settings interface

Configuration > Basic Configuration > Network > TCP/IP
Or Configuration > Advanced Configuration > Network > TCP/IP

TCPAP || Port | DDNS | PPPoE || SNMP || 802.1X | QoS | FTP || UPnP™ | Email | MAT || Platform Access | HTTPS

NIC Settings
NIC Type Auto [=]
DHCF
IPvd Address 10.11.36.159 =
IPv4 Subnet Mask 255.255.255.0
|IPvd Default Gateway 10.11.36.254
IPvE Mode Route Advertisement E | View Route Advertisement
IPvE Address

IPvE Subnet Mask
IPvE Default Gateway

Mac Address

MTU 1500
Multicast Address

DNS Server

Preferred DNS Server 8.8.8.8

Alternate DNS Server

Figure 66 TCP/IP Settings
2. Configure thébasic networlsettings, including thslIC Type, IPv4or IPv6
Address, IPvér IPv6Subnet Mask, IPvér IPv6 Default Gateway, MTU settings
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and Multicast Address.
Notes
The valid value range of MTU 500 ~ 1500.
The Multicast sends a stream to the multicast group address and allows multiple
clients to acquire the stream at the same time by requestiny &copthe
multicast group address. Before utilizing this function, you have to enable the
Multicast function of your router.
3. Click Saveto save the above settings

Note A rebootis requiredor the settings to take effect.

6.3.2 Configuring Port Settings

Purpose:
You can set the port No. of the camera, e.g. HTTP port, RTSP port and HTTPS port.
Steps:
1. Enter the Port Settings interface:
Configuration > Basic Configuration > Network > Port
Or Configuration > Advanced Configuration > Network > Port

TCP/IP || Port | DDNS || PPPoE | SNMP || 802.1X | QoS | FTP | UPnP™ || Email | NAT || Platform Access | HTTPS

HTTF Port 30
RTSP Port 554
HTTPS Port 443

Server Port 8000

Figure 67 Port Settigs
2. SetthedTTP port, RTSP porHTTPS portand server pof the camera.
HTTP Port: The default port number is 8@ndit can be changed to any polo.
which is notoccupied
RTSP Port: The default port number is 5%4d it can be changed to any port No
ranges from 1024 65535
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HTTPS Port: The default port number is 448ndit can be changed to any port
No. which is not occupied
Server Port: The defaultserverport number is 80Q0and it can be changed to
any port No. ranges fro@000to 65535

3. Click Saveto save the settings.

Note A reboot is required fathe settings to take effect.

6.3.3 Configuring PPPoOE Settings

Steps:
1. Enter the PPPoE Settings interface:

Configuration >Advanced Configuration > Network > PPPoE
TCPIP || Port | DDNS || PPPoE || SNMP || 8021X | QoS || FTP | UPnP™ || Email | NAT | Platform Access | HTTPS

Dynamic IP
User Name
Password

Confirm

Figure 68 PPPOE Settings
2. Check theEnable PPPoEcheckbox to enable this feature.
3. EnterUser Name Password andConfirm passwordor PPPOE access.
Note: The User Name and Password should be assigned by your ISP.
4. Click Saveto save and exit the interface.

Note A rebootis requiredor the settings to ke effect.

6.3.4 Configuring DDNS Settings

Purpose:

If your camera is set to use PPPOE as its default network connection, you can use the
Dynamic DNS (DDNS) for network access.

Before you start
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Registration on the DDNS server is required before configurin@B€S settings of
the camera.
Steps:
1. Enter the DDNS Settings interface:
Configuration > Advanced Configuration > Network > DDNS
TCPAP || Port | DDNS || PPPoE | SNMP | 802.1X | QoS | FTP | UPRP™ || Email || NAT || Platform Access | HTTPS
Enahle DDNS
DDNS Type HIDDNS v
Server Address www.hik-online.com
Domain 431618683
Fort
UserMame

Password

Confirm

Figure 69 DDNS Settings

2. Check theEnable DDNS checkbox to enable this feature.
3. SelectDDNS Type FourDDNS types are selectable: HIDDNI®ServerNO-IP,

andDynDNS.

DynDNS:

Steps:

(1)EnterServer Addressof DynDNS (e.g. members.dyndns.org).

(2)In theDomain text field, enter the domain name obtained from the DynDNS

website.
(3)Enter thePort of DynDNS server.
(4)Enter theUser NameandPasswordregistered on the DynDNS website.

(5)Click Saveto save the settings.
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TCPAP || Port | DDNS

Enable CDNS
DDME Type
Server Address
Diomain

Port

User Mame
Fassword

Confirm

PPPoE || SNMP | 802.1X | QoS | FTP | UPnP™ || Email | NAT || Platform Access | HTTPS

DynDMS w
members.dyndns.org

123.dyndns.com

Test
sense

Figure 610 DynDNS Settings

IP Server:
Steps:
(1) Enter the Server Address of the IP Server.

(2) Click Saveto save the settings.

Note: For the IP Serverou have to apply a static IP, subnet mask, gateway and

preferred DNS from the ISP. Tls®=rver Addressshould be entered with the

static IP address of the computer that runs the IP Server software.

Enable DONS

DDMS Type IPServer R
Server Address 2121510121
Domain

Port

User Mame

Password

Confirm

Figure 611 IPServer Settings

Note: For the US and Canada area, you can enter 173.200.91.74 as the server

address.
NO-IP:

Steps:

(1)Choose the DDNS Type &KO-IP.
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TCPAP || Port | DDNS | PPPOE || SNMP | 802.1X | Qo3 || FTP || UPnP™ || Email || NAT | Platform Access || HTTPS

J/|Enable DDMS

DDNS Type NO-IP [=]
Server Address

Domain

Port

User Name

Password

Caonfirm

Figure 612 NO-IP Settings

(2)Enter the Server Address &g/w.noip.com

(3)Enter the Domain name you registered.

(4)Enter the Port number, if needed.

(5)Enter the User Name and Password.

(6)Click Saveand thernyou can view the camera with the domain name.
HiDDNS

Steps:

(1)Choose the DDNS Type asBDNS.

TCPAP || Port | DDNS | PPPoE | SNMP || 802.1X | QoS | FTP | UPnP™ || Email | NAT || Platform Access | HTTPS

Enable DDNS

DDNS Type HIDDNS v
Server Address wiww.hik-online.com

Domain 431618683

Port

UserName

Password

Canfirm

Figure 613 HIDDNS Settings
(2)Enter the Server Addressvwhik-onlinecom.
(3)Enter the Domain name of the camera. The domain is thesaimine
device alias in the HIDNS sever.
(4)Click Saveto save theew settings.

Note A rebootis requiredor the settings to take effect.
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6.3.5 Configuring SNMP Settings

Purpose:

You canset theSNMP function to get camera status, parameters and atetated
information and manage the camera oégty when it is connected to the network.

Before you start:

Before setting the SNMP, please download the SNMP software and manage to
receive the camera information via SNMP port. By setting the Trap Address, the
camera can send the alarm event and exueptessages to the surveillance center.

Note: The SNMP version you select should be the same as that of the SNMP software.
And you also need to use the different version according to the security level you
required. SNMP v1 provides no security and SNN2Prequires password for access.
And SNMP v3 provides encryption and if you use the third version, HTTPS protocol
must be enabled.

Steps:

1. Enter the SNMP Settings interface:

Configuration > Advanced Configuration >Network > SNMP
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Figure 614 SNMP Settings

2. Check the arresponding version checkbox ( :

, ) to enable the feature.

3. Configure the SNMP settings.
Note: The settings of the SNMP software should be the same as the settings you
configure here.

4. Click Saveto save and finish the settings.

Note A rebootis requirel for the settings to take effect.
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