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(Listening)

Protocol Port Description

Destination Port 

Configurable 

(Yes/No)

Authentication 

Mode

Encryption 

Mode

Enabled by 

Default (Yes/No)
Version Special Scenario

Client Client IP 8000 HIK HIK server IP 8000 TCP
[HTTPS]

Port to HIK Service
No

User 

Name/Password

Backward 

encryption is not 

allowed.

Yes All None

Device Device IP 13333 HIK Device IP 13333 udp multicast send and receive No Number AES No All None

22 TCP SSH, remote access root/hiklinux No All

20 TCP ftp-data, no service Yes Yes
Open port for linux 

system of the device

23 TCP telnet, no service Yes Yes
Open port for linux 

system of the device

24 TCP uptime, no service Yes Yes
Open port for linux 

system of the device

67 udp bootps, no service Yes Yes
Open port for linux 

system of the device

68 udp bootpc, no service Yes Yes
Open port for linux 

system of the device

69 TCP
tftp, tftp for Client access 

to Server
Yes Yes

Open port for linux 

system of the device

80 TCP http, no service Yes Yes
Open port for linux 

system of the device

115 TCP stfp, no service Yes Yes
Open port for linux 

system of the device

161 udp snmp, no service Yes Yes
Open port for linux 

system of the device


