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How to Upgrade Firmware to Guard Against Potential Vulnerabilities

Summary

A command injection vulnerability in the web server of some Hikvision products has been identified. In the case
of insufficient input validation, an attacker can exploit the vulnerability to launch a command injection attack
by sending some messages with malicious commands.

First, identify the products affected by the vulnerability, then find that product’s specific updated firmware using
the following link:

Security Notification- Command Injection Vulnerability in Some Hikvision products | Hikvision US | The world’s
largest video surveillance manufacturer

Note: Please do not power off any device during the upgrade process.

Hikvision offers multiple ways to upgrade firmware. Users can choose from among five upgrade methods
according to the device type and/or preference.

Please continue reading and select the appropriate method for your application(s).
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Method 1: Batch Upgrade (NVR, IPC, & PTZ products)

First, please download the Batch Configuration Tool at this link:

https://us.hikvision.com/en/support-resources/downloads/tools

After downloading and opening the software, click on the devices requiring the upgrade
Then click on “+Add”

Enter the User Name and Password

Then click “OK”
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Search for the device on Hikvision’s official website link also provided above: Fix Firmware Download Index
Click on “Download” to download the firmware

After downloading the firmware, select the device requiring the upgrade

Then click on “Upgrade”
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9. Select “File Upgrade”
10. Click on the file path

11. Select the Digicap.dav file

12. Click on “Open”
13. Then click “Ok” to start the upgrade process

Upgrads

Upgrading Mod

Local Upgrade

 Open

€« v
Organize =
Daniel CCTV
employee forms
hik connect
@ OneDiive
8 This PC
8 30 Objects
B Deskiop
=) Documents

& Downloads

« Firmwares >

newsoser 11

k001

[ digicapdav

v e

File name: [ digicap.dav

12

13

Cance

Upgrade Progress Upgrade completed Total: 1 Succeeded: 1 Failed: O
= | ID | DeviceType T | IP Address | Port | Channel | Firmware Version | Serial No. | Upgrade | Operation | Status
DS-2CD7126G0/L-1Z5 V5.5.81 build 180910 DS-2CD71266G0/L-1Z520.. Unknown {:Q:E Q @ @ Online
DS-2CD7526G0-1IZHS  192.1 V5.6.0 build 190423 DS-2CD7526G0-1ZHS201...  Unknown e e O =] Online
PCI-LB15F25L V5.5.160 build 210416 PCI-LB15F25L20; . Unknown &L ® 9 Online
PTZ-M5225I-AE build 120211 PTZ-MS5. . Unknown 8L e 9 Online
iDS-2PT91221X-DE/S iDS-2PT9122IX-DE/S201...  Unknown e O =] Online
DS-2TD1217B-3/PA V5.5.26 build 200904 DS-2TD1217B-3/PA2020... Upgrade completad. o O & O Online
DS-2DF2836IV- AELW 2000 V5.4.71 build 170309 DS-2DF2836IV-AELW201..  Unknown e e O =] Online
DS-2PT33261Z-DE3 8000 V5.4.12 build 180530 DS-2PT33261Z-DE320170... Unknown {§} Q ® @ Online
DS-2TD1217 2 build 210619 DS-2TD1217 . Unknown SEo e 6 Online
DS-2DE4A425IW-DE .15 build 181211 DS-2DE4A425IW-DE2018... Unknown S0 ® 9 Online

© 2021 Hikvision USA Inc. All Rights Reserved.
18639 Railroad St, City of Industry, CA 91748 « Phone: +1 909-895-0400 e Fax: +1 909-595-0788
E-Mail: techsupport.usa@hikvision.com ¢ www.hikvision.com



mailto:techsupport.usa@hikvision.com

TECHNICAL BULLETIN HIKVISION

Title: How to upgrade firmware to guard against potential Version: 1.0 Current Date: 23/09/2021
vulnerability
Product: Mixed products Page: 4 0of9
Action Required: | Information Only
Method 2: Upgrade via Web Interface (NVR, IPC, & PTZ products)
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Step 1: Input the IP address to log into the web interface.

Step 2: Click on the “Configuration” tab

"

Step 3: Under the “System” menu, click on “Maintenance*

Step 4: Under the “Upgrade” header, click on “Browse”
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Step 5: Double click the FW package.
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Step 5: Choose the FW package on your PC. Please note that the FW package must be decompressed.

Step 6: Click on “Upgrade.” The device will reboot automatically after upgrade is complete.
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Method 3: Upgrade Using Local GUI (NVRs)

Device Name Network Video Recorder

Firmware  V4.30.217, Build 210204

Device Model DS-7608NI-K1

Serial No

Simple Restore

Factory Defaults

Restore to Inactive

Step 1: Go to Maintenance Tab.
Pﬁ?
Step 2: Click on the icon: qﬁl
Step 3: Insert the USB drive with the FW package (this must be decompressed first); the NVR will then detect
the USB drive and show the files listed. Choose the FW package from the list.

Step 4: Click on “Upgrade.” The device will reboot automatically after upgrade is complete.

Device Upgrade

Local Upgrade

File Type
Folde

File
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Method 4: Online Upgrade Using Local GUI (NVRs)

Step 1: Enable the platform in Network > Hik-Connect

NVR 3 O

System
Enable
° Verification Code Zz

Network Connection Status | Online

General Bind Status No
Time Sync )

Hik-Connect
Stream Encryption

Email Server IP  litedev.sgp.hik-connec
Camera

Record
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Device Name  Network Video Recorder

Firmware  V4.30.217, Build 210204, $

Device Model  DS-7608NI-K1

Serial No 0820210410CCRRF82431557WCVU

Simple Restore

Factory Defaults

Restore to Inactive
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Device Upgrade

Local Upgrade
i Auto Download @)

Online Upgrade Current Version V4.30.217, Build 210204 Test Upgrade
Latest Version NVR V4.31.102, Build 210626

Download Ignore

Note
Upgrade file downloaded

Close

Step 3: Click “Test Upgrade” to obtain latest version, then “Download” for the firmware file and your device

will be upgraded.
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Method 5: Online Upgrade via Web Page

Step 1: First, use this path to enable the platform:

Configuration > Network > Advanced Settings > Platform Access
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Storage

Step 2: After the device is online, go to Configuration > Maintenance > Online Upgrade, click on “Check

Upgrade” to obtain the latest version info; then download the firmware file to upgrade your device.
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HIKVISION
Hikvision USA
www. hikvision.com
Technical Support Hotline: (909) 612 - 9039
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